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Introduction

Sequence Kinetics SP6 (SEQUENCE v7.6) is an official product release incorporating new
features and fixes. SP6 introduces compatibility with Dynamics CRM 2013, IE 11 and many
other new features and security enhancements.

For a complete list of Sequence Kinetics’s major features, click here. This document details
the features added in the latest update, SP6. Sequence Kinetics SP6 was approved for
release by PNMsoft QA on Dec 31™, 2013.

Installation

You can download the installation files from the Download Centre.

SEQUENCE 7.6 installation requires Windows Server 2008 SP2 or later, and a 64-bit
processor with 4 cores.

New SEQUENCE 7.6 Installation

1. Unzip the file 7.6.0.0Installation/SequenceKinetics7.6_Setup_x64.zip.
2. Run 7.6.0_Setup.exe (it is in the zip file).
3. Follow the instructions in the SEQUENCE 7.x Installation Guide in the Knowledge Centre.

Upgrading from SEQUENCE v7.0 or later

1. Verify that version 7.0 or later is installed on your server.
2. Backup the configuration files and your database.
3. Free up system resources:
i. Use the IISReset command-line utility to reset the IIS.
ii. Stop the Windows Service and the Active Directory Service.
Download and Unzip the file 7.6.0.0Installation/SequenceKinetics7.6_Setup_x64.zip
5. Run 7.6.0_Setup.exe (it is in the zip file).
Run lISReset.

Nofte: If you are using a VPC, please consider backing it up before the upgrade.

Upgrading from Versions Prior to v7.0

A direct upgrade to version 7.6 has not been tested and may cause server instability.
Therefore, please update/upgrade your SEQUENCE application to version 7.4 using the
upgrade file in 7.4.0.0 Installation/SequenceKinetics7.4_Setup x64.zip and then upgrade to
version 7.6 as detailed in Upgrading from SEQUENCE v7.0 or later above. Versions prior to
6.4.3 must be upgraded to 6.4.4 prior to this step.



http://members.pnmsoft.com/Downloads/SEQUENCE%207%20Downloads/SEQUENCE%207%20Release%20Notes.pdf
http://members.pnmsoft.com/Downloads/SitePages/Home.aspx
http://members.pnmsoft.com/Online%20Help/SEQUENCE%207%20Documents/SEQUENCE%207.x%20Installation%20Guide.pdf
http://members.pnmsoft.com/
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New Features

CRM 2013 Compatibility

SP6 includes new set of CRM activities that are compatible with Dynamics CRM 2011 and
Dynamics CRM 2013. When you install Sequence Kinetics, you can select which CRM version
you require (CRM 4.0 or CRM 2011/2013). The activities are then installed accordingly.

{i InstallShield Wizard E

Custom Setup

Select the program Features vou want installed,

Click. on an icon in the lisk below ta change how a Feature is installed.

- Feature Description
Enables creation of CRM
activities in workflows and their
execution in the debugger

Adrninistr akion

X~ | 3AP Connectar

- ¥ = | Dynamics CRM Connectar for CRIM 4.0
Crvnamics CRM Conneckar for CRM 2011 and lak
Database

Background Runtime Service This Feature requires 68KE on
X _~| AP Connector wour hard drive.

- ¥ = | Dynamics CRM Connectar for CRM 4.0 -
. i m i e PURA = f o o e B SRR A4 e oL
ki f_>l_I

Install bo:

Change... |
Help Space < Back I Mext = I Cancel |

Inistal Shield

Dynamics CRM Connector for CRM 2011/2013

4 Human

~

w5 Form
& Message

o' Task

4 Dynamics CRM
y Create Entity
Z4 Delete Entity Manager Approval

£y Execute Request

iy Retrieve Entity

&y Retrieve Multiple Entities

41 Update Entity

4 ERP Connectivity Assign Owner

g7 SAP RFC Consumer
4 Flow

& And

W End End

) If Else o)
Process end point

¢ Split
CRM Activities
For more information on each CRM activity, click here.

Note: CRM Activities are part of PNMsoft SCE (Sequence CRM Edition) which
enables you to fully integrate intelligent workflows with Dynamics CRM. For more
information on PNMsoft SCE and to read the full user guide click here. To get
PNMsoft SCE, consult your PNMsoft Account Manager.



http://members.pnmsoft.com/Online%20Help/Pages/Forms/Integration%20Activities.aspx
http://members.pnmsoft.com/Online%20Help/Pages/CRM%20-%20PNMsoft%20SCE%20User%20Guide.pdf
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Easily Add a Required Validator on a Control

SP6 makes it easy to set a field as required. To do so, from the easy menu click the
Add Required Field Validator link. This adds a red asterisk beside the field. You can change
the validation text as required by clicking the asterisk and editing its properties.

@htlp:".'TUJI]"ID.?J‘"CAC"' Veb/UI/UXStudio/ & lowld=296ff1 ef-€755-49¢ 5-b57b-369822e9cfabBiactivityld=580c0e48-3ab5-4092-b490-33a10c65255

Design | Views Data  Debug

B c A v

Save Refresh Options. Validate

Toolbox <
4 Data Formi =|a
= ~ =i ~
s : :
3 o Data Field: FieldL v ) Fieldt
Data Source el R B
Add Required Field validator
% R Add Required Field validator Accessibility
£ Form Pas
+ Lovout Field3 AccessKey
ayou
Tab Inds 0
=] One Column Table S Aa neex
(3 Two Column Table ppearance
3 Three Column Table BackColor O
7 Panel BarderColor O
e orderstye
B Text Borderwidth
A Label ButtonCssClass
S ButtonsPosition [Right v
Numeric Text Box Columns 20
Masked Text Box Cesclazs
Bate Tnput DisabledStyle
Butt Display
o0 Button
EmptyMessageStyle
i DataSource - Form1DataSource
Submit Button Enabledstyle
[iE] Date Picker EnableOldBoxtodel [
[iz] Time Picker FocusedStyle
[iF] Date and Time Picker Font -
[i€] Month and Year Picker v ForeColor Ol
=1 Combo Box Hoveredstyle v
-'ron\bnx UL Generation Design||split| source TABLE sqTexiBox, InvalidStyle

Add Required Field Validator

Customising the Recipients Picker List
In SP6, you can control the lists that appear for end users in the Recipients Picker.

The Recipients Picker is displayed in the Flowtime when end users ask a question, send a
message or re-assign a task.

To customise the Recipients Picker for dynamic message assignment, check the
Customise Recipients Picker checkbox. (You can do the same in the Questions and Answers
wizard.)
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B http://1010.10.75:9090/ Admini

el eaa5-04d5-435h-83a0-c3dfe3aTh25d&activityld=

Message Details

Task Instance Creation W

@ hitp://10.10.10.75:9000/Administration/Web/Ul/Extensions/SocialF

Question and Answers Definition wizard

<0= about workflow : { wf.Workflowalias } Instance £{ wf.WorkflowInstanceld } I_

<2= asked you a question about { wf.WorlflowaAlias } £{
wi.WorkflowInstanceld }:

=1=

ok | conen |

Questions and Answers Wizard
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Click _| The Recipients Picker List editor appears:

B http://10.10.10.75:9090/ Administration/Web/U|/Messaging/RecipientPickerDefinitionWizard.aspx?workflowld=1530d3cd-0d0c-473b-Oebc-8ed 1 cdc
Recipient Picker Lists

e =
jaiz

Add one or more category to the distribution list. For each category specify the values to be displayed at runtime.

M g
Mame Category ame

|lT Departments ‘

IT Users All Users
Category Type:

IT Departments Departments Expression | Department Expression

v
Expression:

|Memher0f(rt, {Taskl}.Created‘ _I
[ cascade to child departments

Add Category |

OK | Cancel |

Recipients Picker Lists Editor

You can change the existing categories or create your own categories. For each category you
define its name and type. This is how the Recipient Picker appears in Flowtime:

=] Choose Recipients

x
B& Choose Recipients

Category

fl' Departments
IT Users

IT Departments

Entire Organisation

at b

4ax

Save and Close

Recipients Picker in Flowtime
For more information about this feature, click here.



http://members.pnmsoft.com/Online%20Help/Pages/Recipient%20Picker%20List.aspx
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Security: Attachment Link is Sealed as Private by Default

When you add an attachment field to your data model, you will notice a new option on the
property box (advanced mode only): Attachment Visibility. This property is set to Private by
default. When the user opens a document in a workflow form or task, the link to open the
document is hashed and valid for 30 min. To allow public access to the file, change this
property to Public.

Note: All the attachment fields that were created prior fo SP6 are set to Public. You
can seal them by changing their property to Privafte.
The Private option is not available for Sequence 6 form activities.

Data Fields

DefaultView Properties
General

Attachment
Visibility
Display Member Field4Text

[ Private

Display Name Field4

Key Members Field4Value

Related Display
Member

Related Key
Members

FileName

1d

|

|

|

|

[‘ xt (Stri
] =xt (String
]

7> [Feldavalue | Guid
D |Field4Text Text (Strr

<ll<l [E)l<l <] <l <l <l <] <

Add New Field

Attachment Visibility

Security: Prevention of Cross-Site Request Forgery Attack

CSREF is an attack which forces an end user to execute unwanted actions on a web application in
which he/she is currently authenticated.

SP6 includes a unique token to the Runtime.aspx post which closes this vulnerability.

The same mechanism has also been added to relevant administration pages such as the
Add Employee page.




PN M S() F T Sequence Kinetics SP6 Release Notes

Business Processes in Motion™

Task Properties A :_', z_ 22
Created 1241972013
Due Date 12/20/2013 Task1 1
Permission Full Control Fotmd =
Message Details Section Header Section Header
Section description... Section description...
Workflow Properties ~
Label Label
Workflow
Name Oma
Label Label
Created 12/19/2013 o N
Label Label
Swstem.
File Find Dissble View Images Cache Tools Validate | ErowserMode: IE10 Compat View Document Mode: Standards - x
HTML  CSS  Consele Script Pmﬁ\erlNetwurk‘ Search Captured Traffic.. P]
[+ =% ld | Stopcapturing | | Backtosummaryview | | <Prev | 1/41 | Ned>
URL: htip://aash2013:8060/_layouts/15/rurTime. aspx?workflowInstanceld=13
Request headers | Request body | Response headers | Response body | Cookies | Initiator | Timings |

Key value

Request POST /_layouts/15frunTime aspx?workfloninstanceld=13 HTTR/1.1

Accept image/jpeq, application/x-ms-application, image g, a I, application jx-ms-xbap, application/x-mfe-ipt, =/*
Referer http: /fgash20 13:6060/_layouts/15/rurTime. aspx?workflowlnstanceld=13

Accept-Language he,en-Us;q=0.7,en;q=0.3

User-Agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW6; Trident/6.0; .NET4.0E; .NET4.0C; .NET CLR 3.5.30725; .NET CLR 2.0.50727; .NET CLR 3.0.30729; McAfee; InfoPath.3)
Content-Type multipart/form-data; boundary=-—————————7dd 1e7274d0890

Accept-Encading grip, defiate

Host 12013:5050

Cookie ASP.NET_Sessionld=vim2gkgsd4oaqtjr0 1brbjsx; WSS_Fult de=false; _AntiXsrf b1ac09e1884b.

DNT T

Connection Keep-Alive

Cache-Control no-cache

Content-Length 21574

Unique Token

Inheriting Workflow Permissions

When a new activity is added to the Workflow Canvas you can easily apply permissions to it
by clicking the Inherit Workflow Permissions option from the activity context menu.

@ htp://10.10.10.75:9090/ Administration/Web/Ul/ AppStudio/Default. b94-4aad-a919-4b03281ad495

Development | Manage  View  Collaboration  Diagram

LS v

Reload Workflow | Validate

Activities Properties
4 Human Activity

w5 Form (Mame) HR

025e4dad-c7f2-
& Task Activity ID 4225-92ad-
3fa02cdcesod

Approval Fi Activity Type Task

Suggestion Form ~ ——— Alias HR

5]

& Message

4 Dynamics CRM
Ay Create Entity
Juy Delete Entity

o

Process Initiator

i Execute Request
4y Retrieve Entity Enabled 3]

by Retrieve Multiple Entities Appearance

44 Update Entity Color FFEA7S O
4 ERP Connectivity Behavior

¢y SAP RFC Consumer ; Instancing __Singlelnstam:mg v
4 Flow
5y copy One Click Action O _|
< And X Delete
& End Rename Rollback Message O _|
15 CheckIn
< Solit |15 Check Out for Edit .
orm
Switch 4 49 Undo Changes
e View History Data Model
4 Integration
o Set Permissions. Tabs:

5] i r‘—l =
? | Database Listener | Inherit Workflow Permissions Template

4} External Service Consumer
)3 SharePoint Listener

Approval Chain

4 IfElse Variables LocalSync

Misc

Message

11:04 AM

A [m Fi il ) ENG
P s a0 ENG g p

Inherit Workflow Permissions

10
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Close All Action Items when a Task is Submitted

When a task is submitted, the current action item is closed.

To support business scenarios where you need to close all the action items for this task
when the first user submits it, SP6 includes a command argument which can be used in the
submit button properties.

To set the action items to be closed when the first user submits the task, set the command
Name to Save or Save All, and the Command Argument to: 1,2

& hitp://10.10.10.75:9090/ Administration/Web/Ul/UXStudio/ Default.aspriworkflowld= 1530d3cd-0d0c-473b-9ebe-Bed | cdd cf563tactivityld=266F038D-DISE-481A-8735-64F 1219EAB19

Design | Views  Data

S

Save Refresh

Toolbox

4 Data
5 Ferm
[ Grid
2 Data Source
{ Form Part

4 Layout
[=] One Column Table
] Two Column Table
] Three Column Table
7] panel

4 Editors
B Text
A Label
Text Box
Numeric Text Box
Masked Text Box
Date Input
Button
Submit Button
[%] Date Picker
] Time Picker
[i] Date and Time Picker

Debug

&N
Options

=Y 4

Validate

Task1

Form description...

Section Header
Section description...

Label
Label
Label

Label

* Mandatory Fields

Section Header
Section description...

Label
Label
Label

Label

Properties

oretolor
HoveredCssClass
PressedCssClass
ReadOnlyCssClass
singleClickText
Text Submit
Behavior

AutoPostBack

ButtonType StandardButta v

CausesValidation W]

Command

Argument 12

Command Name  Saveall

Enabled 7]
)

DataSource - Form1DataSource

GroupName [
PostBackUrl

ReadOnly ]
RegisterWithScripth ]
SingleClick [}
skinID

ToolTip
ValidationGroup

Value

[i] Month and Year Picker

E3 Combo Bo Visible

-Ton\bcx UI Generation Design | split| source  [sa-Fom|[TaBLE|[TR] [TD][TABLE] [TR]|[TD][sa:SubmitButtn
o ” - 1:20AM
@H B 9 og | wi | S e Ay ENG L ZOAM

Set Action Items to Closed

Enhanced Features
IE 11 Compatibility

Sequence Flowtime and Administration are compatible with IE 11.
The Workflow Designer component was upgraded to the latest version available.

Due Date Calculation

There are now two options to calculate a Task’s due date:

e Option 1: by the Task Instance Creation, which means that the due date is relative to
the time the user received the task.

e Option 2: by the Activity Instance Creation, which means the due date is fixed even if
the task was fetched or a recipient was added.

11
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@ http://10.10.10.75:9090/ Administration/Web/Ul/Messaging/MessageWizard.aspx?workflowld= 1330d3cd-0d0c-473b-9ebe-8ed 1 cddcf563&activityld

Message Details

I Message I Recipients I Properties I Attachments l More Options //;
Email Mode
| None Vl

Task Due Date

|1 ||;| Time Interval Calculate From | Task Instance Creation W

[] set Due Date by Working Time

[] Set Mail as High Priority Only if (optional) | |_|

Enable Reassigning Task
Enable Adding Recipients
Enable Removing Recipients

[ ] customise Recipients Picker I

Back | Next oK Cancel

Tasks Due Date Calculation

Allow Flowtime Web Part Use Outside SharePoint
Sequence Flowtime grids are now available outside of SharePoint, and you can host them in

your custom web application.

The corresponding WCF is available to be consumed when working in a non-SharePoint
environment.

12
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Disabled Connection Display

The Display of a disabled connection has changed to a dashed line. The dashed line is visible

in the Workflow Canvas, Workflow Debugger and in the Workflow Status (in Flowtime).

B hitp://10.10.10.75:

fAdministration/Web/Ul/AppStudio/Default. Pworkflow|d=0067a6f3-ab94-4aad-a919-4b032812d495

Development | Manage View  Collaboration  Diagram

c v

Reload Warkflow Validate

Activities Properties

4 Human v Workflow
s Start

- Form
- (Mame) Template Approval

& Message Alias Template Approval

| T . . This is a
= Description <

P

Dynamics CRM p—

4 Create Entity
S Delete Entity

2067a6f3-ab24-
Suggestion Form  ——— Workflow 1D 4aad-a919-
‘ . o 4b03281ad495

Process Initiator

;! Execute Request Misc

by Retrieve Entity

'
'
: Display Field
'
1
0

by Retrieve Multiple Entities Group
# Update Entity Management
X 9 g h Quick Search
4 ERP Connectivity - - 4
Employee

Finance Statistics

S g

iy SAP RFC Consumer
l Variables
4 Flow

@ ¢ l Globalization

& And -

Approval Chain
<

Direct Manager Formatting
o

l Language

o g Localizable

>

< Switch f ceo ur

4 Integration e Can Be
Instantiated

Visibility Visible

W End

<

& 1 Else

a2
@
8
<

& split

3 | Database Listener

¢ External Service Consumer

Social Features

%3 SharePoint Listener
oW Qnsume
-Al:hvltis Solution

o 11:23 AM
- [ ) ENG
@]} E |® $E .l 42 ENG =

Disabled Connection Display

Enable Comments [ .|
v

Changed Flowtime Charts Technology

All the Flowtime charts now work in JS mode and support tablets, smartphones and desktop
browsers.

Performance

In SP6, many of the Sequence’s database indices have been reconfigured and line-of-
business stored procedures have been optimised. This results in very significant
performance improvements.

Security — Removed all CLR from Sequence Database

All CLR has been removed from the Sequence database, and was replaced with alternative
code.

13
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Breaking Changes

1. New installations of Sequence will not include any CLR functions. If you import a
workflow that relies on CLR functions, you will have to edit it in the source
environment prior to import.

The following Functions were removed:

e CLRSplit

e GetEmpRolesCLR

e ConvertAnyStringToGuid
e ReplaceRegEx

e XMLNodeExt

e (Concatenate

The following Stored Procedures were removed:

e SPFixImportedWorkflowSubForm
e SPUpdateXMLData

2. Services dll was changed to Pnmsoft.Sequence.Flowtime.Services.dll.
Therefore, if you made configuration changes to Flowtime columns, menus, or
commands in a config file, you will need to modify the config file with the reference
to the new dll.

The config files are in:
C:\Program Files\PNMsoft\Share Resources\Components\Flowtime\Config

Also, in the config files, the structure of the CustomColumn element was changed:
From:
<CustomColumn
Name="Edit" />
To:
<CustomColumn
Name="Edit"
Width="25px"

Template="&It;span class="'k-grid-edit-delegation-column' /&gt;" />

14
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3. You can now add multiple data fields as primary keys.

4. Runtime.aspx which is hosted in a sub site is no longer redirecting to the root site.

Known Issues

See known issues online at:

http://members.pnmsoft.com/Downloads/Lists/Known%20Issues/Allltems.aspx

Resolved Cases

Ticket # Description

10447 Apply database optimisation recommendation.

11772 Due date is calculated relative to action item created date.

11825 New Delegation web part failed to load in SP2010.

11881 Error when editing/adding/deleting rows in a UTCMB after adding the
Boolean field.

12157 Message display HTML mark-up tag in Process'° ©°.

12218 View Trace display 403 when permission are granted using process role

12647 Runtime.aspx collapse button is not displayed when using Hebrew interface.

12916 Issues while calculating task due date using expression

Resolved issues

e Remove validation alert when form mark-up contains <% sq: ... %>

e Workflow variables without source are set to NULL value when “AllSync" mode is

used.

e Web Service Listener activity with space in the service name when it is consumed

using Web Service Consumer activity: the discovery information is not persisted.

e 'character becomes \ in workflow comment.

e Quick search is not working when there is space in the source activity name.

e ‘““is not allowed in message header property.

Addressed CRs

#1285, #3919, #4713, #4809, #4990, #6080, #6174, #6355

15
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