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Preface

This preface contains the following topics:
e About this Guide
e Audience
e Document Conventions
e Related Documentation

About this Guide

This guide details the setup required for Kaltura MediaSpace™ (KMS). The document describes how to set
up your site structure, prepopulate Kaltura MediaSpace content, assign user permissions, and implement
authentication and authorization.

NOTE: You perform some setup steps in the Kaltura MediaSpace Administration Area and
“% in the Kaltura Management Console (KMC).

NOTE: Please refer to the official and latest product release notes for last-minute

< updates.
% p

Technical support may be obtained directly from: Kaltura Customer Care..

Contact Us:

Please send your documentation-related comments and feedback or report mistakes to
knowledge@kaltura.com.

We are committed to improving our documentation and your feedback is important to us.

Audience

This document is intended for Kaltura MediaSpace site administrators.

Document Conventions

Kaltura uses the following admonitions:
e Note
e Workflow

Kaltura MediaSpace Setup Guide 8
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Preface

NOTE: Identifies important information that contains helpful suggestions.

%S

- Workflow: Provides workflow information.
-—
= 1. Step1

2. Step 2

Related Documentation

In addition to this guide, the following product documentation is available:
e Kaltura MediaSpace
e Kaltura Management Console (KMC) User Manual
e Kaltura’s Entitlement Infrastructure — Information Guide
e Kaltura’s Entitlement Infrastructure — Bulk Services
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SECTION 1

Understanding the MediaSpace Setup

Kaltura MediaSpace features fine grained governance rules that grant specific permissions to content on
the MediaSpace site. To explain your options, this document describes the different site sections, roles,
and permissions that you can configure for MediaSpace.

This document focuses on setups that include user permissions, referred to as entitlement enabled.

To start learning about MediaSpace, refer to the Kaltura MediaSpace User Manual, which describes
channels and user permissions in terms of site features.

Enabling User Permissions — Prerequisites

Contact your Kaltura Project/Account Manager to confirm that the following prerequisites are
implemented:

o Entitlement services are enabled, and Default Entitlement Enforcement is set to true in your
account settings.
e (Optional) The Like feature is enabled in your account settings.

e A root category is set up for MediaSpace in the KMC (see To set up a MediaSpace category tree
in the KMC.)

Assigning user permissions usually is handled in bulk using a comma-separated value (CSV) file. To learn
more about the End-User Entitlements CSV, refer to the article End-User Entitlements CSV.

Understanding Content Collections

Content collections in MediaSpace are defined as either categories or channels. Your MediaSpace instance
can include one or both.

Understanding Categories

Categories represent a centrally curated structure and hierarchy that is available from the MediaSpace
navigation side panel. Media can be organized around specific topics in either a hierarchal or a flat
navigation layout. When MediaSpace is used as a company/institution-wide media portal, categories
usually are shared with the entire organization and also may be available to the public on the web.

Categories define the taxonomy and hierarchical structure of your MediaSpace site. You can access
categories through the Navigation icon and browse your content according to the categories they are
contained in. Each category opens up the list of sub-categories that are pre-configured by your account
administrator.

Kaltura MediaSpace Setup Guide 10
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Understanding Channels

Channels are media collections that can be accessed by a subset of users (or all authenticated users).
Channels can be created and managed by authorized MediaSpace users or can be provisioned centrally
by a KMC admin.

Categories vs. Channels

Categories Channels
What are Centrally curated hierarchical structure that = User generated collections that are
they? defines the taxonomy of your site personally managed
Who can KMC user only Any MediaSpace user (configurable
create? according to application roles)
Where do they | Navigation panel e My Channels
appear? e All Channels

e Inside a category

Options o Entitlements e Entitlements

e Moderation e Moderation

e Group Offline Synchronization Group Offline Synchronization

e Inherit members from parent category o

e Import members from parent category

Understanding Roles and Permissions for Categories and
Channels

Entitlement permissions are used to assign permissions to categories or channels (for example, enabling a
user to add content to a channel).

Application Roles apply globally, while entitlement permissions are contextual. An example of contextual
channel permissions is a user with Manager permissions for one channel and lower-level Contributor
permissions for another channel.

For a user to perform an action that a permission allows, the action must be allowed by the user's
application role. Therefore, you must ensure that a user with a permission of Contributor or higher (see
Understanding Permissions) is assigned a role of privateUploader or higher (see Application Roles).
Otherwise, the user is not able to upload content to MediaSpace despite the permission that entitles the
user to contribute content.

A Channel Manager can assign permissions in MediaSpace. The channel manager selects the kind of
access that users have for the channel. If the channel type is restricted or private, the channel manager
adds members and assigns member permissions. To learn more, refer to the Kaltura MediaSpace User
Manual.

Understanding Privacy Types
MediaSpace supports the following privacy types for categories:

Kaltura MediaSpace Setup Guide 11
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Understanding the MediaSpace Setup

e Open: All users are entitled to access the category (anonymous or authenticated, depending on
the configuration of your site) but only specific users are entitled to contribute content

e Restricted: All authenticated users are entitled to access the category, but only specific users
are entitled to contribute content.

e Private: Only specific users are entitled to access the channel and to contribute content.
MediaSpace supports the following privacy types for channels:
e Open: All authenticated users are entitled to access the channel and contribute content.

e Restricted: All authenticated users are entitled to access the channel, but only specific users are
entitled to contribute content.

e Private: Only specific users are entitled to access the channel and to contribute content.

¢ Shared Repository: Only specific users are entitled to access the channel, to contribute content
and to publish content from it to other channels and categories,

e Public: Non-authenticated users are entitled to access the channel, but only specific users are
entitled to contribute content.

Channel type definitions are displayed in MediaSpace under Channel Edit>Details.

Create a New Channel

Name
(Required)

Description Black v Bold Jtalic  Underline

i
i
lil
‘ il
3
L

Enter Description

Tags:

Privacy: @ Open - Membership is open and non-members can view content and participate
© Restricted - Non-members can view content, but users must be invited to participate
© Private - Membership is by invitation only and only members can view content and participate

© Shared Repository - Membership is by invitation only. Members can publish content from this channel to any other channel according to their
entitlements

© Public - Non-members can view content (including anonymous users) but users must be invited to participate

KMC entitlement definitions are displayed in the KMC under Content>Categories>Edit Category

Kaltura MediaSpace Setup Guide 12
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window>Entitlements tab.

ENTRIES MODERATION PLAYLISTS SYNDICATION CATEGORIES UPLOAD CONTROL BULK UPLOAD DROP FOLDER:
< Mediaspace PANIEN
ID: 91811461 | Sub-Categorles: 3 | Entries:0 | Creation Date: 05/03/18 | Last Update: 05/17/18 v
Metadata Entitlements
Entitlements Manage your entitlements settings and specific end-user permissions to content in your applications.
Sub Categories Privacy Context @ MediaSpace
Label
Content Privacy @ © NoRestrictions

Visible to everyone with access to the application page,
Requires Authentication

Visible only to authenticated end users,

Private

Visible only to users with specific permissions to access this category content.

Category Listing @ © NoRestrictions
Visible to everyone with access to the application page
Private

Visible only to userswith specific permissions to access this category content

Content Publish @ © NoRestrictions
Permissions
Any authorized end-user
Private

Only end-users with specific permission can add content to this catezory.

Moderste e No

Content

Eesrfla}v‘:\l‘sts'\cn Level Member v

Owner Not Specified Change Owner
Permitted Users 4End-users  Manage Users

NOTE: If modifications are made in the KMC that do not correspond to one of the
"% channel types, MediaSpace behavior follows the KMC definition, not the designated type.

For more information, refer to How to set entitlement settings in the KMC.

KMS Galleries / Channels Entitlements

The following information describes how Channels/Galleries work, in context to KMS application roles.

Please familiarize yourself with the information in the article Kaltura MediaSpace/Kaltura Application
Framework (KAF) Roles and Permissions before you set entitlement settings for KMS.

? NOTE: KMS Galleries / Channels entitlements settings should NEVER be modified through
% the KMC. Changes to entitlements of KMS galleries / channels should be made through
KMS ONLY.

KMS Galleries / channels are manifested with the following entitlements combinations in KMC:

Kaltura MediaSpace Setup Guide 13
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Understanding the MediaSpace Setup

Open No restriction No restriction No restriction

Restricted Requwe_s . No restriction Private
authentication

Private Private Private Private

Public No restriction No restriction Private

Open ReqU|re§ . No restriction No restriction
authentication

Restricted Requwe_s . No restriction Private
authentication

Private Private Private Private

Shared Repository Private Private Private

ANY combination that is set through the KMC and does not align with the above combinations, will not
work properly or as described in the Kaltura MediaSpace/Kaltura Application Framework (KAF) Roles and
Permissions article.

Understanding Application Roles

MediaSpace application roles apply globally and include:

¢ anonymousRole - Can browse your site anonymously until trying to access pages/actions that
require login: My Media, My Playlists, and Add New

e viewerRole
o Can browse open galleries
o Is not authorized to upload new content
o Does not have a My Media page
e privateOnlyRole
o Can upload content to My Media
o Can publish to galleries/channels by entitlements
e adminRole
o Can upload content to My Media
o Can publish to all open galleries and all galleries/channels by entitlements

¢ unmoderatedAdminRole — Can upload content and bypass moderation (when moderation is
enabled for an account)

MediaSpace application roles are backward compatible.

Kaltura MediaSpace Setup Guide 14
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Assigning Application Roles to Multiple Users in Bulk

You can assign application roles to multiple users with a bulk action. You use an End Users CSV that
includes an option to assign roles.

To upload an End Users CSV

Do one of the following:

o Inthe KMC, upload the End-Users CSV. Refer to the End-Users CSV - Usage and Schema
Description.

o In the Managment Console select Manage Users. On the User Management panel of the
Kaltura MediaSpace Administration Area:

- Click Submit CSV.
- Click Choose File to select the CSV file and click OK.

User Management

[ Shov AT Rotes v

© AID By Name O By Email U By User ID

('ADD NEW USER | [ DELETE CHECKED | [ SUBMIT CSV || DOWNLOAD CSV

User D First Name Last Name Password Role Email Extradata

Actions

Gebsi_test, Debsi Zioni == adminRole. debbie Zioni@kaltura com

EatUser | Dot |

test test user = privateOnlyRoke its@mail com passis passme

(atvse |

Janesmih Jane Smith = unmoderated AdminRole

EaitUser | Delets |

buki Buki Pei == unmoderated AdminRole

(atse |

debbiez aebbie zioni b adminRole

EaitUser | Delets |

o|e|e|e|e|o|B

Gebbiezion Debbie Zioni e adminRole. testfor DZ.

(arvser |

KIS (mediaspace) version 576,16, build 0

Understanding Entitlement Permissions

While an application role applies to your entire MediaSpace site, some permissions may be category or
channel-specific.
You set user permissions to a specific content collection by applying the following permission levels:

e Member: Can access a channel or category but cannot add new content

e Contributor: Can add content to a channel or category

e Moderator: In addition to the Contributor permission, can moderate content.

¢ Manager: In addition to the Contributor permission, can moderate content and access settings,
including change metadata, edit members, change appearance, and delete channel. See
Understanding Roles and Permissions.

In channels: All permission levels are relevant for channels.

In galleries: Only the Contributor and Member permission levels are relevant to galleries. Assigning a list
of users as Members enables the users only to access a gallery. Assigning a list of users as Contributors
enables the users to access a gallery and add media. (A user with the Admin application role also can add
media.)

Kaltura MediaSpace Setup Guide 15
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Understanding Roles and Permissions

Who can upload content to MediaSpace?

A user with an application role of privateOnlyRole and higher (adminRole, unmoderatedAdminRole) can
upload content to MediaSpace.

Who can view categories?

By default, categories can be accessed by all authorized users.

When Anonymous mode is enabled, open categories can also be viewed by anonymous users.

To enable Anonymous mode

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Under allowAnonymous, select Yes and click Save.

allowAnonymous Can users access MediaSpace withoutlogging in ? Anonymous users will be able to
Yes El browse the galleries and view videos. Unlike viewerRole, anonymousRole users WILL
No see links/ buttons to actions that require more qualified roles, but upon clicking them
will be presented with a login screen.

Who can view or contribute content to a category/channel?

The following table describes the different scenarios depending on your KMS configuration and
entitlements settings:

Privacy Type Action Category Channel
Open View Anonymous + Any Authenticated User

(if KMS is enabled for anonymous mode)

Contribute | Contributor + Any Authenticated User
adminRole +

Restricted View Any Authenticated User Any Authenticated User
Contribute | Contributor + Contributor +

Private View Member + Member +
Contribute | Contributor + Contributor +

Shared Repository | View N/A Member +
Contribute | N/A Contributor +

Public View N/A Anonymous +
Contribute | N/A Contributor +

How does a user become a manager?

A user can become a manager in the following ways:

e The End-User Entitlements CSV includes fields for assigning a manager, contributors, and
member permissions for each user and channel.

e An authorized user who creates a channel is assigned as the channel owner with managerial
rights. An owner can add additional managers, contributors, and members to a channel.

Kaltura MediaSpace Setup Guide 16
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How does a user join a channel?

An end user cannot join a channel. The sys-admin or channel manager must authorize the user. An
authenticated user can access channels that are Open or Restricted.

Who can create a channel?

A user with a role that is defined as a channel creator can create a channel. You define the user roles that
can create a channel. See Setting Permissions for Creating a MediaSpace Channel.

Who can delete a channel?

The following are authorized to delete a channel:
e From MediaSpace: The channel owner/manager
e From the KMC: A KMC admin
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SECTION 2

Setting up MediaSpace

This section describes the following topics:
e Setting up MediaSpace Content in the KMC
e Uploading MediaSpace Content
e Setting up MediaSpace Categories in the KMC
e Setting up MediaSpace Channels
e Assigning User Permissions to MediaSpace Channels
e Setting up MediaSpace to Run on HTTPS

Setting up MediaSpace Content in the KMC

To set up a MediaSpace category tree in the KMC

1. In the KMC, create a MediaSpace root category.
a. Select the Content tab and then select the Categories tab.
b. Click Add Category.

c. On the New Category window, select the position of the root category and save your new
category.

New Category

Name

Select the parent category under which the new category will appear

No Parent
Search Categories
> 1KMS_DEV 3
Brightspace
> Canvas 3
» D2L 3
Family

3 MediaSpace 5 .

Selected: No Parent

Cancel

d. Inthe New Category window, enter metadata for the new category and click Save.
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caEGoRES

< MediaSpacell <«

1D: 17168121 | Sub-Categories: 11 | Entris: 26 | Creation Dote: 12/01/13 | LastUpdate: 0/27/18 v

Metadata Metadata

Name.

Description

s
2. In MediaSpace, define the root category.

a. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open
the Categories tab.

b. Under rootCategory, select the category that you created, and click Save.

Configuration Management

Developer Tools Important Motice! (click to open) | Search Configuration
How to enable "Developer : :
Tools Categories

Global

rootCatego :
Application dery MediaSpace M
Auth Which root category does MediaSpace use for all categories and
content? A root category must be defined in the KMC.
Categories Note: If you change the root category, the old root category will still
keep the privacy context and entitlements that were configured. if you
Channels wish to remove these settings, go to the KMC and remove the privacy
Client context from Settings > Integration Settings >Entitlement Settings
Debug
— restricted
Gallery
Header Restrict categories to specific roles. Only users with the specified role can view media in the restricted category. Only users with adminRole
or unmoderatedAdminRole can add media to the restricted category. ” : ”
+ Add "restricted

Metadata
IModeration
Navigation
Player [ save |

3. Inthe KMC, verify your root category and sub-categories, if you created sub categories.
a. Select the Content tab and then select the Categories tab.

b. Click on the category and then click the Sub Categories tab to verify that the root category is
displayed with new sub-categories.

ENTRIES MODERATION PLAYLISTS SYNDICATION CATEGORIES UPLOAD CONTROL BULK UPLOAD DROP FOLDERS
< MediaSpacell <
ID: 17168121 | Sub-Categories: 11 | Entries: 26 | CreationDate: 12/01/13 | Last Update: 06/27/18 v
Metadata PR et sl 11 Sub- Categories
Entitlements
Name Created On Entries

Sub Categories

private 12/01/1315:31 1
site 12/01/1315:31 17
archive 12/01/1315:31 3
playlists 12/01/1315:31 1

NOTE: The Archive category is reserved for future versions.

The Private category isn't in use anymore. Do not change the Private category and Archive category
settings.

4. In the KMC, verify that the root category is assigned a Privacy Context.
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A Privacy Context is defined during MediaSpace installation or using the KMC. Refer to How to add
Entitlements to Categories.

a. Inthe KMC, select the Content tab and then select the Categories tab.
b. In the Categories table, click the root category name.

c. On the Edit Category window, select the Entitlements tab.

d. Under Privacy Context Label, confirm that a value is displayed.

UPLOADCONTROL ~ BULKUPLOAD  DROP FOLDERS

< MediaSpacell

1D: 17168121 | Sub-Categories: 11 | Entries: 26 | CreationDate: 12/01/13 | Last Update: 06/27/18 v

Entitlements

Privacy Context @ test
Label

Uploading MediaSpace Content

To upload initial content for MediaSpace in the KMC

In the KMC, click Create and then do one of the following:
o Click Upload from Desktop.

Use this option to upload a small number of files.
o Click Bulk Upload and select Entries.

Use this option to upload a large number of files. Using the Bulk Upload option, you may also
import metadata such as categories and tags.
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Upload from Desktop

High-Speed Upload

Bulk Upload

Download AL Samples

Upload from URL

Create Live Stream Entry

PREPARE ENTRY
Video Entry

Audio entry

To learn more about uploading and ingestion, refer to the Kaltura Management Console (KMC)
User Manual.

Setting up MediaSpace Categories in the KMC

After you set up a MediaSpace category tree, you can create categories and channels.
To learn more about Creating and Managing Content Categories, see How to Create and Manage Content
Categories?

To add MediaSpace categories manually in the KMC

In the KMC, select the Content tab and then select the Categories tab.
Click Add Category.
Add a category under /MediaSpace root]>site>galleries and save your new category.

WNe

To create MediaSpace categories in bulk in the KMC

=

In the KMC, click Create select Bulk Upload, and then select Categories.
Specify the path for the gallery categories under /MediaSpace root]>site>galleries.

N
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To specify the order of MediaSpace gallery categories in the KMC

By default, categories in MediaSpace are displayed by their creation date (the most recent
appears last).

1. In the KMC, select the Content tab and then select the Categories tab.
2. Open the Site category and select Edit from the Actions (3 dots) dropdown menu.

ENTRIES ~ MODERATION PLAYLISTS ~ SYNDICATION  CATEGORIES UPLOADCONTROL  BULKUPLOAD

7 Categories 1 Selected m Bulk Actions v | Cancel

Active Filters:

Name D CreatedOn v Sub - Categories Entries

channels 12572502 06/18/1311:10 21 110

galleries 12572512 06/18/1311:10 5 107

Marketing 12572522 06/18/1311:10 0 3

Corporate 12572532 06/18/1311:10 4 64

private 12572462 06/18/1311:10 0 0

site 12572472 06/18/13 11:10 3 127

Edit

MediaSpace 12572412 06/18/1311:10 5 144 ViewEntries
Move Category
Delete

3. On the Edit Category window, select the Sub Categories tab (displayed only when there is more
than one sub-category):

ENTRIES MODERATION PLAYLISTS SYNDICATION CATEGORIES UPLOAD CONTROL BULKUPLOAD DROP FOLDERS
« site PANIEN
Parent: 12572412 | ID: 12572472 | Sub-Categories: 3 | Entries: 127 | Creation Date: 06/18/13 | Last Update: 12/04/17 v
Metadata A v 35ub- Categorles » 1Selected Cancel
Entitlements i
Name Created On Entries
Sub Categories
channels 06/18/1311:10 110
galleries 06/18/1311:10 107
Move Up
nestedFilters 05/08/16 20:57 20 Move Down

Delete

4. Specify the order of the sub-categories by selecting Move Up /Move Down from the Actions (3
dots) menu.

5. Click Save.
6. Repeat for additional sub-category levels under galleries.

To set the owner of a category manually in the KMC
By default, categories in MediaSpace are added without an owner. To delegate the management

of a specific category to a MediaSpace user and allow that user to configure that category and
manage members, you should assign the appropriate MediaSpace user as the category owner.

1. In the KMC, select the Content tab and then select the Categories tab.
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2. Search for the category that you want to set the owner for and Select Edit from the Actions (3
dots) menu.

3. On the Edit Category window, select the Entitlements tab. You will notice that the "Owner” is not
specified.

S MODERATION  PLAVLISTS  SYNDICATION  CATEGORIES

< Mediaspace <« >

1D: 9111461 | Sub-Categories: 3 | Enties: 0 | Creation Date: 05/03/18 | Last Update: 05/17/18 v

Metadata Entitlements

Entitlements

Sub Catogories Privacy Context @ MediaSpace
Label

Content Privacy @

Category Listing @

4. Click Change Owner.
5. Enter the user name or user ID of the appropriate owner for this category and click Save.

Change Owner

Set a new owner for this category

Enter User Name/Id

Cancel

Adding Content to your MediaSpace Categories

After your category structure is set up, you can publish content to your categories.

You can add entries to categories in the KMC by clicking on Create and then selecting Bulk Upload>
Entries CSV/XML option. Categories that do not exist are created when you submit the file. To display
these categories in MediaSpace, specify the [MediaSpace Root]>site>galleries path.

To manually assign content to a MediaSpace category in the KMC

In the KMC, select the Content tab and then select the Entries tab.

In the Entries table, select one or more entries and click More Actions.

Select Add to Categories to apply all selected entries to a new category or existing categories.
Enter the Category Name or search for the category.

Ll G
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5. Click Apply to all selected entries.

Select Categories

Select one or several categories.

Search Categories
ABC Videos
Canvas
CSA Root Category
€SV AdiSample Root Category
€SV Sample Root Category

€SV Sample Sub Category1

Apply to all selected entries

To remove entries from categories

1. In the KMC, select the Content tab and then select the Entries tab.
2. In the Entries table, select one or more entries and click More Actions.

3. Select Remove from Categories to remove all selected entries from a category or existing
categories.

4. Enter the Category Name or search for the category. Check the categories you want to remove
entries from and lick Apply to all selected entries.

Remove From Categories

Remove selected entries from these categories.
ABC Videos
Canvas
CSA Root Category
€SV AdiSample Root Category
€SV Sample Root Category
D2L
MediaSpace11l

Apply to all selected entries
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Content s Analyt Settings Administration
EXTTR) Moderation  Playlists  Syndication  Categories Upload Control  Bulk Upload Log  DropFolders  (2) [ 7]
. . 9 Refresh
Entries Search Eniries 2
Filter by Categories Thumbnail | 1D Hame Type | Plays | CreatedOn . | Duration Status Actions
+ Al Categories (No Filter) =
1_ikgeloe 745771 132030277 ) 0 11003111 08:48 1023 Ready Select Action v
Aquarium -
> Boxes
1_stghsBoy Dancing to Architec| ] 1 11/03/11 08:46 24:26 Ready Select Action v
chidren kids
» examples
fat 1_kemayhsi Sita Sings the Blues| ) 0 11/03/11 08:46 00:00 Error Uploading Select Action -
Fisn 3
hd content
I — | 1_igivsoml Big Buck Bunny. H 9 11/03/11 08:46 09:56 Ready Select Action -
imace
Search Ca

Set Scheduling
Additional Filters Valkaama H o 11703111 08:46 01:33:00 Ready Select Action v
Set Access Control

EntryComments Add/Remove Tags 3

EntryCommentsCount Add/Remove Categories 3 Add to Categories 11/03/11 08:46 01:43:00 Ready Select Action v

Add to New Category/Playlist » Remove from Categories
User Manual Demo

Change Owner

Movies Download Sintel H 21 | 1103110846 14:47 Ready Select Action v
Test_my_girls Delste s
My boys Bulk Actions v 1 2 Mext 1-500f81 Show rows: 50 v

5. On the Select Categories window, under the galleries category, select one or more categories and
click Apply:

Select Categories

gallery2 *

A 4 MediaSpaced
- site
- galleries
Higher Education

v gallery2
gallery1
gallery3

channels

private

archive

Apply

In the Entries table, the entries are displayed for the category you used as a filter.
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1.

N

R
RS

Kaltura MediaSpace Setup Guide

Entries

Categories

All Categories (Ho Filter)

v MediaSpace4
v site
v galleries
Higher Education

+  gallery?
gallery1
gallery3

channels

private

archive

ch Categories

Additional Filters

Search Entries
Thumbnail | 1D

0_41351su0

[ %
",.;’E 0_2neS3my4
W 0_4ne38I180

Bulk Actions v

gallery2 *
Hame Type|  Plays
Warco Tempest. T 0
Peter Norvig: The {1 i) 0
\olfoang Kessling i 0

See Assigning MediaSpace Content to Channels.

To change an entry’s MediaSpace content owner in the KMC

CreatedOn . |

06/25/12 12:44

08/25/112 12:43

0812512 12:42

1 130f3

Duration Status
05:05 Converting
06:11 Converting
1135 Ready

€] Refresh
Actions
Select Action v
Select Action h 4
Select Action -

Show rows: 50 v

Usually, the user who uploads content in the KMC is not the administrative content owner of the

media entry.

Changing the owner can be done in the KMC.
Select the Content tab and select an entry.
In the Edit entry drill down, select the ‘Users’ tab.

Click ‘*Change Owner’.

ENTRIES

< Titanicin 5 Seconds

MODERATION ~ PLAYLISTS

SYNDICATION

CATEGORIES

ID:0_ £B  CreationDate: 07/05/18 | LastUpdate: 07/05/18 = Created By: example | Duration: 00:11 | Landing Page: |

o Share & Embed

Metadata

Thumbnails

Access Control

Scheduling

Flavors

Distribution

Captions

Related Files

Clips

Users

# Editor

Users

Creator example

Administrative Owner

Co-Editors

Co-Publishers

example Change Owner

UPLOAD CONTROL

Moderation: Auto Approved | Plays: 0

BULK UPLOAD

DROP FOLDERS

€ >

v

Refer to How to change the category owner in the KMC or KMS.

NOTE: The content owner is the user that has the manager permission level for this
category and can manage the category settings from the application.

26


http://knowledge.kaltura.com/node/636

Setting up MediaSpace

Adding Members and Contributors via the KMC

To add a user as a contributor to a MediaSpace category in the KMC

1. In the KMC, select the Content tab and then select the Categories tab.
2. In the Categories table, click the category name.

3. On the Edit Category window, select the Entitlements tab.
The Entitlements screen is displayed.

ENTRIES MODERATION PLAYLISTS SYNDICATION CATEGORIES UPLOAD CONTROL EULK UPLOAD DROP FOLDER:S
& CSV Sample Root Category e >
w

ID: B#701841 | Sub-Categories: 2 | Entriess O | Creation Date: 04/08/18 | Last Update: 04/09/18

Metadata Entitlements
Entitlements IManage your entitlements settings and specificend-user permissions to content in your applications.
Sub Categories Privacy Context @ MedizSpace.
Label
Content Privacy @ © NoRestrictions
isible to everyone with scoess to the spplication page
Requires Authentication
\isible only o suthenticated end users
Private
\isible only to users with sparific permissions to acress this category contant
Category Listing @ © Mo Restrictions
Visible to everyone with acoess to the epplication page
Private
‘izible only to users with spacific permissions to access this categony content
Content Publish @ © MNoRestrictions
Permizzions
Bry suthorized end-user
Private
Only end-users with specific permission can add content to this category
Moderate (-] B No
Content .
Defauit Member v

Permission Level

Onner Mot Specified Chzngs Owner

Permitted Users Morne  IManzsgs Users

4. Scroll down to Permitted Users and click Manage Users.
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Manage End-user Permissions

Add Users 4 Users

User Mame/ ID Permission Update
amir.chervinsky@kaltura.com Contributor Manual
amir Member Automatic
ami Member Automatic
KKK Member Automatic
5. Select Add Users.
Add Users
Select End-Users
Permission Level Member

Update Method Automatic

Cancel

Select the Update Method..
Select Add Users to add additional users.
Click Save.

© ®NO

In MediaSpace, the selected user will have the Add Media option for the specified gallery.

Setting up MediaSpace Channels

Updated at

05/17/18

05/17/18

05/17/18

05/17/18

Select the Permission Level and under the Permission Level select Contributor.

Refine

Setting up MediaSpace channels in the KMC is similar to setting up categories. To learn about what's

Kaltura MediaSpace Setup Guide
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unique for channels, see Assigning User Permissions to MediaSpace Channels in the KMC.

Displaying Channels in MediaSpace

This section describes the following topics:

Adding a Link to the Channels Page and My Channels in the Top MediaSpace Navigation
Adding a Link to My Channels in the MediaSpace Header Menu
Associating Channels to Categories

To add a link to the Channels page and My Channels in the top

Kaltura MediaSpace Setup Guide

MediaSpace navigation

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Navigation tab.

Under pre:
a. Inthe fype menu, select Channels Page or My Channels.
b. Inthe name field, enter the label to display.

Global — pre
Application . . . . : : . .
Add items to the beginning of the main menu, before the categories. MediaSpace displays the items in the order you define here. The first'pre’ item must be a
Client ‘playlist type
Roles Sl DELETE
Auth
Gallery type Channels Page E|
Player Select one of the options: [Playlist———— laylists, Link, Category,
Widgets Entry Id, or Channels Page My Media
My Playlists
Metadata Link
Header name Category
Entry Id
Navigation Enter the label for the merjTermp=Feam played in the main
raiGatnsst ity Cramels
Categories My Channels
Channels X
+ Add "pre”
Debug

Click Save to display the link in the top MediaSpace navigation bar.

To add a link to My Channels in the header menu

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Headermenu tab.

Under enabled, select Yes to enable the Headermenu module.
Under menu.

a. Inthe type menu, select My Channels.

b. In the /abelfield, enter the label to display.
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Modules
Addcontent label
Addtoplaylists Fora URL, enter the URL label. For a Menu, enter the label.

Channelmembers

Channelmoderation ikl DELETE

Channelsettings

Channelsettingsadvanced type My Channels |Z|

Channeltopics Type can be My Media, MirPlaylists-URi-Mera or My Channels.
Eustomdata

Embed label |

Embedplaylist For a URL, enter the URL label. For a Menu, enter the label.
Headermenu

- ———

4. Click Save to display the link in the MediaSpace header menu.

Associating Channel to Categories

When you create a channel, you can associate a channel to a category. When users navigate to a
category page, they will be able to browse the media and also the channels associated with that category.

To enable associating channels to categories when creating a channel

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the

Channelcategories tab.
channelcategories ‘ ‘ Search Configuration
— Info
desc this module replaces channelTopics
module.
enabled [Yes | Enable the Channelcategories module.
channelCategoriesProfileld 736031 The profile id of the Channel Categories metadata profile.

| save |

2. Under enabled, select Yes to enable the Channelcategories module.
3. Click Save.

Setting Permissions for Creating a MediaSpace Channel

See Who can create a channel?

To define a user role with permissions to create a specific type of
channel

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Channels tab.

2. Under channelCreator<type>, select one of the following roles, and click Save.

o Sys Admin — Channels can be created onl/y from the KMC by the KMC admin user.
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o viewerRole — All authenticated users
o privateOnlyRole — All users with upload permissions
o adminRole — All users with permission to upload and publish to all categories

o unmoderatedAdminRole — All users with permission to upload and publish to categories
and to bypass moderation (if moderation is enabled)

Configuration Management

Developer Tools Important Notice! iclick to open)
How to enable "Developer
Tools™ Channels
Global
S entriesPageSize ‘ 15 ‘ How many entries can be displayed on each channel page? (The defaultis 15)
Application
Auth
Categories page Size ‘ 16 ‘ How many channels can be displayed on the channel page? (The defaultis 20}
Channels
Client pageCount ‘ 100 ‘ How many page links can be displayed in the channel pager? (Dots represent page links that are not displayed.)
Debug
Gallery ) ) ) .
_ pagerType Slidng v Which kind of paging mechanism should be used in the channel page
Header
Metadata
Moderation defaultChannelTy pe Selectthe default channel type when creating a new channel
Navigation
Player channelCreatorOpen Selectthe minimal role that can create Open Channels
M— No Role - Sys Admin only
Security viewerRole
e — channelCreatorRestricted privateOnlyRole Selactthe minimal role that can create Restricted Channels
SharedRepositories adminRole
—_— unmaderatedAdminRole
Widgets
Search channelCreatorPrivate Selectthe minimal role that can create Private Channels
Modules
i Selectthe minimal role that can create Shared repositories
Addcontent channelCreatorSharedRepository| oo ool v p

Addtoplaylists
Bootswatch

i Selectthe minimal role that can create Public Channels
P channelCreatorPublic No Role - Sys Admin o v

NOTE: We do not recommend enabling a Viewer to create channels since Viewers cannot
"% add content to channels they create.

When a user has permissions to create a channel, a Create Channel button is displayed on
Channel Listing pages. See Channels for additional configuration information.
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My MediaSpace

Home About Kaltura

My Channels

Q | Search (as manager)

Sort by Media Count v

EDUCATION

6 Media
1 Members
0 Subscribers

Channels

View Channels | Manage ~

Q searcH 4k ADDMNEW & DEBSIE == Qv

+ Create Channel

KALTURA INFO

3 Media

1 Members
0 Subscribers

Assigning MediaSpace Content to Channels

To manually assign content to a MediaSpace channel in the KMC

1. In the KMC, select the Content tab and then select the Entries tab.

In the Entries table, select one or more entries and click More Actions.
Select Add/Remove Categories and click Add to Categories.

2.
3.
360 Entries » 2 Selected E
Thumbnail Nai
lad® o
- (Basicj
- oreiewon
Big Buck Bunny T
—
4,

click Appl.:

More Actions v | Cancel

Download

_- ChangeOvmer

Add / Remove Co-Publishers
Add / Remove Co-Editors

Add To New Category / Playlist
Add / Remove Categories
Add / Remove Tags

Set Access Control

Set Scheduling

@)

k 0 1811:14 4 Re
Add To Categories 1_abrbélvg S 07/09/18 08:27 N/A o] Ready
Remove From Categories

te2kus 0 1817:36  00:33 Read

On the Select Categories window, under the channels category, select one or more categories and

In the Entries table, the entries are displayed when you filter for a category to which you assigned

the entries.

See Adding Content to your MediaSpace Categories.

Assigning User Permissions to MediaSpace

Channels

To assign user permissions in bulk, use the End-User Entitlements CSV. To learn more about assigning
end-user permissions, refer to the Kaltura Management Console (KMC) User Manual.

To learn more about entitlement services and how they apply to MediaSpace permissions, refer to
Introduction to the Kaltura Entitlement Infrastructure.

Kaltura MediaSpace Setup Guide
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Assigning User Permissions to MediaSpace Channels in the
KMC

By default, a channel that you create in the KMC is restricted to authenticated users. Handling permission
restrictions for channels is similar to the way you handle permissions for galleries. See Adding
Contributors to MediaSpace Galleries.

In addition, you perform the following important flows related to channels in the KMC:
e Assigning Managers to a MediaSpace Channel
e Assigning User Permissions to a Channel in MediaSpace

Assigning Managers to a MediaSpace Channel

To access channel settings in MediaSpace, a user must have Manager permissions for the channel. To
learn more about channel settings, refer to the Kaltura MediaSpace User Manual.

To assign a manager to a MediaSpace channel in the KMC

1. In the KMC, select the Content tab and then select the Categories tab.
2. In the Categories table, click the channel category name.
3. On the Edit Category window, select the Entitlements tab.
4. Under Specific End-User Permissions, click Manage.
5. On the Specific End-User Permissions window, do one or more of the following:
o Inthe user list, select one or more users and change the user permission to Manager.
o Click Add Users.
- On the Add Users window, under Permission Level select Manager/Moderator.
- On the Add Users window, under Select End-Users start typing a user name. A list of
suggestions is displayed after you type the third character.
- On the Add Users window, select a user from the suggestion list and click Save.
NOTE: A MediaSpace end user who creates a channel can assign permissions, including
‘% adding managers and moderators.

Assigning User Permissions to a Channel in MediaSpace

Channel managers and owners can add members and change user permissions in MediaSpace.
To edit channel members and permissions in MediaSpace

1. In MediaSpace, on the Channels page or your My Channels page, click a channel to open the
channel page, and then click Actions - Edit.

2. On the Members tab:

o To modify the member's permission level, next to the member's Permission column, click the
Pencil icon, select a new permission, and click Done.

o To remove the member from channel membership, click X icon.

o To add a member and assign a permission level to the new member, click Add Member,
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To learn more about editing channel users, refer to the Kaltura MediaSpace User Manual.

Setting up MediaSpace to Run on HTTPS

You can configure MediaSpace to run on HTTPS.

o

enter a user name and select a permission, and click Add.

To set a different member as the channel owner, click the Set as Owner link.

NOTE: This operation is available to current owner only and will transfer ownership from

you to selected member.

Edit Techpubs Channel

Details Playlists Members

Membership Settings
Default Permission Level: Member M

Offline Sync Group Name:

Save

6 members

View All Permissions ~

Member User ID
Debbie Zioni Debbie.Zioni
Renee Dvir renee.dvir
Buki Peri Buki.Peri
Avrik Perera Arik.Perera
Ido Achrak Ido.Achrak
meirav.ameo meirav.ameo

To run MediaSpace on HTTPS

Do one of the following:

Use HTTPS for login only.
On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open

a.

the Auth tab.

sslSettings Loginonly v

C.

Permission

Manager

Contributor

Member

Member

Contributor

Contributor

b. Under ss/Settings, select Login only and click Save.

Select your option for a secure login page (via hiips).

Add Member

HNote: When sefting this value to All Site you also need to set Client=serviceUrl to "hitps:fwww kaltura com' instead of
“hitp:/www kaltura.com® and Client>cdnUrl to point to "hitps:/cdnapisec kaltura.com’ instead of ‘hitp://cdnapi.kaltura.com’.

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open

the Client tab.

Kaltura MediaSpace Setup Guide
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d. Under serviceUr/, enter an HTTP URL and click Save.
Client

i The URL from which API calls will be senviced. Change this if your are running Kaltura
senviceUr | (TS v kealtura.com On-prem g y g

e Use HTTPS for your MediaSpace site.
NOTE: To run MediaSpace on HTTPS, contact your Kaltura Project Manager or Account
‘% Manager for assistance. Do not attempt to run MediaSpace on HTTPS before consulting
your Kaltura representative. Implement the following procedure when your Kaltura
representative instructs you to do so.
a. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open
the Auth tab.
b. Under ss/Settings, select All site and click Save.
ssiSettings site M Silzqyog;‘ospeti?:forlzizcdjéegogin ?deoi.lw:shfgz)é 0 set Client=servicaUrl to ‘hitps: altura.com’ instead of
:ﬂ;:fﬂ:w.ka\tﬂrasc?m' an‘d C}\e,:tllfdtnlj[rl to leint to E:\;tpsj}cg;apti:ec.kaItuLFlal.tt:or\?'ﬁ%sfmf“(ht!ttp:ﬂédnapi katltur?a cfom'.
c. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open
the Client tab.
d. Under serviceUr/, enter an HTTPS URL and click Save.

Client

i The URL from which API calls will be serviced. Change this if your are running Kaltura
senvicelr | [ITE:wrww kealtura.com On-prem g y g
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SECTION 3

Authenticating and Authorizing Users in
MediaSpace

Use the MediaSpace Configuration Management panel Auth tab of the Kaltura MediaSpace Administration
Area to configure the authentication and authorization methods for accessing MediaSpace content. Access
is based on the Application role configured for the user.
The following scenarios are supported:

e Scenario 1: Authentication and Authorization Are Managed in Organizational Systems

e Scenario 2: Authentication and Authorization Are Managed in Kaltura

e Scenario 3: Authentication Is Managed in an Organizational System, Authorization Is Managed in
Kaltura

e Scenario 4: Authentication and Authorization Are Managed in Multiple locations
Usually, both authentication and role authorization are set through integration with the organizational

identity and group management systems (Scenario 1). Kaltura’s authentication and/or authorization
options may be useful in the cases described in Scenarios 2 and 3.

NOTE: User authorization to channel and content entitlements is handled separately.

S

Scenario 1: Authentication and Authorization Are
Managed in Organizational Systems

When does this scenario apply?

You can use your organizational system as your MediaSpace identity and role authorization provider
when:

e You have a large-scale MediaSpace deployment. You want all users to log into MediaSpace with
their organizational credentials and to be authenticated by your centralized authentication
system.

e You can provide access from the MediaSpace application to your authentication and group
management systems.

e Authorization to access MediaSpace with a specific Application Role derive in most cases from
user membership in organizational units or groups.

Who can access MediaSpace?

Only users who are authenticated and authorized by your systems can access MediaSpace. Users who are
not authenticated by your systems are denied access to MediaSpace and are not able to log in.
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What user details are stored in Kaltura?

The user’s identifier, Application Role, and first and last names (optional but recommended) must be
stored in Kaltura.

After the user logs into MediaSpace for the first time, administrators can view and manage the user record
on the User Management panel of the Kaltura MediaSpace Administration Area. The user’s organizational
password is not saved in Kaltura.

Can you manually set different user details in Kaltura?

Yes, you can manually set different user details in Kaltura.

After the user logs into MediaSpace for the first time, administrators can manage the user record on the
User Management panel of the Kaltura MediaSpace Administration Area. An administrator can override the
user details (first and last name) and the user MediaSpace Application Role. This option is useful mainly
for granting a higher- or lower-level Application Role to certain users. For example, you can set a Viewer
Application Role to a large group of people within your organization and then manually assign the higher
level MediaSpace Admin role to a few of them.

To enable overriding settings manually

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Set the following values and click Save.
a. To allow manual changes to the users’ details:
Under refreshDetailsOnLogin, select No.

This option is displayed only when using an external authentication provider.

b. To allow manual changes to the users’ role:
Under refreshRoleOnLogin, select No.

This option is displayed only when using an external role authorization provider.

refreshDetailsOnLogin Select "Yes' to update the user's details on Kaltura upon login (recommended).

refreshRoleOnLogin Select "Yes' to update the user's role on Kaltura upon login. Select 'No' to allow KMS admin to override the user's role through Kaltura user
management

Scenario 2: Authentication and Authorization are
Managed by Kaltura

When does this scenario apply?

You can use Kaltura as your MediaSpace identity and role authorization provider when:
e You want to launch a MediaSpace pilot in your organization without IT integration.

e You want to quickly go live with your organizational video portal before performing IT integration
with your organizational authentication and group management systems.

e Only a few users in your organization need to work with MediaSpace, and there is no requirement
or need for managing user authentication and credential validation in your organizational
systems.

e You do not have a centralized authentication system, or you are not able to provide access to
your authentication system from the MediaSpace application.
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Who can access MediaSpace?

Only users with a MediaSpace user account pre-provisioned in Kaltura can access MediaSpace. (The user
account must include a MediaSpace Role and a MediaSpace password.) If you want to revoke MediaSpace
access from a specific user, it is your responsibility to delete the user account in one of the following
ways:
e On the User Management panel of the Kaltura MediaSpace Administration area, select one or
more users, and click Delete or Delete Checked.

e Submit a Kaltura end-users CSV to delete MediaSpace user accounts in bulk. To learn more, see
the submit a Kaltura end-users CSV procedure step.

e Use the Kaltura API to:

o Delete the user record.

o Remove the user's MediaSpace Role stored in a custom data profile.
How do you switch from Kaltura-managed authentication and authorization to managing
MediaSpace authentication and authorization in your system?
Following the completion of your pilot, or when the IT integration with your user authentication and group
management systems is completed, on the Configuration Management panel of the Kaltura MediaSpace
Administration Area, open the Auth tab and change the selected authentication/authorization method. In
the Kaltura MediaSpace Administration Area, you may override the Kaltura-managed Application Roles

from your system on the Configuration Management panel or by manually deleting existing MediaSpace
user accounts on the User Management panel.

To override Kaltura-managed Application Roles on the Configuration
Management panel

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Set the following values and click Save.
c. Under refreshDetailsOnLogin, select Yes.

This option is displayed only when using an external authentication provider.
d. Under refreshRoleOnLogin, select Yes.

This option is displayed only when using an external role authorization provider.

refreshDetailsOnLogin Select "Yes' to update the user's details on Kaltura upon login (recommended).
refreshRoleOnLogin Select "Yes' to update the user's role on Kaliura upon login. Select No' to sllow KMS admin to override the users role through Kaltura user management.

Scenario 3: Authentication is Managed in an
Organizational System, Authorization is Managed
by Kaltura

When does this scenario apply?

You can use Kaltura as your MediaSpace access and role authorization provider when:

e You have a small- to large-scale MediaSpace deployment. You want all users to log into
MediaSpace with their organizational credentials and to be authenticated by your centralized
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authentication system.

e Authorization for users to access MediaSpace and MediaSpace Application Roles is independent of
their membership in organizational units or groups. For example, users who will be granted
MediaSpace access do not belong to a specific organizational unit or group.

e You are not able to provide access to your group management system from the MediaSpace
application for setting group-based role authorization. You want to set users' application roles
before their first login to MediaSpace.

Who can access MediaSpace?
Only users who are authenticated by your systems and have MediaSpace user accounts pre-provisioned in
Kaltura (the user account includes MediaSpace Application Roles) can access MediaSpace. Users who are

not authenticated by your systems are denied access to MediaSpace, even if they are have a user account
and a MediaSpace Application Role in Kaltura. These unauthenticated users will not be able to log in.
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Enabling Common Login Configurations

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, the
following MediaSpace login options are available for all authentication and authorization methods.

Auth

demoMode No v

Enable the demo login mode? After entering any user or password combination, the user
has an admin role.

showLogin

!

Yes v

Show login / logout menu on site header

phUser

|

user ID alternate field placeholder

phPwd

|

password altemate field placeholder

phLogininstruction

|

login instructions

enableMultiAuth No v

Enable Multi-Auth

authNAdapter Sami_Model_Spinitiated v

What is the name of the PHP class for handling authentication? KalturaAuth enables the
built-in User Management system (located at /admin/users). LdapAuth lets you use your
organizational LDAP/AD server to authenticate users. To use your own custom class,
click 'Add custom value' and enter the custom class name.

|

Add custom value

authZAdapter l Kms_Auth_AuthZ_Kaltura v ‘

What is the name of the PHP class for handling i i i

the user’s role. KalturaAuth enables the built-in User Management system (located at
/admin/users). LdapAuth lets you use your organizational LDAP/AD server to determine
roles. To use your own custom class, click 'Add custom value' and enter the custom class
name.

|

Add custom value

allowAnonymous ‘ Yes v ‘

Can users access MediaSpace without logging in? If you select 'yes," anonymousRole
users can browse the galleries and view videos. For anonymousRole users, links/buttons
for actions that require more advanced roles are displayed. When an anonymousRole
user clicks a link/button that requires a more advanced role, a login screen is displayed.

What text should be used in the header instead of an actual user name?

sessionLifetime 43200

How long (in seconds) can a MediaSpace user session last? If set value is lower than the
minimum of 100 seconds, the minimum wil be utilized

ssiSettings All site v

Select your option for a secure login page (via https).

Note: When setting this value to All Site you also need to set Client>serviceUrl to
"https://www.kaltura.com' instead of ‘http://www.kaltura.com' and Client>cdnUrl to point to
[ Kaltura.com' instead of ' Kaltura.com'.

refreshDetailsOnLogin Yes v

!

Select 'Yes' to update the user's details on Kaltura upon login (recommended).

refreshRoleOnLogin

Select 'Yes' to update the user's role on Kaltura upon login. Select 'No' to allow KMS
admin to override the user's role through Kaltura user management.
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Field Description

demoMode Enable the demo login mode? After entering any user or password
combination, the user has an admin role

showLogin Show login / logout menu on site header

phUser user ID alternate field placeholder

phPwd password alternate field placeholder

phLoginInstruction login instructions

enableMultiAuth The default is No. When set to Yes you can configure multiple
authentication providers.

authNAdapter When enableMultiAuth is set to Yes this field is replaced by

authMethod field. See Auth Module.

What is the name of the PHP class for handling authentication?
KalturaAuth enables the built-in User Management system (located at
/admin/users). LdapAuth lets you use your organizational LDAP/AD
server to authenticate users. To use your own custom class, click 'Add
custom value' and enter the custom class name.

authZAdapter When enableMultiAuth is set to Yes this field is not available.

What is the name of the PHP class for handling authorization?
Authorization determines the user's role. KalturaAuth enables the
built-in User Management system (located at /admin/users). LdapAuth
lets you use your organizational LDAP/AD server to determine roles.
To use your own custom class, click 'Add custom value' and enter the
custom class name.

allowAnonymous Can users access MediaSpace without logging in? If you select 'yes,'
anonymousRole users can browse the galleries and view videos. For
anonymousRole users, links/buttons for actions that require more
advanced roles are displayed. When an anonymousRole user clicks a
link/button that requires a more advanced role, a login screen is

displayed.

anonymousGreeting What text should be used in the header instead of an actual user
name?

sessionLifetime How long can a MediaSpace user session last? The value must be
greater than 100 sec in sessionLifetime field.

sslSettings Select your option for a secure login page (via https).

refreshDetailsOnLogin Select 'Yes' to update the user's details on Kaltura upon login
(recommended).

refreshRoleOnLogin Select 'Yes' to update the user's role on Kaltura upon login. Select 'No'
to allow KMS admin to override the user's role through Kaltura user
management.

Configuring Multiple Authentication Providers

Kaltura MediaSpace supports multiple authentication sources for users of collaborative work platforms.
The default configuration for the enableMultiAuth field in the Auth tab is No. Each authentication method’s
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configuration fields are provided and are collapsible and expandable.

Select Yes in the enableMultiAuth field in the Auth tab of the Kaltura MediaSpace Administration Area to
configure multiple authentication methods. For more information see Scenario 4: Authentication and
Authorization Are Managed in Multiple Locations

Authentication Methods

The following authentication methods are available:

e LDAP Authentication — User authentication and credentials validation through direct access to the
organizational LDAP or Active Directory server.

e SSO Gateway Authentication — A Kaltura generic gateway for integrating with a customer- specific
login and authentication implementation, while providing the user with a Single Sign-On
experience.

e Header Authentication — User is authenticated through a request in the organizational
authentication system. The response includes the authenticated user ID in a specific HTTP
header.

e Kaltura Authentication — User authentication and credentials managed by Kaltura.

e Custom Authentication Methods — For any other type of authentication method, custom
adapters can be developed and added to the MediaSpace installation.

Enabling Authentication Methods

This section pertains to enabling authentication methods when the enableMultiAuth field is set to No.

When you select an authentication adapter, all configuration fields for each authentication adapter are
displayed with the option to Collapse each set of fields.

authNAdapter Whatis the name of the PHP class for handling authentication? KalturaAuth enables the

Header AuthM |Z| built-in User Management system (located at /adminjusers). LdapAuth lets you use your
organizational LDAP/AD server to authenticate users. To use your own custom class,
Kms_Auth_AuthN_Kaltura click 'Add custom value’ and enter the custom class name.

LDAP AuthN |
S50 Gateway AuthN

| Add custom value |

Enabling Authorization Methods

This section pertains to enabling authorization methods when the enableMultiAuth field is set to No.

On the Configuration Management panel Auth tab of the Kaltura MediaSpace Administration Area, the
following authorization methods are supported as part of the MediaSpace standard installation. When you
select an authorization method, a set of relevant configuration fields is displayed to fill in.
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Whatis the name of the PHP class for handling authorization? Authorization determines

authZAdapter
P Kms_Auth_AuthZ_Kalt |Z| the user's role. KalturaAuth enables the built-in User Management system (located at
fadminiusers). LdapAuth lets you use your organizational LDAP/AD server to determine
LDAP AuthZ roles. To use your own custom class, click "Add custom value’ and enter the custom
SS0 Gateway AuthZ class name.

| Add custom value |

LDAP Authorization — The user’s application role in MediaSpace is determined based on
organizational groups in which the user is a member, which are managed in the organization’s
LDAP server. This authorization method usually is used together with the LDAP authentication
method. The method also can be selected when using other authentication methods (SSO
Gateway authentication, Kaltura authentication, and Header authentication).

SSO Gateway Authorization - The user’s application role in MediaSpace is set and passed to
MediaSpace as part of the customer-specific login and authentication implementation, which is
set through the Kaltura SSO gateway interface. Always use this option with SSO Gateway
authentication. This option cannot be used with any authentication method besides SSO Gateway
authentication.

Kaltura Authorization — Manage user authorization to access MediaSpace and user MediaSpace
application roles in Kaltura. This authorization option can be used with any other authentication
method (SSO Gateway authentication, Kaltura authentication, and Header authentication).

Custom Authorization Methods — For any other type of access and role authorization method,
custom adapters can be developed and added to the MediaSpace installation.

Configuring LDAP Authentication and Authorization

To learn more about integrating your LDAP server for authenticating users and authorizing user access to
MediaSpace with a specific application role, refer to Kaltura MediaSpace Introduction to Authentication
and Authorization Solutions and Kaltura MediaSpace LDAP Integration Guide.

1.

w

To configure user authentication through your LDAP server

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

Under authNAdapter, select LDAP AuthN.

authMAdapter LDAP AuthM E
Header AuthN
Kms_Auth_AuthMN_Kaltura

S50 Gateway AuthM

Select your preferences for the common login options.
Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name, and email address (when
provided) from your LDAP system upon every login.

refreshDetailsOnLogin Yes |z| Should user details on Kaltura be updated through an external authentication provider?

MNo
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5. Under /dapServer.

e. Select the LDAP Server access and bind settings.

Your bindMethod selection will affect the information you need to provide for authenticating

the user.

— IdapServer

To configure KMS login through LDAP server fill in the fields below.

If needed, Kaltura's LDAP wizard can be used to test connectivity and suggest a configurations that works

best with your LDAP server.

Please also make sure that the relevant ports and IP range in the org firewall are available from the Kaltura

SEervers.
host ‘ Idap.example.com ‘
port 1389 |
protocol

protocolVersion

baseDn ‘ dc=example dc=com

bindMethod Search before bind ¥

Search before bind

Direct Bind

bindMethod Search before bind v

— searcnuser [Cotape)

What is the address of your LDAP Server?

What is the port of your LDAP Server?

What protocol does your LDAP server use? (Idap or Idaps)

What is the protocol version of your LDAP server? (V2 or V3)

What is the base DN of your LDAP server?

Which mode of operation is used for authenticating with LDAP? 'Search before bind' means that the user's
DN is discovered by searching the LDAP/ad server. Direct bind means that the user's DN is constructed
automatically according to the format that you specify under userDnFormat (displayed below when you
select Direct Bind) and no search is performed.

Which mode of operation is used for authenticating with LDAP? 'Search before bind' means that the user's
DN is discovered by searching the LDAP/ad server. Direct bind means that the user's DN is constructed
automatically according to the format that you specify under userDnFormat (displayed below when you
select Direct Bind) and no search is performed.

username ‘ CN= ‘
password ‘ ‘
userSearchQueryPattern ‘ (&(objectClass=person)(uid=@@! ‘

Typically the username would be in the following format "CN=xyz".
If anonymous search is not allowed, what is the DN of the account that should be used to bind for
searching users? For anonymous, do not enter a username

If anonymous search is not allowed, what is the password of the account that should be used to bind for
searching users? For anenymous, do not enter a password

Enter the pattern for querying the LDAP server to find a user. The @@USERNAME@@ token will be
replaced with the actual username provided in the login screen

bindMethod Direct Bind M

Which mode of operation is used for authenticating with LDAP? 'Search before bind' means that the user's
DN is discovered by searching the LDAP/ad server. Direct bind means that the user's DN is constructed
automatically according to the fermat that you specify under userDnFormat (displayed below when you
select Direct Bind) and no search is performed.

. direclBind

userDnFormat

| en=@@USERNAMEQ@(@® de=exa |

Enter the DN format of the username. Place the @ @USERNAME@@ token where the username
should be in the string. For example: 'cn=@@USERNAME@@),ocu=somegroup,dc=example,dc=com')

f. Select the LDAP attributes for first name, last name and email address.

Populating the user’s first and last name is used for several MediaSpace options that require

the user name.

The email address is optional. This field is useful for user management and for future features

(such as email notifications).
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emailAttribute ‘ ‘ What is the name of the attribute on the user record that contains the user ID? If you do not want to sync
email with Kaltura, do not enter an emailAttribute.

firstNameAttribute ‘ ‘ What is the name of the attribute on the user record that contains the user's first name? If you do not want
to sync the first name with Kaltura, do not enter a firstNameAttribute

lastNameAttribute ‘ ‘ What is the name of the attribute on the user record that contains the user's last name? If you do not want
to sync the last name with Kaltura, do not enter a lastNameAttribute.

tIsCipherSuite Advanced: control the value of LDAPTLS_CIPHER_SUITE environment variable. use with extra carel

If you are using your LDAP server to authorize user access to MediaSpace with a specific
application role, continue with the next procedure. If not, select a different authorization method.

After you complete and verify the steps, click Save.

To configure user authorization through your LDAP server

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

Under authZAdapter, select LDAP AuthZ.

authZAdapter LDAP AuthZ El
Kms_Auth_AuthZ Kaltura

S50 Gateway AuthZ

| Add custom value |

Under refreshRoleOnLogin, select your preference.
This option affects the updating of the user’s role from your LDAP system upon every login.

refreshRoleOnLogin Select 'Yes' to update the user's role on Kaltura upon login. Select 'No' to allow KIMS admin to override the
user's role through Kaltura user management.

Under /aapOptions, select your preferences for getting the list of groups in which the user is a
member.

This option is used to determine the user's MediaSpace Application Role.

Under groupsMatchingOrder, enter the order for matching MediaSpace roles to LDAP groups. The
order determines whether the strongest or weakest role is mapped first.

Your groupSearch selection will affect the information you need to provide.
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l Collapse -
Configure the LDAP options for group searches.

Get groups from user v

groupSearch

— byUser

memberOfAttribute [ memberOf I

userSearchQueryPattern [ (&(abjectClass=person)(uid=@@! I

primaryGroupldAttribute [ I

Enter the memberOf attribute to use the memberof search filter to map groups to users. Note: The
memberof search filter is not enabled by default on all LDAP servers.

Enter the pattern for querying the LDAP server to find a user. The @@USERNAME@@ token will be
replaced with the actual user name provided in the login window.

(Optional) Enter the attribute name for the primary group ID (usually primaryGroupld). Use this field only
to authorize by primary group ID when you are using AD.

groupsMatchingOrder l unmoderatedAdminRole adminRc l

Enter the order in which to match MediaSpace roles to LDAP groups. For example, if a user belongs to a
group that is mapped to the admin role, enter adminRole before other roles ('adminRole, viewerRole') to
find the admin role first and log in the user with the adminRole.

Configure the LDAP options for group searches.

Get user from groups v

groupSearch

— byGroup

groupSearchQueryPattern [ (&(objectclass=group)(|@@GROL l

groupSearchEachGroupPattern [ (cn=@@GROUPNAME@@) l

groupSearchQuery [ l

groupMembershipAttribute

[ member l

Enter the pattern for querying all groups in one query. The @@GROUPS_REPLACEMENTS@@ token
will be replaced with the pattern that you specify under groupSearchEachGroupPattern (displayed
below). The query results list all groups defined in the mapping settings.

Enter the pattern for each group in the groupSearchQueryPattern (displayed above). This pattern is
used multiple times: one time for each group defined in the mapping settings. The relation between the
groups is OR.

Enter the LDAP guery that finds all groups. This query runs only one time, so it returns all groups
defined in the matching settings. If you enter a value for this LDAP query, the two settings displayed
above (groupSearchQueryPattern and groupSearchEachGroupPattern) are not used.

Enter the aftribute on a group record that lists the users who are members in the group.

groupsMatchingOrder [ unmoderatedAdminRole,adminRa ]

Enter the order in which to match MediaSpace roles to LDAP groups. For example, if a user belongs to a
group that is mapped to the admin role, enter adminRole before other roles ('adminRole viewerRole') to
find the admin role first and log in the user with the adminRole.

5. Under /dapGroups, select your preferences to define the mappings between the groups defined in
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your LDAP server and the MediaSpace Application Roles.

— ldapGroups | Collapse

Map your LDAP server groups to MediaSpace roles.
The group value should be the value of the CN part - i.e. 'faculty’, not '"CN=faculty"

adminRole Enter LDAP group names that match the MediaSpace adminRole.

l mediaSpaceFaculty I X ]
l mediaSpaceAdmin l X ]
+ Add "adminRole’
viewerRole l mediaSpaceStudent l X ] Enter LDAP group names that match the MediaSpace viewerRole
l mediaSpaceUser l X ]

privateOnlyRole mediaSpacePrivateOnly X Enter LDAP group names that match the MediaSpace privateOnlyRole.

+ Add "privateOnlyRole"

unmoderatedAdminRole Enter LDAP group names that match the MediaSpace unmoderatedAdminRole.

+ Add "viewerRole"

l mediaSpaceSuperAdmin I X ]
+ Add "unmoderatedAdminRole"
— matchByPrimaryGroupld
Match by primary group Id + Add "matchByPrimaryGroupld™ ‘

6. After you complete and verify the steps, click Save.

Configuring SSO Gateway Authentication and
Authorization

To learn more about integrating MediaSpace with your authentication systems using the MediaSpace SSO
Gateway, refer to Kaltura MediaSpace Introduction to Authentication and Authorization Solutions and
Kaltura MediaSpace SSO Integration Guide.

To configure user authentication using the MediaSpace SSO gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Under authNAdapter, select SSO Gateway AuthN.

authNAdapter SSO Gateway AuthN =]

Header AuthM
Kms_Auth_AuthM_Kaltura
LDAP AuthM |

| Add custom value |

w

Select your preferences for the common login options.
4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name and email address (when
provided) from your authentication system upon every login.

refreshRoleOnLogin Yes v Select "Yes' to update the user's role on Kaltura upon login. Select "No' to allow KMS admin to averride the
user's role through Kaltura user management
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5. Under sso, select your preferences for integrating the MediaSpace SSO Gateway with your login
implementation:

o secret — Enter the secret string shared with the login page. The default value uses your
Kaltura Admin Secret (accessible from KMC -> Settings -> Integration Settings).

o loginUrl — Enter the absolute URL where you host the login page.

o logoutUrl - Enter the URL to which MediaSpace redirects a user after invalidating the local
MediaSpace session (for example, when a user clicks logout).

- On your site you may use this page to invalidate other authenticated sessions, if needed
(for example, CAS login).

- A sessionKey URL parameter is automatically appended to the logout URL. This parameter
securely encapsulates the user information, enabling you to know which user logged out.
The sessionKey parameter is constructed using the secret shared with the login page.

— ss0| Collapse

To configure KMS login through SSO gateway fill in the fields below.

secret ‘ default ‘ Enter a custom secret, or enter ‘default' to use the Kaltura Admin Secret associated with your Kaltura
account

loginUrl ‘ ‘ What is the URL for the SSO gateway login page? Note: The 'ref parameter is added automatically.

logoutUrl ‘ ‘ What is the URL to which a user is redirected after logging out of MediaSpace? Usually, you enter your
organization's login page.

6. After you complete and verify the steps, click Save.

7. If you are using the MediaSpace SSO Gateway to authorize user access to MediaSpace with a
specific application role, continue with the next procedure.

To configure user authorization using the MediaSpace SSO gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Under authZAdapter, select SSO Gateway AuthZ.

authZAdapter SSO Gateway AuthZ [ v]

Kms_Auth_AuthZ_Kaltura
LDAP AuthZ

| Add custom value |

3. Under refreshRoleOnLogin, select your preference.
This option affects the updating of the user’s role upon every login.

refreshRoleOnLogin Select "Yes' to update the user's role on Kaltura upon login. Select "No' to allow KMS admin to averride the

v
Yes user's role through Kaltura user management

4. After you complete and verify the steps, click Save.
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Configuring Header Authentication

To configure header authentication through the MediaSpace SSO
gateway

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

2. Under authNAdapter, select Header AuthN.

authNAdapter Header AuthM E

Kms_Auth_AuthN_Kaltura
LDAP AuthN
S50 Gateway AuthM —

| Add custom value |

w

Select your preferences for the common login options.
4. Under refreshDetailsOnLogin, select your preference.

This option affects the updating of the user’s first name, last name, and email address (when
provided) from your authentication system upon every login.

refreshRoleOnLogin Yes v Select "Yes' to update the user's role on Kaltura upon login. Select "No' to allow KMS admin to averride the

user's role through Kaltura user management

5. Under headerAuth, enter values for:
o headerName - the ID of the authenticated user

o logoutUrl

— headerAuth | Collapse ‘

To configure KMS login through Header Authentication fill in the fields below.

headerName | ‘ Set the name of the HTTP header that contains the user ID of the authenticated user.

logoutUri | | If allowAnonymous' value is set to'No', you can specify a URL (instead of an 'unauthorized page) to which
the user is redirected when logged out.

6. After you complete and verify the steps, click Save.

Persistent Cookies

KMS supports persistent cookies to maintain the user login-state.

The KMS administrator now has 2 options to choose from, for user login-state:
e A specific session length
e A persistent cookie which will give users endless session time (until cookies are deleted)
NOTE: Opening links from PowerPoint (when SAML or SSO configured) is supported.

A
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Configuring Kaltura Authentication and
Authorization for MediaSpace

Authenticating or authorizing MediaSpace users in Kaltura requires creating MediaSpace user accounts
that include a MediaSpace Application Role. Only users with a MediaSpace user account and MediaSpace
Application Role are able to log into MediaSpace.

Authenticating MediaSpace users in Kaltura also requires setting a password for each MediaSpace user.
Follow the procedure to create MediaSpace user accounts that include a MediaSpace Application Role.

1.

il o

N

To configure Kaltura authentication

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

Under authNAdapter, select Kms_Auth AuthN.

authhAdapter Kms_Auth_AuthN_Kalt [+]

Header AuthM

LDAP AuthM |
S50 Gateway AuthM EE—

| Add custom value |

Select your preferences for the common login options.
After you complete and verify the steps, click Save.

To configure Kaltura authorization

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Auth tab.

Under authZAdapter, select Kms_Auth AuthZ and click Save.

authZAdapter Kms_Auth_AuthZ_Kalt [+]

LDAP AuthZ
S50 Gateway AuthZ

| Add custom value |

To configure options for forgotten password

In the forgot Password section— configure the relevant fields.
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— forgotPassword

Define the values for the 'Forgot Password' options.

link mailto:admin@example.com

emailSubject ‘ MediaSpace password reminder r ‘

emailBody ‘ Please send me a reminder ‘

reminderSubject ‘ New MediaSpace Password ‘

reminderBody ‘Your new password is: ‘

The 'link’ opticns are: [1] Empty the value if you do not want a "Forgot Password' link to be displayed. [2]

Enter an email address preceded by 'mailto:’ (without quotes). The user's local email client opens an email

with the subject and body populated with the texts defined in the 'emailSubject’ and 'emailBody’ fields. [3]
Enter a URL for a page that you define (for example, a mechanism for reminding users of their login

credentials). Note: Do not enter 'true.’

If you enter an email address in the 'link’ field, enter the text to populate the subject field of the email. If you

do not want to populate the subject field, enter an empty string (')

If you enter an email address in the 'link’ field, enter the text to populate the body of the email. If you do not

want to populate the body, enter an empty string (' *). For KalturaAuth's User Management send new
password feature: (If authClass is set to KalturaAuth, MediaSpace exposes a user management system
This system's admin can click on a user's email to open the admin's local email client to email the new
password fo the user.)

Enter the text to populate the subject field of the 'new password' email. If you do not want to populate the

subject field, enter an empty string (' ).

Enter the text to populate the body of the 'new password’ email. The password will be inserted

automatically at the end of the body text. If you do not want to populate the body, enter an empty string ('').

To create MediaSpace user accounts that include a MediaSpace

Application Role

Do one of the following:

e On the Manage Users panel of the Kaltura MediaSpace Administration Area, you can create and

manage MediaSpace user accounts.

Use the list to manually manage all users in the partner account that have a MediaSpace role for

the specific MediaSpace instance.

MANAGE CONFIGURATION MANAGE USERS KNOWLEDGE BASE CLEAR THE CACHE GO TO SITE (Kelcle]
User Management
Q| Show|All Roles v
@ a0 By Name O By Email O By User ID
ADD NEW USER | [ DELETE CHECKED | [ SUBMITCSV || DOWNLOAD CSV |
5] User ID First Name Last Name Password Role Email Extra data Actions
O | tzachi Tzachi Guetta b viewerRole tzachi__ @kaltura.com | Edituser | Delete |
o moderator1 Moderator PWD 16 i adminRole ‘ Edit User Delete ]
5] debbiemoderator Debbie Moderator R adminRole debbie zioni@kaltura.com ‘ Edit User Delete J
(5] ori fichtman Ori Faculty T adminRole orifichtman@kaltura.com ‘ Edit User Delete J
O |test test wer |me adminRole its@mail.com pass is passme [Edituser | Delete |
KMS (mediaspace) version 5.70.11, build 0
e Submit a Kaltura end-users CSV to create MediaSpace user accounts in bulk. Use the following
format:
— . -
A | B C D E | F [ G [ n
1 *action userld firsthame lastName screenName[metadatat:KMS_USERSCHEMA‘I your-instanceld "role | partnerData
Z 6 Johns123  John Smith John Smith  ViewOnly pw=ecc94cd2e13ecIaeleadlbdal1e4fa715fIF9d20
316 Dans123  Dan Smith Dan Smith | ViewOnly pw=ecc94cd2e13ecIaeleallbdaledfe715FIF9d21
46 Danas123 Dana Smith Dana Smith | AdminRale pw=ecc94cd2e13ecIaeleadlbdal1edfeT15fIf9d22
5
B
=

After submitting a CSV file, the following message is displayed:
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Your request has been submitted. Track the progress of
your bulk job in the Bulk Upload Log Pase.

OK

o To learn more about the end-user CSV schema, refer to End-Users CSV — Usage and Schema
Description.

o The userld field must include a minimum of three characters.
o The MediaSpace password must include a minimum of six characters.

o The MediaSpace Application Role is managed within the MediaSpace user metadata schema.
Adjust the schema name in the example to include your MediaSpace instanceld. (You can
copy the MediaSpace instanceld from the Configuration Management Panel Application tab
of the Kaltura MediaSpace Administration Area.)

o Set the role names in the CSV according to the role labels you set in the Configuration
Management Panel Roles tab of the Kaltura MediaSpace Administration Area.

o When using Kaltura to authenticate users, you may populate a shal hashed password in the
CSV as part of the partnerData field, as in the example. MediaSpace administrators are
responsible for managing password hashing and distribution to users. The un-hashed
password must include a minimum of six characters.

o When using Kaltura only for authorizing user access to MediaSpace with a specific application
role, do not populate the password in the CSV. (You can remove the partnerData column in
the example from the CSV since it is not required.)

o You can submit the end-users CSV in the following ways:

- On the Manage Users panel of the Kaltura MediaSpace Administration Area, click Submit
Csv.
- In the KMC, select Create and then under Bulk Upload, select End-Users.
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Bulk Upload

Select CEV/EML Type

Entries

Categories

End Users Entitlement

To automate the update of the authorized MediaSpace users list

When you manage MediaSpace authorization in Kaltura, you can develop automated processes for

updating the list of MediaSpace users based on changes in your organizational information
system.

e You can develop a scheduled update process to periodically add or delete multiple users to the
MediaSpace users list using the Kaltura end-users CSV. In your script, you can call the
user.addfrombulkupload Kaltura API action to submit the CSV.

e Using Kaltura API actions, you can develop a trigger-based process to update the MediaSpace
users list in real time when changes occur in your organizational information system. You can call
the user.add, user.delete and user.update Kaltura API actions to add, delete, and update specific
user records. You can call the metadata.add, metadata.delete, and metadata.update Kaltura API
actions to add, delete, and update the user's MediaSpace role.

) NOTE: Deleted users are also removed from all channels in which they are members.
Q‘,\ Content ownership and analytics information of the deleted user are not deleted.
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? NOTE: Since user records are shared by all Kaltura applications running on the same
% account, we recommend that you delete records only of users who left the organization.
In other cases, we recommend revoking the user's access to MediaSpace by using the
Kaltura API to remove only the user's MediaSpace role or by using the User Management
panel of the Kaltura MediaSpace Administration Area to delete the user.

Scenario 4: Authentication and Authorization Are
Managed in Multiple locations

KMS provides support for the following types of authentication methods: LDAP, SAML, SSO Gateway,
and Kaltura authentication as described in the Authentication Methods section.

Until now, only one type of authentication method was supported, and combinations of the different types
of authentication methods were not available. KMS is now able to support multiple types and combinations
of authentication methods and allow users to login through different authentication methods. A common
use case for example, is for organizations that do not have the user in the organization’s Active Directory
or cannot be authenticated by the organization’s Identity Provider. With this new feature, external users
with local credentials may login with LDAP credentials, and internal users with SAML credentials. Read
more about it in the new Kaltura MediaSpace Setup guide.

This section pertains to enabling authentication providers when the enableMultiAuth field is set to Yes.

When configured, the user is presented with a choice of authentication methods (based on the
authentication methods configured by the admin) in the login screen. The four default authentication
methods are

LDAP Authentication — User authentication and credentials validation through direct access to the
organizational LDAP or Active Directory server. ¢

SSO Gateway Authentication — A Kaltura generic gateway for integrating with a customer- specific login
and authentication implementation, while providing the user with a Single Sign-On experience. *

Header Authentication — User is authenticated through a request in the organizational authentication
system. The response includes the authenticated user ID in a specific HTTP header. «

Kaltura Authentication — User authentication and credentials managed by Kaltura. ¢

Custom Authentication Methods — For any other type of authentication method, custom adapters can be
developed and added to the MediaSpace installation.

NOTE: Multiple SAML instances may be configured, which can increase the total number
S of login options. For more information about SAML authentication, see the Kaltura
% MediaSpace SAML Integration Guide.

When setting multiple authentication providers, the authorization method must be the same as the
authentication method, therefore, the authorization configurations that are displayed for single providers
are hidden. The relevant fields for authorization are taken from the authentication configurations.

Enabling Configuration for Multiple Authentication Providers

To enable the multi authentication feature

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
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Auth tab.
2. Select Yes in the enableMultiAuth field.

enableMultiAuth Enable Multi-Auth

| welcome text to show on login selection page

multiAuthWelcome | Welcome to MediaSpace

multiAuth Select text to show on login selection page

|. Please choose one of the login op |

3. Enter the Welcome message in the multiAuthWelcome field. This may be a text string in any
language. The default is: Welcome to Mediaspace.

4. Enter the text to display on the login page in the multiAuthSelect field. This may be a text
string in any language. The default is: Please choose one of the login options below,

The authMethods fields are displayed. Each authMethod that you choose has the relevant fields
available for configuration.

5. Click Add authMethods to add additional methods.

A

— autr

Select authentication methods

o

method authentication method

friendlyName ‘ School of Tech | text to show the user on the login selection page, leave empty to use default

helpText ‘ If you are & member of the school | tdeexftatuohs.how when hovering over the question mark on the login selection page, leave empty to use
2

method authentication method

friendlyName ‘ Outsiders | text to show the user on the login selection page, leave empty to use default

helpText ‘ if you are a vendor or an external | (tz(étuc‘)‘shcw when hovering over the question mark on the login selection page, leave empty to use

+ Add "authMethods"

Configure the Display for the Login Screen for Each
authMethod

To Configure the Display for the Login Screen for Each authMethod

1. Select an authentication method from the drop-down menu.

2. Enter a friendlyName. if left empty the default is take from the authentication method name
3. Enter helpText.

4. C(lick Add authMethods to add more authentication methods.

5. Continue configuring each section as in Selecting an Authentication Method.
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Example of a Multi-Authentication Login Screen

Welcome to MediaSpace

Please choose one of the login options below:

University Login

Guests

External Users

[ Remember my selection

Remember My Selection - will store the user’s login credentials for their following sessions.

If the user makes a mistake they will need to clear their browser’s cache. An alternate method to change

the selection will be to use the following link to clear the login selection: https://{your_KMS_URL
_here}/user/clear-login-selection

Logging In (For User)

Logging in to MediaSpace depends on your MediaSpace configuration. When you receive the MediaSpace
URL to login into, there may be two options:

e The site presents a login window to login into MediaSpace.
e The MediaSpace site homepage is displayed with pre-configured content.

is:'CORPORATETUBE Q SEARCH 4+ ADDNEW & LOGINHERE FE=

CHANNELS INTERNATIONAL SITES v TERMS OF USE

Home Corporate v  Education & Customer Stories HR v  Products v  Technology v  Webcasts

Kaltura MediaSpace
Overview

THEVIDED PORTALTHAT DOES ITALL

@“@® @

() o057 OXEL)

MOST RECENT >

ENDED ENDED CORRUPTED MEDIA

The different login displays depend on whether your site is configured to allow anonymous users to access
your portal. There are some pages in MediaSpace that are reserved for authenticated users and the login
window displayed depends on your administrator’s configuration.
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To log in to MediaSpace

The Login window is displayed either when you open MediaSpace or when you click:
o My Media

o My Playlists

o My Channels

o Guest (Login - Logout)

o On Restricted Channels/Galleries

o On a Direct Link — Depends on your admin’s configuration and the resource you
are trying to access

If your administrator configured your site to allow multiple authentication providers, the login

prompt will display with several choices for you to login. If you are uncertain which option to use,
use the tooltip for guidance.

Welcome to MediaSpace

Please choose one of the login options below:

University Login

Guests

External Users

[ Remember my selection

If multiple authentication methods have not been set,
enter your username and password, in the Kaltura Sign In window.
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KALTURA Sign In

debbie @kaltura.com

Forgot Password? Cancel

Check Remember My Selection to store the login selection. Clear your Browser’s cache or
Navigate to the following link to clear the login selection: https://{your_KMS_URL
_here}/user/clear-login-selection.
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SECTION 4

Organizational Strategy for MediaSpace
Entitlements

When creating an organizational video portal with MediaSpace, MediaSpace categories, channels and their
respective user permissions can be set and maintained in different ways. When categories and channels
serve organizational units and groups, it may be possible to create the channels and maintain the channel
permissions based on data managed in the organization’s information system (for example, identity
management systems and group management systems).

This section addresses:
e How to plan the organizational operations and integrations related to managing user permissions

e How to create categories and channels in bulk for groups managed in the organizational
information systems

e How to create and maintain user permissions based on groups managed in the organizational
information systems

e How to create and maintain the Add Members auto-complete list for adding members manually

These tasks can be accomplished in different ways since every organization has different needs and
requirements, deploys and supports different information systems, and has different levels of IT
capabilities and resources. The guidelines in this document can be adapted to fit each organization’s
needs and capabilities.

Terminology

User ID — A user’s unique identifier in your organization’s information systems. The same ID is used in
Kaltura as a unique identifier of the user in a specific partner account.

Group ID — A unique identifier in your organizational information system representing an actual
organizational unit or an ad-hoc security group. A user can be a member of multiple groups and may hold
a different organizational role in each group. The organizational role of a user within a unit/group may or
may not be represented within the organization information system.

MediaSpace Category — An open/private/restricted category in MediaSpace that a specific group of
users (category members) is able to access. Categories are centrally created via the Kaltura Management
Console (KMC) and reflect the navigation structure of your MediaSpace site. The list of people with
permission to access the category may derive from user membership in a specific organizational group or
may be defined manually by the category manager with no relation to organizational structure and units

MediaSpace Channel — An open/private/restricted channel in MediaSpace that a specific group of users
(channel members) is able to access. The list of people with permissions to access the group channel may
derive from user membership in a specific organizational group or may be defined manually by the
channel manager with no relation to organizational structure and units.

NOTE: MediaSpace Channels can be associated with one or more MediaSpace Category
‘% according to the entitlements set in the category.

Kaltura User — A Kaltura backend object that holds information about a specific user and is identified by
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the User ID. Kaltura supports the management of different user attributes. The user ID is a mandatory
attribute; the user’s first name, last name, and screen name (by default, the user’s full name) are required
to enable convenient end-user management in MediaSpace and in the KMC. Kaltura User objects are
automatically created in Kaltura for different scenarios. For user management purposes, Kaltura User
objects also may be created manually from the KMC or using bulk services. The Kaltura User object is
used for managing both KMC admins and application end-users. Only KMC administrators have a special
attribute granting access to the KMC account.

Kaltura Category — A Kaltura backend object for managing media collections and the end-user
entitlements to access and manage these media collections in MediaSpace. This backend entity manages
MediaSpace Channels and MediaSpace Categories.

Kaltura Category ID — A Kaltura internal unique identifier of a single Kaltura Category Object.

Kaltura Category Reference ID — A Kaltura Category attribute designed to hold and connect the
category to an external identifier such as the Group ID. Uniqueness of the Category Reference ID is not
enforced by Kaltura.

Kaltura’s End-User Entitlements — A permission level that enables a specific end-user to access,
contribute to, or manage a specific channel or category. In the Kaltura backend, end-user entitlements
are managed in Kaltura’s categoryUser object, which manages the relationship between a specific
end-user and a specific category.

Planning Considerations

Consider the following questions when you plan the organizational process for managing MediaSpace
channels and channel memberships.

What types of channels will be in your video portal?
e Education Examples

o Course channels

For media-rich courses, faculty can create a course channel in MediaSpace in a simple,
feature-rich environment.

o School/Department channels

Each school/department has its own managed channel that shows content that either is
accessible only to the school/department or is open to all.

o Workgroup channels

Not bound by a strict learning management system (LMS) structure, faculty and students can
create cross-course ad hoc groups for research, projects, and more.

o Portfolio Channel

Allow faculty and any authorized users to create their own portfolio channel, with recordings
of public speaking, awards and events, lectures, video work, and more. Typically, the
channels are public under the university roof, but also can be restricted to a specific set of
users within the organization.

e Enterprise Examples
o Department channel

Each department head manages the department channel that shows content that either is
accessible only to the department or is accessible to all employees.

o Community channels
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All employees are empowered to create their own channels and can either invite specific
co-workers to join or can enable open access. For each channel, the creator can control who
can contribute and whether moderation is required.

For which units in your organization do you want to create a MediaSpace channel?

Examples:
e For all groups of a specific type (for example, all departments or all schools)

e For only a few groups within the organization (for example, a few departments or media-related
courses only)

e For a few communities/work groups within the organization
e Every user will be able to open a channel.

What should be the typical/default privacy level required for channels of each type?
e Open - All users in the organization are entitled to access the channel and contribute content.

e Restricted - All users in the organization are entitled to access the channel, but only specific
users are entitled to contribute content.

e Private - Only specific users in the organization are entitled to access the channel and contribute
content.

What should be the typical/default privacy level required for categories of each type?

e Open - All users in the organization are entitled to access the category including anonymous
users if your site is configured for unauthenticated access. Only specific users are entitled to
contribute content.

e Restricted - All users in the organization are entitled to access the cateogry, but only specific
users are entitled to contribute content.

e Private - Only specific users in the organization are entitled to access the category and
contribute content.

What changes in your organization should require an update to user permissions?

Examples:
e Someone joined/left an organizational group.
e Someone's role in organizational groups changed.
e Someone joined or left the organization.
What is the frequency and volume of the relevant organizational changes?
e How often do the changes happen?
e How many users/groups are affected?

What is the acceptable lag time for channel permissions to be updated in MediaSpace following an
organizational change?

How promptly must organizational changes be reflected within MediaSpace channels and channel
permissions? For example, immediately, within a few hours, on the next day.

How available is your organizational IT Department?

Do you have resources for developing and maintaining an automated update of channel permissions
based on changes in your organizational information systems?
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Based on your evaluation of the planning consideration questions, decide on the best way to manage
channels and channel memberships in your organization. You can select one of the following options or
combine options to manage different types of channels.

Management | Integration Channel Management
Type Effort
Creation Channel Permissions — Channel
Initial Setup Permissions —
Ongoing Updates
Self-Created Very Low | Who? Organizational unit/group Channel Managers Channel Managers
managers or anyone
authorized by the
organization to create a
MediaSpace channel
When? | Whenever a new channel is Upon channel creation When needed
needed
How? On the MediaSpace site On the MediaSpace site On the MediaSpace
site
Centrally Low- Who? Video portal administrators, Channel Managers Channel Managers
Assigned Medium with or without IT
department assistance
When? Upon initial set up of video Upon channel creation When needed
portal channels, upon major
organizational changes,
when a new channel is
needed
How? In the KMC: manual or bulk | On the MediaSpace site On the MediaSpace
CSV-based creation site
Centrally Medium Who? Video portal administrators, Video portal Organizational unit
Prepared with or without IT administrators, with or managers and/or their
department assistance without IT department assistants.
assistance
When? | Upon initial set up of video Upon channel creation When needed
portal channels, upon major
organizational changes,
when a new channel is
needed
How? In the KMC: manual or bulk In the KMC: manual or On the MediaSpace
CSV-based creation bulk CSV-based setup Site
Automatically | High Who? Video portal administrators, Video portal Scheduled automated
Maintained with or without IT administrators, with or update process or
department assistance without IT department based on information
assistance system’s triggers
When? Upon initial set up of video Upon initial set up of video = Scheduled as needed
portal channels, upon major  portal channels, upon or triggered in real-
organizational changes, major organizational time upon group
when a new channel is changes, when a new membership
needed channel is needed modifications
How? In the KMC: manual or bulk In the KMC: manual or See Automatically

CSV-based creation

bulk CSV-based setup

Updating Channel
Permissions
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Creating MediaSpace Channels

The following topics are described:
e Creating Channels in MediaSpace by Users
e Creating Channels Centrally by Administrators

Creating Channels in MediaSpace by Users

Organizational group managers or anyone authorized by the organization to create channels in
MediaSpace can create a channel on the MediaSpace site and manually select the channel’s settings and
member permissions.

Users who create channels in MediaSpace require a MediaSpace application role that enables channel
creation. To learn more, refer to Setting Permissions for Creating a MediaSpace Channel in this guide.

To learn more about channel creation and management, refer to Creating and Managing a Channel in the
Kaltura MediaSpace User Manual.

Creating Channels Centrally by Administrators

Video portal administrators can create channels, with or without the assistance of the organizational IT
department.

Creating MediaSpace Channels in Bulk

You may need to create channels in bulk, either at the initial setup or upon major organizational changes
that trigger the creation of numerous channels. We recommend creating channels in bulk using Kaltura’s
bulk services with Kaltura’s Categories CSV.

NOTE: There is a 5000 user limitation on channel and category members. If more
S members are expected, please use Kaltura Groups . See Group Support in Kaltura
% Applications and Kaltura Groups FAQ for additional information.

To create MediaSpace Channels in bulk

1. Prepare the initial list of groups that will use the new MediaSpace Channels. You can prepare the
list manually or export the list from the organizational information system. Include at least the
following information from your organizational information system:

o For groups managed in your organizational information system, include the Group ID of each
organizational group/unit.

o If a group manager plans to create the channel members list and permissions in MediaSpace,
specify the User ID of the group manager. This sets the group manager as the channel
owner and enables the group manager immediate access to the group channel settings in
MediaSpace.

o If a friendly group name is available in your information system, you can export the friendly
group name to use as the channel name.
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2. Edit the basic group list in a spreadsheet editor or programmatically to comply with Kaltura’s
Categories CSV format. Insert the following information to create channels in MediaSpace with
relevant channel settings (see example below).

o Enter the relative category path to your MediaSpace Channels category.

o When relevant, set each Group ID as the reference ID of its respective category. This
enables you to refer to the category based on the Group ID, when needed (for example, for
automated channel membership creation).

o Enter the channel name. You can use the group name exported from your information
system, the Group ID, or any name you select. The name will be displayed as the channel
name in MediaSpace.

o For the category owner, enter the User ID of the user who will initially manage the channel
(for example, the User ID of the unit/group manager).

o Enter the category entitlement settings according to the type of channel
(open/restricted/private).

o You can add additional information, such as channel description, tags, and any custom
channel classification or topic managed by the category’s custom data. The channel owner
also can manually enter this information in MediaSpace after the channel is created.

o Insert the Categories CSV headers for fields that are populated in your CSV.

a | B e ] o | E | F | G H 1
1 | *action relativePath name referenceld description privacy appearinList contributionPolicy owner
n 1 MediaSpace=site>channels Tutorials  dep-training This is an Open channel moderated by the Training department 2 1 1 Johns123
B 1 MediaSpace=site>channels Marketing dep-marktg Thisisa Restricted channel managed by the Marketing department 2 1 2 Dabas123
n 1 MediaSpace=site>channels HR dep-hr Thisisa Private channel managed by the HR department 3 3 2 Dans123

Categories CSV for creating different types of MediaSpace Channels

NOTE: While there is no limit on the number of lines in the CSV, the processing time of
"% each CSV is affected by the number of lines in the CSV. Therefore, we recommend
splitting the CSV into manageable chunks for convenient editing, processing, and tracking.

3. On the KMC Upload tab, upload the Categories CSV.

Bulk processing in Kaltura is handled in an asynchronous batch process. Track the completion status of
the bulk job in the KMC on the Bulk Upload Log page or using email notifications set by Kaltura for your
account.

Creating MediaSpace Channels Individually

Occasionally you may need to create a single channel or a few channels. We recommend creating and
configuring individual channels in the KMC Edit Category window.

To learn more, refer to Managing Categories in the Kaltura Management Console (KMC) User Manual and
Understanding Privacy Types in this guide.
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Creating and Updating Channel and
Category Permissions

This section describes the following topics:
e Assigning Permissions and Entitlements

o

o

o

o

Setting Up Members and Permissions Manually in MediaSpace
Setting Up Permissions Centrally in Bulk
Setting Up Permissions Individually

Automatically Updating Permissions

e Deleting MediaSpace Channels
e Deactivating Channel Memberships

Assigning Permissions and Entitlements

Entitlements are configurable for categories as well as channels. You can define whether the category is

open, private or restricted. You can also define who actually has access to specific categories and in

which role. Formerly, if you wanted someone to publish media to a gallery they had to be defined as an
adminRole. You can define a category and allow specific users to contribute content providing granular

control over the entitlements and the roles of users according to the structure of your categories.

This includes:

e Inheriting permissions from parent categories — you don‘t need to define users again and again in

each sub category.

e Importing members from the parent category - you can add or remove users from subcategories.

e You can define a group name, for example LDAP group or authorization provider that you are
using and the default permission level, so that when you are developing an offline sync process,

to synchronize roles and permissions on KMS and roles and permissions in your identity provider,

you can leverage the group name definition to add or remove users from KMS.
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Edit Techpubs Channel

Details Playlists Members

Membership Settings
Default Permission Level: Member

Offline Sync Group Name:

6 members
View All Permissions Add Member

Member UserID Permission Actions
Debbie Zioni Debbie.Zioni Manager you, owner
Renee Dvir renee.dvir Contributor

Buki Peri Buki.Peri Member

Arik Perera Arik.Perera Member

Ido Achrak Ido.Achrak Contributor

meirav.ameo meirav.ameo Contributor

Setting Up Members and Permissions Manually in MediaSpace

Channel and category managers can manually add members to their channels, assign and update member
permission levels, and remove members. A channel manager manages channel members and permissions
on the Edit Channel / Category page in MediaSpace.

To learn more, refer to Creating and Managing a Channel in the Kaltura MediaSpace User Manual.

Setting Up Permissions Centrally in Bulk

The video portal administrator in the KMC can initially assign category and channel permissions for
categories or channels related to organizational units. The organizational IT department usually needs to
assist setting up group permissions by exporting the organizational group membership data from the
organization’s information systems.

Channel and category permissions should be assigned in bulk for a large nhumber of new categories or
channels, either at the initial setup or upon major organizational changes that trigger the creation of
numerous categories / channels. We recommend assigning permissions in bulk using Kaltura’s bulk
services with Kaltura’s End-User Entitlements CSV.

NOTE: You must assign permissions in bulk after creating the channels or categories.
‘% Assigning permissions in bulk requires first setting the Group ID value as the channel
Category’s Reference ID. See the procedure To create MediaSpace Channels in bulk.

To create memberships and permissions in bulk
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1. For all channels or categories for which you are assigning permissions, prepare an initial list of
organizational user/group membership pairs with the required channel permission levels.

| 4| A B C

1 GrouplD User ID channel permission

2 dep-marktg danbal manager

3 dep-markig johnc3 contributor

4 dep-marktg  mikea2 contributor

5 dep-marktg sharonydl contributor
Eldep—marktg johnathans2 contributor

7 dep-hr lenars6 manager

8 |dep-hr donr523 member

9 dep-hr ronw3556 member

Initial list of group memberships

o When you export group memberships from your organizational information system for the list,
you may need to separately query all group managers, all group members, and so on. This is
to ensure that different channel permission levels are assigned according to the user’s
organization role within a specific group.

o If you want the channel to be self-managed in MediaSpace and did not assign a channel
owner when creating the channel, assign a Manager permission level to at least one user.

2. Edit the basic group membership list in a spreadsheet editor or programmatically to comply with
Kaltura’s End-User Entitlements CSV format. Specifically, insert the CSV field headers, specify the
CSV ‘add’ action (action =1), and specify the numeric value of each permission level according to
Kaltura’s specifications.

You may assign permissions for multiple channels and categories within one CSV file.

A B C D
1 *action categoryReferenceld userld permissionLevel
21 dep-markig danbal 1]
3 |1 dep-marktg johnc3 2
4|1 dep-markig mikea2 2
5|1 dep-marktg sharonydl 2
6 |1 dep-markig johnathans2 2
zll dep-hr lenarse 4]
g1 dep-hr donr523 3
9 1 dep-hr ronw3s56 3

Memberships formatted in Kaltura's End-User Entitlements CSV

NOTE: While there is no limit on the number of lines in the CSV, the processing time of
"% each CSV is affected by the number of lines in the CSV. Therefore, we recommend
splitting the CSV into manageable chunks for convenient editing, processing, and tracking.

3. On the KMC Upload tab, upload the End-User Entitlements CSV.
Bulk processing in Kaltura is handled in an asynchronous batch process. Track the completion
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status of the bulk job in the KMC on the Bulk Upload Log page or using email notifications set by
Kaltura for your account.

Setting Up Permissions Individually

Occasionally the video portal administrator may need to assign individual membership and permissions.
We recommend assigning individual channel membership and permissions in the KMC Edit Category
window.

To learn more, refer to Managing Categories in the Kaltura Management Console (KMC) User Manual.

Automatically Updating Permissions

Following the initial setup of permissions, you can automate the updating of permissions to reflect
relevant changes in your organization (user joined/left an organizational group; User joined/left the
organization, and so on).

Automated updating of MediaSpace permissions based on changes made in your organizational
information system is very useful for big organizations. Automatic permission updates help when
organizational group memberships are updated frequently and when you want to eliminate the need for
each channel manager to manually manage permissions in MediaSpace.

Automating ongoing updates of channel permissions requires the expertise and full involvement of the
organizational IT department and requires your organizational information system to support one of the
following modes:

¢ Automated periodic export of changes

Audit, query, report, or export changes in your information systems for a specific time period (for
example, day or week) to prepare and submit a scheduled bulk update using Kaltura’s End-User
Entitlements CSV or Kaltura's API.

¢ Real-time triggers

Trigger real-time update calls from your information system or from related applications to Kaltura
using Kaltura’s API when every relevant change occurs in your system.

NOTE: The following procedures provide general guidelines and rely on your IT experts
LS and/or developers to tailor the automation process based on the capabilities of your
% organizational information system and related applications. Kaltura’s professional services
team may provide assistance in designing and developing the automated updating
process and will provide all information required for utilizing Kaltura’s bulk services and
API for automation.

To develop an automated process for periodically updating channel
membership permissions

1. Define how frequently to schedule the update.

Decide how often you need to update the membership permissions and schedule the frequency of
the update process accordingly.

2. Develop an automated process that includes the following steps and logic:
a. List the required permissions modifications.
Based on your information system audit, querying, and export capabilities, retrieve the list of
users who — within a specific time range — joined or left groups within your organization, or
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changed their organizational role in specific groups.
You may rely on direct audit information available in your information system or develop a
query and sync process that implements the following logic:

o List every user whose record was created/modified/deleted within a specific time
range (for example, from the last update until now).

o For each user in this list:

a. Query your information system to get the list of groups that the user
currently belongs to (possibly with the specific role in each group)

b. Query Kaltura for the list of channels and categories that the user currently is
a member of.

o Compare the two lists (based on the Group ID and Category reference ID) and
implement the logic for determining the channels for which the specific user’s
permission should be created, updated, or deleted. Format this as an initial list of
channel permission actions (add, update, delete).

This logic assumes that changes in user group memberships affect the modification date of the
user's record. When changes in user group memberships affect the modification date of the
group's record, implement an equivalent logic that is oriented toward synchronizing the list of
channel members instead of synchronizing the list of channels that the user is a member of.

NOTE:

% e An attempt to create/update/delete user permission in a channel’s category that does
not exist yet in Kaltura will fail. You may extend the logic for automatic creation of new
channels when the first relevant group membership is set in Kaltura. Note that such an
addition may cause uncontrolled channel creation and may result in a large number of
empty channels, which is not recommended when channel browsing is enabled in your
site.

e An attempt to create a user permission in a channel’s category when the user record is
not yet in Kaltura will cause the automatic creation of the user’s record in Kaltura with
the specified User ID.

e The category’s reference ID is a standard way to map a single organizational group to
a single channel. To automatically assign permissions for a single channel to users of
multiple organizational groups, you may tailor a synchronization logic that relies on a
category custom data schema that enables multiple Group IDs to be assigned specific
permission levels to a single category. Contact Kaltura professional services for
assistance if necessary.

b. Prepare the End-User Entitlements CSV.

Transform the initial list of channel permission actions (add, update, delete) to comply with
Kaltura’s End-User Entitlements CSV format. Insert the CSV field headers and specify the
permission levels and actions.

To add a user permission, use the CSV add action (action = 1).

To update a user permission or create a new one as a fallback in case the permission you
attempt to update was not yet set, use the CSV add or update action (action = 6).

To delete a user permission, use the CSV delete action (action = 3).

A | B | C | D e F | & | H
1 *action categoryReferenceld userld permissionlevel - —
2 6 dep—marktg johnc3 0 H john's channel permizsion iz updated to 'manager
31 dep-marktg danaa2 2 H Dang is added a2 & 'contributor in the channel
43 dep-marktg sharonyd1 b’l Sharon's channel permizsion is deleted
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Channel permission actions formatted in Kaltura's End-User Entitlements CSV
c. Submit the End-User Entitlements CSV.

When the End-User Entitlements CSV is available, submit it to Kaltura using the Kaltura API:
Call the categoryUser.addfrombulkupload API action.

Bulk processing in Kaltura is handled in an asynchronous batch process. Track the completion
status of the bulk job in the KMC on the Bulk Upload Log page or using email notifications set
by Kaltura for your account.

To develop a trigger-based process for updating membership

permissions
® NOTE: For changes in your information system to trigger real-time updates to channel
«%} membership permissions, your information system or related applications must support

real-time triggering of notifications to other systems.
Develop the following:
1. Trigger an Add Permission call
Create a script that implements the following Kaltura API requests when a new group membership
is created for a user in your information system (a user joins an organizational group).
a. Call the category.list API action to retrieve the category object. In the list filter, include the
Group ID set as the Category’s Reference ID attribute.

b. When the category is found, call the categoryUser.add API action to create a new permission
for the user with the proper permission level.

2. Trigger a Delete Membership call

Create a script that implements the following Kaltura API requests when an existing group
membership is removed from a user in your information system (a user leaves an organizational

group).
a. Call the category.list API action to retrieve the category object. In the list filter, include the
Group ID set as the Category’s Reference ID attribute.

b. When the category is found, call the categoryUser.delete API action to delete the user's
existing membership.
3. Trigger an Update Channel Membership call
Create a script that implements the following Kaltura API requests when an existing group
membership type in your information system is changed in a way that impacts the relevant

channel or category permission level (for example, a user's role within a group changes and the
user should be set as a channel manager).

a. Call the category.list API action to retrieve the category object. In the list filter, include the
Group ID set as the Category’s Reference ID attribute.

b. When the category is found, call the categoryUser.update API action to adjust the user’s
permission level.

NOTE: In the previous steps you may skip step A, which lists the category with the
"% specified Reference ID, if you store the Kaltura Category ID in your information
system’s group record.

Enabling Manual Overrides of Automatically Updated Permissions

When permissions are assigned and automatically updated based on organizational group memberships,
you may want to allow managers and video portal administrators the flexibility to assign different
permissions in specific cases.
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Examples:

e In a company departmental channel, you want one of the employees to be the channel
moderator, while all employees in the department are assigned only the channel member
permission level.

e In a course channel, you want to assign contribution privileges to one of the students, while all
other students are assigned only the channel member permission.

e In a company business unit channel, you want the unit’s administrative assistant to be the
channel manager but there is no attribute within your organizational information system that you
can use to assign this permission level automatically.

The Update Method attribute of channel permissions enables manual overrides to a channel’s user
permission levels that will not be updated by the automatic update process. You can set the Update
Method as automatic or manual.

Call the categoryUser.update Kaltura API action to enable a controlled override of permission levels that
were set or updated manually in MediaSpace or the KMC. Use the override parameter to indicate whether
to override a permission level that is set manually.

Using this API action enables you to implement a logic that prevents manually created or updated
permission levels from being updated by automated processes or that allows the permission levels to be
updated only in specific cases.

By default, end-user permissions created in bulk using a CSV use the automatic update method and will
not override manual updates to permission levels.

Any member added in MediaSpace is set to the manual update method. In addition, any permission level
change to existing members by a MediaSpace channel or category manager sets the channel permission
to manual update.

You can view and fully control the permission level update method in the KMC Category Edit window.

Deleting MediaSpace Channels

MediaSpace Channels can be deleted:

By the channel owner in MediaSpace

By the video portal administrators in the KMC

With a bulk service, using Kaltura’s Categories CSV

e With a script that calls the category.delete Kaltura API action

When a category is deleted, the media entries in the category (including sub-category entries) are not
deleted. The media entries lose the association with the deleted category, including any privacy setting
defined in the deleted category.

To plan channel deletions and to ensure that access to content in deleted channels is controlled according
to your organizational needs, note that:

1. When a channel is deleted in MediaSpace, a media entry in the channel that is not associated with
any other channel or gallery becomes private (associated with the MediaSpace private category).

2. When categories are deleted manually in the KMC or using the Categories CSV, the media entries
in the category automatically are associated with the deleted category's parent category. Before
deleting a category, you may want to associate the category's entries with new categories using
the entry bulk actions available in the KMC (Edit Categories, Add to New Category).

When a category is deleted using the category.delete Kaltura API action, you can control whether the
deleted category's media entries automatically are assigned to the parent category. In addition, you can
programmatically associate the entries with other categories before the category is deleted, according to
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the logic you want to implement.

Deactivating Channel Memberships

Deactivating MediaSpace channel memberships may be useful when you want to block channel members
from accessing a channel’s content while retaining the option to reactivate their memberships later.

To deactivate and reactivate channel memberships

You can do either of the following:

¢ In the KMC Edit Category window, apply the deactivate/activate action to selected channel
members.

e Prepare a Kaltura End-User Entitlements CSV:

o To deactivate a user's channel membership, use the CSV ‘update’ action (action = 2) with

status = 3.
o To activate a user's channel membership, use the CSV ‘update’ action (action = 2) with status
=1.
A B C D
1 *action categoryReferenceld userld status
22 dep-marktg johnc3 3
3 |2 dep-marktg danaa 3
4 |2 dep-marktg sharonydl 3

Deactivating channel's members (status = 3)

A B C D
1 *action categoryReferenceld userld status
2 |2 dep-marktg johnc3 1
3 |2 dep-marktg danaa2 1
4 |2 dep-marktg sharonydl 1

Reactivating channel's members (status=1)

Creating and Updating the Add Members
Auto-Complete List

A channel or category manager can add end-users as members in MediaSpace on the Members tab of the
Edit Channel / Category page. The manager can conveniently select members using an auto-complete
feature. In the Add Member window under Enter user name, the manager starts typing a user name or
user ID. Suggested user names are displayed after three characters are entered, and the manager can
select a member to add. To learn more about editing members, refer to Editing Channel Users in the
Kaltura MediaSpace User Manual.

By default, the auto-complete list includes only users who already are listed in Kaltura.
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When authorizing access to MediaSpace through integration with SSO/LDAP, a user's record in Kaltura is
not necessarily created prior to the user’s first login to MediaSpace.

To populate the auto-complete list with all users who potentially can use MediaSpace (and not only those
who already are logged-in), you may pre-provision the user records in Kaltura.

0 The Workflow for Creating and Updating the Add Members Auto-Complete List:
= 1. Setting Up the Initial Add Members Auto-Complete List
2. Updating the Add Members Auto-Complete List

NOTE: When you use Kaltura to authorize access to MediaSpace, it is assumed that all
"% user accounts are pre-provisioned in Kaltura. Therefore, the auto-complete list includes all
: potential MediaSpace users.

Setting Up the Initial Add Members Auto-Complete
List

To populate the Add Members auto-complete user list in bulk

1. Prepare the initial list of users in your organization who will be eligible to access MediaSpace. You
can prepare the list manually or export the list from your organizational information system.
Include at least the following information:

o UserID
o User’s first name
o User's last name

2. Edit the initial users list in a spreadsheet editor or programmatically to comply with Kaltura’s end-
users CSV format.

a. Use the CSV add or update action (action = 6) to update any existing user record that
includes only the user ID with the user’s first and last names, or to create new records.

b. (Optional) Combine the first and last names into an additional field called screenName, which
also is used in the KMC and applications.

A B C D E
1 |*action userld firstName lastMName screenMame
2 |6 johns23  John Smith John Smith
3 |6 dang256 Dan Green Dan Green
4 6 mikeb436 Mike Black Mike Black

Adding/Updating User Records Using the End-Users CSV

NOTE: While there is no limit on the number of lines in the CSV, the processing time of
"% each CSV is affected by the number of lines in the CSV. Therefore, we recommend
splitting the CSV into manageable chunks for convenient editing, processing, and tracking.

3. On the KMC Upload tab upload the End-Users CSV.
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Bulk processing in Kaltura is handled in an asynchronous batch process. Track the completion
status of the bulk job in the KMC on the Bulk Upload Log page or using email notifications set by
Kaltura for your account.

Updating the Add Members Auto-Complete List

You may need to update the Add Members auto-complete list when users join or leave your organization.

To add or delete users, you can:

%S

Manually update the users list and submit the End-Users CSV.
Develop an automated process for periodically updating the Add Members auto-complete users

list.

Develop a trigger-based process for updating the Add Members auto-complete user list.

NOTE: Deleted users are also removed from all channels in which they are members.
Content ownership and analytics information of the deleted user are not deleted.

NOTE: Since user records are shared by all Kaltura applications running on the same
account, we recommend that you delete records only of users who left the organization.

NOTE: Integrating the Add Members auto-complete feature directly with your information
system to enable a real-time search of users may be possible as custom work. The
integration requires real-time access and search capabilities based on user ID and user
name. To learn more, contact Kaltura.

To develop an automated process for periodically updating the Add
Members auto-complete users list

1. Define how frequently to schedule the update.

Decide how often you need to update the Add Members auto-complete users list and schedule the
frequency of the update process accordingly.

2. Develop an automated process that includes:

a.

List the users to add or delete in the Add Members auto-complete users list.

Create the list of users to be added or deleted, based on your information system audit,
querying, and export capabilities.

Prepare the End-User CSV.

Transform your update data to comply with the Kaltura’s end-users CSV format for
adding/deleting users from the user list. Insert the CSV field headers and specify the actions.
To add a user, use the CSV add or update action (action = 6). To delete a user, use the CSV
delete action (action = 3).
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B c D E | F | =@ H T
userld firstName lastMame screenMName
jonathanw23 Jonathan  White Jonathan White—q Lser records are creatediupdated for Jonathan and Marrk
markr32535 Mark Red Mark Red
bethb241 = " " " I Beth's user record iz removed I

User records are added/updated/deleted using Kaltura's End-Users CSV
c. Submit the End-User CSV.

When the End-Users CSV is available, submit it to Kaltura using the Kaltura API: Call the
user.addfrombulkupload API action.

Bulk processing in Kaltura is handled in an asynchronous batch process. Track the completion
status of the bulk job in the KMC on the Bulk Upload Log page or using email notifications set
by Kaltura for your account.

S NOTE: For the updating process, you can use direct Kaltura API calls (user.add,
% user.delete) instead of the CSV.

To develop a trigger-based process for updating the Add Members auto-
complete users list

? NOTE: For changes in your information system to trigger real-time updates to the Add
«%} Members auto-complete users list, your information system or related applications must
support real-time triggering of notifications to other systems.

Develop the following:
1. Trigger an Add User notification.

Create a script that implements the following Kaltura API requests when a new user who is
eligible to access MediaSpace is added to your information system.

o Call the user.add API action to create a new user record. Specify at least the following:
- User ID
- User’s first name
- User’s last name
- screenName (Combine the first and last names.)

2. Trigger a Delete User notification.

Create a script that implements the following Kaltura API requests when a MediaSpace user
leaves your organization.

o Call the user.delete API action to delete the user’s record from Kaltura.
Specify the User ID.

3. Trigger an Update User notification.

Create a script that implements the following Kaltura API request when an existing MediaSpace
user's name changes in your information system.

o Call the user.update API action to update the user record. Specify the following:

- UserID
- Updated values for:

o User’s first name
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o User’s last name

o screenName (Combine the first and last names
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SECTION 5

Setting the Home Page

MediaSpace provides a home page module that allows you to curate and define specific content that you
would like to feature in the landing page of your MediaSpace site. The home can contain a single large
carousel and as many additional lists of featured content. This section describes how to configure your
home page and set your MediaSpace site to display your home page as your landing page.

1,
s KALTURA ON-BOARDING CHANNELS WEBCASTS Q searcH 4 ADDMNEW & DEEBBIE
THE KALTURIANS VIDEQ PORTAL

Home  Brand & Messaging v  Processes v TheProducts v  SellingKaltura v  Events & Social v  Developers v HR v

i
Refreshed

Kaltura Refreshed

-
=

CONTINUE WATCHING >
=]
Zoomin: Product Content Hub

@ Comm l speas
Formai Product Content.

01:13:22

4 3 Kaltura
KA LTURA CaptureSpace Lite

2017-07-1711:36 Zoomin at Kaltura -
Demo

22:16
CaptureSpace Lite Go-To-Market Plan,
CSL/CS Comparisons, and Q&A Webinar

All Hands with Ron

Configuring your Home Page

To configure your home page content

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Home tab.

2. Under enabled, select Yes.
3. If you would like to use a carousel control: Select Yes for carouselEnabled.
In the carousel section, Select the type of playlist to load in the carousel. The options are:

o Most Recent — All published media by creation date

o Most Viewed — All published media by number of views

o Most Liked — All published media by number of likes

o Most Commented — All published media by number of comments

o Custom Playlist — This option will allow you to enter any manual or rule-based playlist created
via the KMC. When selecting this option, you can enter the playlist ID in the additional
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Ul

5. Click Save.

pwNp

playlistld field. Refer to the Kaltura Management Console (KMC) User Manual to learn how
to create custom playlists.

carouselBg — Defines the hex color code for letterboxing for cases that the thumbnail that is
displayed doesn't fill the entire carousel

To add additional lists in the home page, in the /ists section, click Add “lists”. Repeat these
actions for each list to feature in the home page. For each list you can define the following:

a. Select the type of playlist to load in the carousel. The options are:
o Most Recent — All published media by creation date

o Most Viewed — All published media by nhumber of views

o Most Liked — All published media by humber of likes

o Most Commented — All published media by number of comments

o Custom Playlist — This option will allow you to enter any manual or rule-based playlist playlist
created via the KMC. When selecting this option, you can enter the playlist ID in the
additional playlistId field. You can refer to the Kaltura Management Console (KMC) User
Manual to learn how to create custom playlists

b. name - The title that is displayed for the list in the home page.

Click Save.

To configure your home page as your landing page

Make sure the home page is configured and enabled as in the instructions.
Go to the Navigation tab.

Click Add “pre”

Add a:

a. type: Link

b. name: Home (or any other textual description that will appear in the navigation panel for
your home page.

c. value: /home

— pre

Add items to the beginning of the main menu, before the categories. MediaSpace displays the items in the order you define here. The first ‘pre’ item must be a ‘playlist’ type.
skl DELETE
type [Lnk 3
Select one of the options: Playlist, My Media, My Playlists, Link, Category, Entry
Id, or Channels Page
name [Hame |
Enter the label for the menu item. The label is displayed in the main navigation
bar.
value ‘fhome
Enter the menu item's playlist ID or URL.
sameWindow [Ne 2|
Select whether link should open in new window (target = _blank) or same
window. Applied only to external links (absolute URLS)
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Setting the Home Page

%S

NOTE: The home page must be the first item (top one) in your “pre” navigation items to
function as the landing page of the site.
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SECTION 6

Customizing the Look and Feel

MediaSpace allows you to override the default style that is included in the application. The default style is
defined in bootstrap.css. Since the default theme in MediaSpace is built on top of the Twitter Bootstrap

framework, you can provide a standard Bootstrap CSS and override the default style that MediaSpace
provides out-of-the-box.

This section defines the different options to “skin” MediaSpace and adjust it to your own brand colors.

Choosing a Different Included Style

MediaSpace includes 13 additional styles to choose from in addition to the default style. These styles are
open source CSS files available from Bootstrap2.X. With a single selection, from your Kaltura MediaSpace
Administration Area, you can quickly change the style of your MediaSpace. For example:

_ = MediaSpace™j = ~ MediaSpace”

.
Learn about Kaltura's solutions and products

Leam about Kaltura's solutions and products -

Learn about Kaltura's solutions and proc Read more
Read more

Read more
- Berurn Chisrak Browse Channels

. A i Browse Channel - .

Sort by Most Recent = View All Media FOWSE L haunels Sort by Most Recent = View All Medi

Sort by Most Recent ~ View All Me:

»:4_7 AT

-

B '.';_,r/' 013
-
s

. A y
Kaltura Building Block For
Blackboard

From Damian Rochman 9 Months ago

Kaltura Building Block For
Blackboard

Damian Rochman [+]

Kaltura Building Block For
Blackboard

From Damian Rochman 9 Months ago [+] Ft

To choose a different Bootstrap CSS

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Cssupload tab.
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2.
3.

g

Under enabled, select Yes.
Under the bootstrap section, click the upload link.

— bootstrap

upload & replacment boostrap file.
name

upload

url

7
?E

Browse to your Bootstrap CSS file and click Upload.

The additional section allows you to provide a separate CSS file for other CSS classes used in
MediaSpace that are not part of the standard Bootstrap CSS file. If you want to override any of
these classes, create a separate CSS file and upload it through the upload link in this section

Click Save.
Refresh your MediaSpace site to see the updated style.

Uploading your Own Custom Style

You can create your own custom Bootstrap CSS and upload it via the MediaSpace Administration Area.
You can write a CSS using your favorite CSS editing tool or use own of the many dedicated Bootstrap
tools that generate a standard Bootstrap CSS without the need to do any coding. Refer to the Kaltura
MediaSpace Styling Guide for information on how you can create your own custom CSS file before you
upload it to MediaSpace.

To upload a custom CSS file

1.

w

g

N

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, open the
Cssupload tab.

Under enabled, select Yes.
Click Save. You will not be able to upload a file until the module is enabled.
Under the bootstrap section, click the upload link.

— bootstrap

upload & replacment boostrap file.
name

upload

Browse to your Bootstrap CSS file and click Upload.

The additional section allows you to provide a separate CSS file for other CSS classes used in
MediaSpace that are not part of the standard Bootstrap CSS file. If you want to override any of
these classes, create a separate CSS file and upload it through the upload link in this section

Click Save.
Refresh your MediaSpace site to see the updated style.
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SECTION 7

Setting Email Notifications and Channel
Subscriptions

Email Notifications

NOTE: The “Event Notifications” partner feature must be enabled for the email

N notifications and channel subscriptions feature to work . If your partner does not have
*\\‘1 these features enabled, contact your account manager or project manager for additional

information.

The following table describes the different events that can be configured through the Emailnotifications

module:

Event Name

New Item
Pending
Moderation

Entry
Approved In
Category

Entry Rejected
In Category

Entry Rejected

Entry
Approved

Entry Ready

User was
added to
category as
[role]

User's role was
changed in
category

User was

Category

MediaSpace
Moderation

MediaSpace
Moderation

MediaSpace
Moderation

KMC Moderation

KMC Moderation

Media Encoding

Members Management

Members Management

Members Management

Kaltura MediaSpace Setup Guide

When is it
Triggered?

When a new media is
added to a moderated
channel

When the media is
approved to appear in
the channel

When a submitted
media is rejected

When the uploaded
media was rejected by
the KMC administrator

When a media is
approved to be used in
the partner account

When the encoding of
the media is complete

When the user is
added to a channel

When the role of the
user in a channel is
changed

When the user is

Who will receive the
notification?

Channel moderators

Media owner

Media owner

Media owner

Media owner

Media owner
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Event Name  Category When is it Who will receive the
Triggered? notification?

removed from removed from a

category channel

Entry was Channel Subscription When a new media is Users subscribed to the

added to published to a channel | channel

channel

Comment was | Comments When a new comment | Media owner

added to entry is added to a media

To configure email notifications:

1. On the Configuration Management panel of the Kaltura MediaSpace Administration Area, enable
the Emailnotifications module by selecting “Yes"” for enabled.

2. Click Save.
Configuration Management

Developer Tools Impartant Notice! (click to open)

How to enable "Developer = =g =
Tools™? Emailnotifications
Global

enabled | Yes * | Enable the Emailnotifications module.
Application == T
Client

3. Click on the dedicated page link to access the notifications configuration.

— supportedNotifications

The supported list of notifications. Enable / disable each notification on g dedicated page

— 1

4. Use the dedicated page to enable / disable individual notifications and modify the templates of the
emails that are sent for each notification.

Notification Subject Body

[AppTitle] - New ltem Pending Moderation =~ A new item is pending your approval
[ChannelSettings PendingURLPrefix]

New ltem F'enc!ing Moderation {category_name_encoded)/{category_id} Enable
{Mew_ltem_Pending_Moderation) y [ChannelSettings PendingURL Suffix] y
[AppTitle] - Your Media has been Your media{entry_r!ame} _[AppEntryUrI]{entry_n} has been
Entry Approved In Catagory approved approved to be published in {category_name} Enable
(Entry_Approved_In_Category)
P P

Channel Subscriptions

The Channelsubscription module allows you to configure subscriptions to channels. Users can
subscribe to individual channels and get an email notification each time media is published to the

subscribed channel.
The channel manager is able to define whether members can subscribe to the channel.

To enable the channel subscription option
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1.

On the Configuration Management panel of the Kaltura MediaSpace Administration Area, go to
the Channelsubscription module.

2. Select Yes for enabled and click Save.
Channelsubscription

enabled No

Ak

Enable the Channelsubscription module.

The channel manager can offer the subscription feature when creating or editing the channel
settings by selecting the “Enable subscription to channel”.

Home  Corporate v  Family HR

v  Technology v Webcasts v  Channels

Create a New Channel

Techpubs channel

Black ~ Bold Italic Underline

liil
&
B

Open - All logged in users can view and contribute content (contribution is not allowed for viewer-role users).
Restricted - All logged in users can view content and only channel members can contribute content.
Private - Only channel members can view and contribute content.
Shared Repository - Only channel members can view and contribute content; Content may be published to other channels, according to publishing entitlements.
Public - Anyone can view content (including anonymaous not logged-in users). Only channel members can contribute content according to their publishing entitlements.
Moderate content (Media will not appear in channel until approved by channel manager)
@ Enable comments in channel

@ Enable subscription to channel

4. If Enable Subscription to channel is checked, users can subscribe to the channel from the channel
page (Be certain that the entry was added to channel event is enabled.)

Techpubs channel

@ Open | 0 Media | 1 Members | O Subscribers | &4 Managers v | Appearsin
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SECTION 8

MediaSpace Administration: Actions and
Configurable Fields

This reference section for the Kaltura MediaSpace Administration Area lists:
e The available actions in the User Management panel
e The configurable fields in the Configuration Management panel, which includes Global and

Modules sections.

User Management

To add or modify user information

e In the KMS Admin window select the Manage Users tab.

Action
Add New User

Delete Checked

Submit CSV

Edit User

Delete

Kaltura MediaSpace Setup Guide

Description

Add a new MediaSpace user. Define the following fields:
e UserID

e First Name

e Last Name

e Password

e Role

e (Optional) Email

e (Optional) Extra Data (Additional data about the user)
Delete all selected users.

Note: Exercise caution when you perform this action.

Import a CSV file to add multiple new users. Note that only "End
Users CSV" can be submitted.

"End Users Entitlements CSV", "Categories CSV" or "Entries CSV" must
be submited via the KMC

After you submit the CSV you can track the progress of your import
from Kaltura Management Console (KMC).

In KMC go to Content and click Upload Control. After the import is
processed, refresh this page to view users and edit their properties.

Edit the user fields defined when you added the selected user.

Delete the selected user.
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Backup and Restore

You can create a snapshot of the current site configuration (all modules) as a 'Last Good Configuration'.
This snapshot can be later used in case a configuration restore is needed.
We recommend setting the backup snapshot after the initial setup is completed.

To create or restore a configuration backup

e In the KMS Admin window select Server Tools> Backup Configuration.
e Select one of the following options:

o Save Backup

o Restore Last Backup Configuration

Configuration Management: Global

NOTES:
‘% 1. Some fields are displayed only when you select a specific value for a different field.

2. The group's configurable fields follow the group name.

To modify KMS configuration modules

e In the KMS Admin window select the Manage Configuration tab.

Application

Field Description

instanceld Unique string to identify that installation of MediaSpace. This value
can be set during installation only.

privacyContext String used to be set as privacy context on root category. This value
can be set during installation only.

userRoleProfile Metadata Profile ID for user's role per KMS installation instance

title What is your MediaSpace website title? The website title is displayed
in the browser's title bar and usually is displayed in search engine
results. Page titles consist of the name of the currently loaded media
and the website title. For example, if a page has a video called 'My
Video' and 'MediaSpace' is the website title, the page title is: 'My
Video — MediaSpace

footer What is your MediaSpace footer text? The default is: MediaSpace
video portal by Kaltura

forceIECompatibilityMode Should MediaSpace force IE to use the latest engine when

Compatibility Mode is enabled? By default, if compatibility mode is
enabled, Internet Explorer renders the page with IE7's engine.
Turning on this option forces Internet Explorer to use the latest
rendering engine. For more details, please visit this link.
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Field Description
theme What is the name of your custom MediaSpace theme?
languageConfiguration Choose your instance configuration. Enable either Single Language

Instance or Mutli Language Instance.

languageSelection Choose the languages you want to enable for your users. You can edit
existing languages and add custom languages using the Language
module. See here for the list of supported KMS localization languages.

English - en

Swedish - sv - svenska

Arabic - ar - 4l

French - fr - Francais

Japanese - ja - HAXEE

Danish - da - Danske

Dutch - nl - Nederlands

Portuguese (Brazilian) - pt-br - Portugués
Serbian - sr - cpncku

Korean - ko - &= ¢l

Italian - it - italiano

Catalan - ca - catala

Chinese (traditional) - zh-Hant - IE 825 /% 8gx
Spanish - es - Espafiol

German - de - Deutsch

Chinese (simplified) - zh-Hans - 1 [E
Russian - ru - pycckuii

showlLanguageFlag Select 'Yes' to show the available languages with the flag. Select 'No'
to show the first 2 letters representing the language.

language Choose the default language for a new user. In Kms, when you
change Note: Language files are in /locale/kms/{LANG}/default.po.
See here for the list of supported KMS localization languages.

enableLike Enable the 'Like' feature for entries.

enableWebcam Enable or Disable the Webcam upload.

enableEntryTitles Include the media title in the URL of the media page when browsing
the site and sharing a link to the media.

allowEditPublished Enable editing of published entries

allowDeletePublished Enable deletion of published entries

enableEntryDelete Enable deleting the media from MediaSpace.

enableViews Enable showing number of views per entry.
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MediaSpace Administration: Actions and Configurable Fields

Field
showPageTitles

enableUnlisted

timezone

useUserTimezone

assetConsolidationEnabled
entryAdditionalInfoProfileld
showEmailInUserSuggestions

enableLoadButton

weekStartDay

Auth

Field

demoMode

showLogin

phUser

phPwd
phLoginInstruction
enableMultiAuth

multiAuthWelcome
multiAuthSelect
authmethods
method

friendlyName
helpText

authNAdapter is displayed
when enableMultiauth is set to
NO>

Kaltura MediaSpace Setup Guide

Description
Show page titles

Enable setting entries as unlisted. An unlisted entry can be viewed by
anyone with the link to the entry page. Unlisted media can be
accessed by anyone with a direct link to the media page and will not
be displayed in search results.

Which timezone should MediaSpace use to present times and dates.

Set to 'Yes' to show webcast and scheduling time in the user's time
zone.

Enable assets (js/css) consolidation and minification.
Custom Metadata profile Id for entries additional info.
Show the user's email address in the user suggestions box?

When enabling this configuration, a 'Load More' button will appear in
galleries and channels to allow loading additional entries. This will
replace Endless scrolling mechanism.

Which day starts the week

Description

Enable the demo login mode? After entering any user or password
combination, the user has an admin role

Show login / logout menu on site header.

user ID alternate field placeholder

password alternate field placeholder

login instructions

Enable Multi-Authentication Methods configuration. When set to Yes the
multiAuthWelcome and multiAuthselect Fields are displayed and a section
for each authentication method you choose to configure.

Enter the welcome text to show on the login selection page.

Enter the text to show on login selection page.

Choose an authentication method from the drop-down menu.

Enter the text to show the user on the login selection page, leave empty to
use default .

Enter the ext to show when hovering over the question mark on the login
selection page, leave empty to use default

What is the name of the PHP class for handling authentication? KalturaAuth
enables the built-in User Management system (located at /admin/users).
LdapAuth lets you use your organizational LDAP/AD server to authenticate
users. To use your own custom class, click 'Add custom value' and enter the
custom class name.
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Field

authZAdapter is displayed
when enableMultiauth is set to
NO>

allowAnonymous

anonymousGreeting

sessionLifetime

sslSettings

refreshDetailsOnLogin

refreshRoleOnLogin

IdapServer
host

port

protocol
Protocolversion
basDn
bindMethod

directBind

userDnFormat

emailAttribute

firstNameAttribute

lastNameAttribut

tIsCipherSuite

Description

What is the name of the PHP class for handling authorization? Authorization
determines the user's role. KalturaAuth enables the built-in User Management
system (located at /admin/users). LdapAuth lets you use your organizational
LDAP/AD server to determine roles. To use your own custom class, click 'Add
custom value' and enter the custom class name.

Can users access MediaSpace without logging in? If you select 'yes,'
anonymousRole users can browse the galleries and view videos. For
anonymousRole users, links/buttons for actions that require more advanced
roles are displayed. When an anonymousRole user clicks a link/button that
requires a more advanced role, a login screen is displayed.

What text should be used in the header instead of an actual user name?

How long can a MediaSpace user session last? The value must be greater
than 100 sec in sessionLifetime field.

Select your option for a secure login page (via https).

Select 'Yes' to update the user's details on Kaltura upon login
(recommended).

Select 'Yes' to update the user's role on Kaltura upon login. Select 'No' to
allow KMS admin to override the user's role through Kaltura user
management.

What is the address of your LDAP Server?

What is the port of your LDAP Server?

What protocol does your LDAP server use? (Idap or Idaps)
What is the protocol version of your LDAP server? (V2 or V3)
What is the base DN of your LDAP server?

Which mode of operation is used for authenticating with LDAP? 'Search
before bind' means that the user's DN is discovered by searching the
LDAP/ad server. Direct bind means that the user's DN is constructed
automatically according to the format that you specify under userDnFormat
(displayed below when you select Direct Bind) and no search is performed.

Enter the DN format of the username. Place the @@USERNAME@@ token
where the username should be in the string. For example:
'‘cn=@@USERNAME@@),ou=somegroup,dc=example,dc=com’)

What is the name of the attribute on the user record that contains the user ID?
If you do not want to sync email with Kaltura, do not enter an emailAttribute.

What is the name of the attribute on the user record that contains the user's
first name? If you do not want to sync the first name with Kaltura, do not enter
a firstNameAttribute.

What is the name of the attribute on the user record that contains the user's
last name? If you do not want to sync the last name with Kaltura, do not enter
a lastNameAttribute.

Advanced: control the value of LDAPTLS_CIPHER_SUITE environment
variable. use with extra care!

IdapOptions - Configure the LDAP options for group searches.

groupSearch
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Field
byUser
memberOfAttribute

userSearchQueryPattern

primaryGroupldAttribute

groupsMatchingOrder

Description

Enter the memberOf attribute to use the memberof search filter to map groups
to users. Note: The memberof search filter is not enabled by default on all
LDAP servers.

Enter the pattern for querying the LDAP server to find a user. The
@@USERNAME@@ token will be replaced with the actual user name
provided in the login window.

(Optional) Enter the attribute name for the primary group ID (usually
primaryGroupld). Use this field only to authorize by primary group ID when
you are using AD.

Enter the order in which to match MediaSpace roles to LDAP groups. For
example, if a user belongs to a group that is mapped to the admin role, enter
adminRole before other roles (‘adminRole,viewerRole') to find the admin role
first and log in the user with the adminRole.

IdapGroups -Map your LDAP server groups to MediaSpace roles. The group value should be the value
of the CN part - i.e. 'faculty’, not 'CN=faculty’

adminRole
viewerRole
privateOnlyRole

unmoderatedAdminRole

matchByPrimaryGroupld
SSO

secret
loginUrl

logoutUrl

Enter LDAP group names that match the MediaSpace adminRole.
Enter LDAP group names that match the MediaSpace viewerRole.
Enter LDAP group names that match the MediaSpace privateOnlyRole.

Enter LDAP group names that match the MediaSpace
unmoderatedAdminRole.

Enter a custom secret or enter 'default' to use the Kaltura Admin Secret
associated with your Kaltura account.

What is the URL for the SSO gateway login page? Note: The 'ref parameter is
added automatically.

What is the URL to which a user is redirected after logging out of
MediaSpace? Usually, you enter your organization's login page.

headerAuth - To configure KMS login through Header Authentication fill in the relevant fields in this

section.

headerName
logoutURL

forgotPassword
link

emailSubject

Kaltura MediaSpace Setup Guide

Set the name of the HTTP header that contains the user ID of the
authenticated user.

If 'allowAnonymous' value is set to 'No', you can specify a URL (instead of an
'unauthorized' page) to which the user is redirected when logged out.

The 'link' options are: [1] Empty the value if you do not want a 'Forgot
Password' link to be displayed. [2] Enter an email address preceded by
'mailto:' (without quotes). The user's local email client opens an email with the
subject and body populated with the texts defined in the 'emailSubject' and
‘emailBody' fields. [3] Enter a URL for a page that you define (for example, a
mechanism for reminding users of their login credentials). Note: Do not enter
'true.’

If you enter an email address in the 'link' field, enter the text to populate the
subject field of the email. If you do not want to populate the subject field, enter
an empty string (' ).

90



MediaSpace Administration: Actions and Configurable Fields

emailBody

If you enter an email address in the 'link’ field, enter the text to populate the
body of the email. If you do not want to populate the body, enter an empty
string (' '). For KalturaAuth's User Management send new password feature:
(If authClass is set to KalturaAuth, MediaSpace exposes a user management
system. This system's admin can click on a user's email to open the admin's
local email client to email the new password to the user.)

reminderSubject

Enter the text to populate the subject field of the 'new password' email. If you
do not want to populate the subject field, enter an empty string (' ).

reminderBody

Enter the text to populate the body of the 'new password' email. The password
will be inserted automatically at the end of the body text. If you do not want to
populate the body, enter an empty string (' ).

Categories

rootCategory | Which root category does MediaSpace use for all categories and content? A root

category must be defined in the KMC.

restricted Restrict categories to specific roles. Only users with the specified role can view media in

the restricted category. Only users with adminRole or unmoderatedAdminRole can add
media to the restricted category.

category Select a category to restrict.
roles Select one or more roles that can access the restricted category. Use 'Ctrl' to select
multiple roles.
Channels

entriesPageSize How many entries can be displayed on each channel
page? (The default is 15)

pageSize How many channels can be displayed on each channel
page? (The default is 20.)

pageCount How many page links can be displayed in the channel
pager? (Dots represent page links that are not
displayed.)

pagerType Which kind of paging mechanism should be used in the
channel page?

defaultChannelType Select the default channel type when creating a new
channel.

channelCreatorOpen Select the minimal role that can create Channels.

channelCreatorRestricted

Select the minimal role that can create Restricted
Channels.

channelCreatorPrivate

Select the minimal role that can create Private
Channels.
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Field

channelCreatorSharedRepository

channelCreatorPublic

channelsTermUse

supportPublicChannel

channelsSorting

channelDefaultView

Client

Field

serviceUrl

CDNUrI

SecuredCDNUrl
partnerld

secret

adminSecret
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Description

Select the minimal role that can create Shared
repositories.

Select the minimal role that can create Public Channels

Add channel term of use. Use to configure a policy
message that is displayed to users every time a
channel is created. The configured text is displayed in
the top of the channel creation

Set to yes to support creation of channels that
anonymous users can access. Note that after you
change to 'no' anonymous users won't be able to view
your public channels and the option to create public
channels will be removed from the create channels
page. Note that if you enabled this field then disabled
it, the channels/ type would have to be manually reset
to a new channel type.

Use the drop down to select the channels’ sorting
default. The options are: Media Count, Alphabetical,
Members and Subscribers or Most Recent.

Default view for channel page.

Description

The URL of the service for API calls. Modify the URL if you use the
Kaltura On-Prem Edition.

The CDN regular URL Used for Player and html5lib. Leave empty for
default.

You can change the Kaltura Server CDN URL used by the Kaltura
HTML5 player and player embeds. The default value is
http://cdnapi.kaltura.com. To update your CDN URL, add the URL in
this field.

Note: When configuring a KMS site to HTTPS, also change the CDN
URL to https://cdnapisec.kaltura.com.

The CDN secured URL. Used for Player and html5lib. Leave empty for
default.

Copy your Kaltura account's Partner ID from the Kaltura Management
Console (KMC): KMC->Settings->Integration Settings.

Copy your Kaltura account's user secret from KMC->Settings-
>Integration Settings
(http://www.kaltura.com/index.php/kmc/kmc4#account|integration).
Kaltura MediaSpace uses your user secret to create secure sessions to
access the Kaltura API.

Copy your Kaltura account's administrator secret from KMC->Settings-
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>Integration Settings

(http://www.kaltura.com/index.php/kmc/kmc4#account|integration).
Kaltura MediaSpace uses your administrator secret when you need an
'admin' session, which allows more actions than a user secret session.

verifySSL Set to No, if you want to use SSL with a self-signed certificate.
proxy Configure proxy settings if the HTTP communication from the
MediaSpace server to Kaltura server has to go through a proxy
host roxy server hostname or IP
port Port through which the communication with the proxy is going
through
username OPTIONAL - proxy username if the proxy server requires
authentication
password OPTIONAL - proxy password if the proxy server requires
authentication
type Type of web proxy.
Debug
logLevel Debug level of the KMS Log File (logs/kms.log)
kalturaDebug Enable debug log of requests to the Kaltura API (logs/apidebug.log)
kalturaStats Enable stats log of requests to the Kaltura API (logs/api.log)
Gallery

pageSize How many entries can be displayed on each gallery page? (The default
is 10.)

pageSizeWide How many entries can be displayed on each gallery page in the Wide
gallery view (for example, search results, playlists)? (The default is 24.)

pagerType Which kind of paging mechanism should be used in the gallery page?

sortMediaBy By default, how should media in the gallery be sorted?

globalSearchSortMediaBy By default, how should media in the global search be sorted?

thumbnailRotator

Enable thumbnail image rotation on mouseover in galleries

categoryDefaultView

Default view for categories. You can define optional view modes for
media items inside Galleries. Choose from Collapsed, Expanded or Table
view.

playlistDefaultView

This is the default view for playlist page (gallery-like page) that is linked
from the homepage
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categoryExplicitDateFormat | Explicit date format.

firstTabLoad

Select the tab you want to load first in categories.
The options are:

e Media

e Category moderation

e Channel categories

The 'firstTabLoad' in the category configuration applies after the search
as well.

tableview

Add table view to My Media page.

Header

headerStyle

Which background and matching theme should MediaSpace use for the header?

logoImageUrl

The option to load logo from URL - specify the URL of the logo. If URL is
specified it will be used instead of logolmage (above). Default logo size is
325px wide X 41px high. Note: The width of the logo image affects the amount
of space available for the Header menu. (See menu configuration below.)

logoImageUpload

An uploaded image will be displayed if the logoImageUrl field (above) is blank.
The image will be displayed at its native resolution. Note: the size of the logo
image affects the layout of the page. Default logo size is 325px wide x 41px
high. (Upload does not support IE 11 or earlier.)

logoAltText

The 'logoAltText' options are: [1] If you insert an image file in the 'logoImage'
field, you may enter alternate text for the tag's 'alt' attribute; [2] If you enter
'false' or an empty string in the 'logoImage' field, you must enter text for the

page header.

logoLink

The options for defining the behavior when a user clicks the logo are: [1] Enter
'false’ if you do not want the logo to be clickable; [2] Enter 'home' to display
the home page (displayed when MediaSpace opens); [3] Enter a full URL
(starting with http://) to open a different page in a new browser window/tab.

enableUploadButton

Enable or Disable the 'Add New' button in the site's header

Languages

languageAdminName

Enter the name of the language to be presented in the language drop
down list (for the admin), in Application module, /anguageSelection
and /anguage fields.

languageClientName

Enter the name of the language to be presented in the language drop
down list for the users.
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languageCode

For KAF use only: Select the formal language code to be used to sync
the instance language to the hosting application (LMS,CMS, SBS)
chosen language.

localeFile

Click upload locale. Upload your customized .mo file.In order to
convert your customized .po file to an.mp file you can use some
available tools on the web.

localelcon

Click upload flag.Upload a custom language flag icon to be presented
to the users. The icon should be in
*.jpg;*.jpeg;*.bmp;*.png; *.gif; *.tif; *.tiff; *.ico format and the
dimensions should be 30px X 26px (The application will resize any
given image, however for the best visual result, use these
dimensions). You can also choose from this library of icons:
http://freebiesbug.com/psd-freebies/100-flat-flag-psd-icons/

languageld

For KAF use only: Unique language id for application usage, (not for
KMS admin usage).

For additional information see Localization for KMS/KAF Administrators - How to Change Your Kaltura

Application Language?

Metadata

descriptionRequired

Require users to fill in the 'Description' field when uploading or
editing media?

tagsRequired Require users to fill in the 'Tags' field when uploading or editing
media?

readMoreEnabled Enable/disable read more for entry description - shortening to 500
characters. Notice : channel & category description is always
shortend.

metaDatalnReadMore If enabled metadata is hidden until clicking on 'read more..." works

for all descriptions - entry/channel/category

basicNameFieldHelperText

Tooltip comment for the Name field when uploading or editing an
entry.

basicDescriptionFieldHelperText

Tooltip comment for the Description field when uploading or editing
an entry.

basicTagsFieldHelperText

Tooltip comment for the 7ags field when uploading or editing an
entry.

showDescriptionInTooltipMeta

Choose whether to display field's description as a tooltip

Moderation

‘ reasonSex

‘ Please provide the reasons KMS users can choose for flagging media. (If none are ‘
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Field Description
provided, the default Kaltura reasons will be used)

reasonViolence | Please provide the reasons KMS users can choose for flagging media. (If none are
provided, the default Kaltura reasons will be used)

reasonHarmful Please provide the reasons KMS users can choose for flagging media. (If none are
provided, the default Kaltura reasons will be used)

reasonSpam Please provide the reasons KMS users can choose for flagging media. (If none are
provided, the default Kaltura reasons will be used)

Navigation
Use options in this module to add menus to your MediaSpace header.
Field Description
navigationStyle Vertical - a hidden vertical menu appears on the left in all resolutions,

Horizontal - a horizontal menu appears in desktop resolution and vertical
menu appears in lower resolutions.

includeCategories Select 'No' if you don't want the categories to display in main navigation
and only want PRE and POST items to appear

showSearchBoxInHeader relevant only for horizontal navigation - select 'yes' to show the search box
in the header instead of in the navigation pane.

pre Add items to the beginning of the main menu, before the categories.
MediaSpace displays the items in the order you define here. The first 'pre'
item must be a 'playlist' type.

type Select one of the options: Playlist, My Media, My Playlists, Link, Category,
Entry Id, or Channels Page

name Enter the label for the menu item. The label is displayed in the main
navigation bar.

value Enter the menu item's playlist ID or URL.

sameWindow Select whether link should open in new window (target = _blank) or same

window. Applied only to external links (absolute URLS)

post Add items to the end of the main menu, after the categories. MediaSpace
displays the items in the order you define here.

type Select one of the options: Playlist, My Media, My Playlists, Link, Category,
Entry Id, or Channels Page

name Enter the label for the menu item. The label is displayed in the main
navigation bar.

value Enter the menu item's playlist ID or URL.
Example: Add the Home menu to the header

Configure the options to display the Home Page menu in your KMS header.
To add the Home page link to the header

1. In the “pre” section, select Link from the type dropdown menu.
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Enter an intuitive name for the menu. In this example: Home
Enter “/home” in the value field.

Select Yes for the Home page to open in the same window.
Click Save.

pre

b WN

Add items to the beginning of the main menu, before the categories. MediaSpace displays the items in the order you define hare. The first ‘pre’ item must be a ‘playlist type

=3

Select one of the opfions: Playlist, My Media, My Playlists, Link, Category, Entry Id, or Channels Page

fype Link v
name Home Enter the label for the menu item. The label is displayed in the main navigation bar.
value Thome. Enter the menu item’s playlist ID or URL.

Select whether link should open in new window (target = _blank) or same window. Applied only to external links (absolute
Yes v URLs)

sameWindow

Search all media ®AddNewv & Debbie Zioni v,

\

Video Learning

This video describes how students flund video an engaging learning ool

B 8

Video Leaming - Video Video Leaming - More
Basics Engaging

a o [ o @ o ) 03
[

Video Insights - Social Video Insights - Video Insights - EMEA b -

Features Integration Cuture Video Insights - Analytics

Example: Add the Channels menu to the header

Configure the options to display the channels menu in your KMS header. The Channels menu displays all
available channels. My channels displays only channels that are created by the user.

To set the vertical navigation menu

1. In the “post” section, select Channels Page from the “type” drop down menu.
2. Enter an intuitive name for the menu. In this example: Channels
3. Click Save.

post

Add items to the end of the main menu, afier the categories. MediaSpace displays the items in the order you define here.

‘=3

Select one of the options: Playlist, My Media, My Playlists, Link. Category, Entry Id, or Channels Page

ype Channels Page v

Enter the label for the menu item. The label is displayed in the main navigation bar.
name Channels pley o
undo

+ Add "post”
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Mediaspace Q searcH < ADDNEW & DEBBIE (]

Home Corporate ~ Family HR v Technology ~ Webcasts ~  Channels

My Channels
a |
Sort by Media Count + Wiew Channels | Manags v View All Topics «

Example: Configure a vertical navigation layout menu.

To set the navigation menus

Vertical
1. Set the navigationStyle value to vertical.
2. C(lick Save.

I MediaSpace

My Channels

Horizontal

1. Set the navigationStyle value to vertical.
2. C(lick Save.

MediaSpace

Home Corporate Family HR «~  Technology ~  Webcasts ~  Channels

Player

Kaltura MediaSpace instances are automatically created using the Kaltura v2 Player.

Field Description
playerId What is the player ID (uiConf ID) of the player that plays the embedded
video?
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Field Description

playerBarHeightPixels The height (in pixels) of the player ui which is not part of the actual video (for
example - the bottom bar)

playerVideoRatioPercent The ratio (in percent) of the video inside the player. Standard values: 16:9 = 56.25 ,
4:3=75,16:10=62.5

playerEditld What is the player ID (uiConf ID) of the player that edits entries?

autoPlayOnLoad When MediaSpace loads, should the video that is loaded in the player
begin playing automatically? Notes: (1) Autoplay is triggered when
MediaSpace starts and each time a new page loads, such as when
switching from My Playlists to a gallery page. (2) The player always begins
playing automatically when a user clicks a video in a gallery, regardless of
whether autoPlayOnLoad is enabled.

playback Which Playback method should MediaSpace use? Kaltura Auto' is the
default playback option for a new MediaSpace instance.

MediaSpace administrators can select additional playback options. From
Player > playback, select any of the following options:

e Auto - Kaltura server chooses between HTTP Progressive Download
and Akamai’s HTTP Adaptive Streaming, based on entry duration and
available flavors. Auto gives you the best video delivery and playback
quality for your entry.

e HTTP Progressive Download — Allows you to pause the video
playback and wait for the content to download. Typically used where
viewers have very limited bandwidth and might experience more
buffering than adaptive bitrate.

e HTTP Streaming (HDS) - HTTP streaming based on Adobe
technology. Allows adaptive bitrate so the player can adjust the video
quality on the fly based on network and CPU conditions.

e HTTP Streaming (Akamai HD) — HTTP streaming based on Akamai’s
technology. Allows adaptive bitrate so the player can adjust the video
quality on the fly based on network and CPU conditions, formally called
Akamai HD.

¢ RTMP Streaming — RTMP streaming based on Adobe technology.
Allows adaptive bitrate so the player can adjust the video quality on the
fly based on network and CPU conditions.

e Secure Transport (RTMPE) - RTMP encrypted using Adobe's security
mechanism which wraps the RTMP session in a lighter-weight
encryption layer.

RTMP is not formally supported for MediaSpace based on the Kaltura On-
Prem Edition.

playerModerationlId What is the player ID (uiConf ID) of the player shown in moderation
pages?
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Security
Field Description
allowLoadInIframe Allow MediaSpace to be loaded in Iframe. The default is NO for XFS.
loadThumbnailWithKs The default is set to "no". When enabled, KMS will add a KS (Kaltura
Session, read more here) to any thumbnail URL rendered by it, and
KMS will pass relevant parameters to the player, to comply with the
same requirement.. Switch this field to 'yes' if your account should
apply access control rules on thumbnails (this would have to first be
set up by Kaltura Customer Care. on the Kaltura Server admin
console) and if your access control has KS-restriction
SharedRepositories

The SharedRepositories module allows any member to not only browse the media that is published in the
shared repository, but also use the media to publish to other channels and/or categories. The shared
repository allows education institutions and enterprises to create a shared media location for media that
anyone with access to it has publishing rights to other areas in MediaSpace.
Metadata is composed of the following:

e customDataProfileld

e nested filters

At least one of these must be defined for the Advanced Search form to display in your MediaSpace
instance.

customDataProfileId (schema) - Create a metadata schema, and select it in the KMS admin
sharedRepositories module.

NOTE: The customDataProfileld selected in the sharedRepositories module MUST be
‘% different than the profileld selected in Customdata module.

nested filters - Select "yes" in the KMS admin nestedFilters field, to enable the nested filters appearance
in KMS and to create the nestedFilters category.

Nested Filters (optional)

A shared repository is a special type of channel used in Kaltura MediaSpace and Kaltura Application
Framework (KAF) applications. Nested filters add the ability to filter media from a shared repository when
media is added to a channel/category. Nested filters provide a more efficient/robust way to search within a
shared repository.

The nestedFilters category is automatically generated by MediaSpace or KAF when enabling the
nestedFilters field in KMS or the KAF application.All new instances if Kaltura Mediaspace or KAF include
the Nested Filters category.

To configure the nestedFilters node.

1. In the KMC, select the Content tab and then select the Categories tab.

2. In the left pane, select MediaSpace > Site > nested Filters and then Next.

3. Create all your nested filters under this node. This process is identical to adding categories. You
can add nested filters, using the Add Category button and then select the parent node and add
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the sub nodes. This tree structure will be used as labels on the entry and is very useful when
searching for content that is shared.

For example, under the nestedFilters node, create elementary grades. Select elementary grades

as a parent and then create General Music 4",General Music 5. Under each node you may

provide additional filters to more easily find your content in your shared repositories.

fnires  Moderaton  Playists  syndication

b .
Categories Searcn Categores

Filter by Categories

Al Categories (N Filter) #

Currently, searching for content using nested filters is only available via the Shared Repository Advanced

Search.

D

s3ez1672

43881662

RS

43881622

a3az1612

43481582

43281582

43481452

12572502

12572512

nestedFilters * | | site *| | nestedFilters *| | elementary grades * | General Music 4th *

Name CreatedOn -,

0510815 21:11

0508116 21:10

05108115 21:08

05008116 21:06

050815 21:05

0508116 21:04

0508115 21:02

0508116 20:57

081813 11:10

081813 11:10

‘Cute Kids and Family

kids and family videos and images

(@ cwins L& debbie [® infants L9 girls 1@ z0e 19 shyelle L@ darlee {® oz [® lavie L& schwimmer 1% zioni ]

o3 -

Add Media To Channel

Cancel =+ Publish

Select one or more media items to add to the current category

My Media Family and Fun~

Sort by Most Recent ™ View All Media ~

Field
enabled

amountOfSharedRepositories

termsOfUseLink

nestedFilters
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@ Add New~

twins o

Search for media found in:

d Zoe Dvirand the @ Public GOC

Self explanatory () elementary grades

() General Music 4th

[) Creatiive Expression and
Communication

Critical Analysis and Investigation
Cultural and Historical Context

dad2013 @ Skills and Techniques - Performance

m () General Music 5th

Description

Enable shared repositories.

Upload Control  Bulk Upload Log

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Select Action

Amount of shared repositories to show in the drop down (when

adding media from shared repository).

Enable Terms of Use

Enable nested filters. Configure them as nested categories under

root>site category in the KMC.

(http://kmc.kaltura.com/index.php/kmc/kmc4#content|categories).

101

Drop Folders  (2)

€@ Refresh

Add Category
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customDataProfileld

Choose custom metadata schema for media in the shared repository. All
custom data schemas can be viewed in KMC > Settings > Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account|metadata).

requiredFields

Which custom metadata fields are required before publishing media to a
shared repository? Use custom data system names from KMC > Settings >
Custom Data
(http://www.kaltura.com/index.php/kmc/kmcé4#account|metadata).

dateFormat

What is the format of the date for the date picker (of the shared repository
custom data)?

When nested filters are enabled in the SharedRepositories module, you must set the nested filters
metadata (in the Edit entry page) on the entry to contribute to the shared repository. The list of nested
filters is taken from the nested filters defined in the KMC category tree. For more information about
nested filters, see How to Use Nested Filters.

Widgets
ksuld What is the uiConf ID of the Kaltura Simple Uploader (KSU)? MediaSpace uses KSU to
upload videos, images, and audio files.
krecordld What is the uiConf ID of the kRecord widget? MediaSpace uses kRecord to record
and upload video from a webcam.
rtmpUrl What is the URL of your RTMP Server? The URL is required for Webcam recording.

krecordDefaults | Configure recording details. Select Yes, fo expose additional fields to configure the
webcam widget quality.

emailErrors Enable sending emails in case of errors.

keaPlayerld What is the uiConf ID of the player used by Kaltura Video Editing Tools? leave this
field empty to use default.

Search
Fed  Deseripton
entriesPageSize How many entries to show in search results.
inVideoPageSize How many in-entry search results to show.
instantSearch Select Yes for search results to render instantly. Select No for search
results to display after pressing Enter (does not apply to KMS header
search).
eSearch Configuration only available when v2UI is enabled.
tags Search in entry Tags
Owner Search in entry Owners
Refld Search in the entry Reference ID
customdata Add the option to search custom metadata. See the Customdata module
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Field
kwebcast

mediaCollaboration
pageSize

KeepHeaderSearch Open

SearchContext

MediaCollaboration

Description
configuration.

Add the options to search in kwebcast fields. See the Kwebcast
Module.

See the MediaCollaboration Module.
Display the number of entries to show in the page.

Choose Yes to keep the global search bar open and stretched in the
KMS Header in the web view. Please note that if turned on, the search
bar will cover any Header Menu items. (fields in the Headermenu
Module where linkLocation=Header)

How are search suggestions shared between KMS instances.

To add a user as Co-editors, Co-publishers or Webcasting Moderators, the user must log in to KMS/KAF

prior to using this feature.

Enable this module to change the media owner and edit Co-editors, Co-publishers and Webcasting

Moderators.

Field

mediaCollaborationEnabled

changeOwnerEnabled

allowGroupsCollaboration

Description

Enable MediaCollaboration module.

This field is available when the MediaCollaboration Module is
enabled. The change owner feature has a special configuration for
the Co-editor/Co-publisher or Webcasting Moderator and can be
set to enable or disable the Co-editor, Co-publisher, or Webcasting
Moderator without any dependencies.

Allow groups support in ‘Media Collaboration’ features

collaborationEnabledInUploadForm | Enable the option to add collaborators (co-editors and co-

publishers) in the upload media form.

Q NOTE: If configuration is set to 'no’ after it was set to 'yes' and in the interim, entries were
«%} added with co-editors and co-publishers, all co-editors and co-publishers will lose their
ability to view, edit or publish those entries.

PlaylistPage

Module info: Use this module to generate a player ID or enter the playlist player ID.

Field

Description

playerld

The playerld field is initially empty and the
following message is displayed: "Create a
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Playlist player ID (uiConf ID) for playlists
dedicated view page".

Click Create to generate the player ID for the
playlist player.

playlistPluginType Use to choose the look of playlist page. ‘on
page’ displays a unique application playlist page.
‘in player’ displays the default player’s studio
playlist look.

Configuration Management: Modules

= | NOTES:
1. Some fields are displayed only when you select a specific value for a different field.
2. Field group names are in bold. The group's configurable fields follow the group name.

Accessibility
enabled Enable the Accessibility module.

showContrastButton | Show a button that allows users to toggle contrast on site pages.

Addcontent

‘ enabled Enable the Addcontent module.

Addtoplaylists

enabled Enable the Addtoplaylists module.

allowCreation Allow users to create new playlists from the 'Add to Playlists' module?

Attachments

Enable this module to:
e allow media owners to attach files of any type to their media,
e enable media viewers to download the file before, during or after viewing.

enabled Enable the Attachments module.

showOnlyAttachmentType | Enabling this will cause transcript files (created by APIs for example) to not
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show in the attachments tab.

allowAnonymous Enabling this will allow anonymous users to view and download
attachments.
Captions
enabled Enable the Captions module.
thumbnailRotator Enable thumbnail image rotation on mouse over in captions search
results
entriesPageSize How many entries are displayed as captions search results on each

page? (The default is 10)

captionsPageSize How many caption lines are displayed for each entry in search results?
(The default is 5)

allowToggleDisplayOnPlayer Select "Yes" to allow the user to decide whether to display the caption
on the player.

allowEditCaptions Select "Yes" to enable the Caption Editor button in the Captions tab.

Capturespace

% NOTE: The CaptureSpacelite module replaces the Screencapture module.

enabled Enable the Capturespace module.

FTP - CaptureSpace SFTP drop folder — The relevant fields for FTP are indicated in italics and
are for CaptureSpace Full clients version 4.44 and before

server CaptureSpace SFTP server

path CaptureSpace SFTP server path

user User name of CaptureSpace SFTP drop folder

password Password of CaptureSpace SFTP drop folder

AddNewLabel Label for the 'Add New' menu item.

AddNewLabellite CaptureSpace is currently enabled for this environment. This setting
is not relevant for your environment.

Allow DownloadingClient Allow end users to download the personal capture recording agent
from KMS.

allowedRoles Who can create Lecture Captures? if a role is selected, any role

above it will also be able to create Lecture Captures.
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entryURL What URL to show the user after the captured media is uploaded.
Leave blank for KMS base URL

recordingLimit Sets max recording length for CaptureSpace recordings in minutes.

For additional information on Capturespacelite administration , see the Kaltura CaptureSpace -
Administrator's Guide in the Kaltura Knowledge Center.

Channel Playlists

There are three admin modules used to configure the Channel Playlists:

e Channelplaylists
o PlaylistPage Module
o Embedplaylist

ChannelPlaylists Module

enabled Enable the ChannelPlaylists module

channelPlaylistsTabName The title of the tab which will be added to the channel (Media Gallery)
and will be presented first.

entriesSource Add media to the playlist from the cahnnel gallery itself, from My
Media or from all entitled areas in the site.

From this page you can:
e Enable the Channel Playlists feature
e Rename the Channel Playlists tab's name

Enabling Channel Playlists

By default, Channel Playlists are not activated and the menu items are not visible to users.
To enable Channel Playlists:

1. From the Channelplaylists page change the setting in the enabled field from No to Yes.
2. Click Save to apply the changes.

Renaming the Playlists Tab

Admin users can rename the Playlists tab that appears in the Edit Channels page:
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Edit Test 4 Docs

Details Members] Playlists /
2 Playlists
K Search playlists _ Cancel
Title Type Description Entries Copy Embed
+ Test Manual 2 Fx Embed
% Playlist1 Manual This playlist. .. 4 3 Embed

To rename the Playlists tab:

1. From the Channelplaylists page change the setting in the channelPlaylistsTab Name field from
Playlists to any value you want.

2. C(lick Save to apply the changes.

Chapters

= NOTE: The minimum player version required for this module to work is v2.26.

The Chapters module is mandatory for the Kaltura CaptureSpace module but can also
work independently, without it.

enabled Enable the Chapters module.

enableFullDeck Enables the ability to upload a document / presentation file as slides.

Cielo24/REACH

cielo24- searchable captions™ and Kaltura have partnered to provide Kaltura clients with full caption,
index and transcription services.

userName The username of your cielo24

account.

This is provided
directly from cielo24 or
provisioned through
“auto-provisioning”. If
you do not have a
username or password,
please reach out to
your Kaltura rep or
cielo24 at
sales@cielo24.com.

password

The password of your cielo24
account.

This will be provided
along with the cielo24
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apiKey API Key for secure (instead of
password)

serverUrl cielo24 Server URL.

logo cielo24 Logo

orderCaptionScreenTex | Display info text on Order
t Caption screen.

Select User Roles to set who is
able to request captions.

AllowOrdering

allowOrderingSpeakerN | Select User Roles to enable
ame adding speaker identification

requireRequestsAuthori If enabled, caption requests must

zation be approved before processing.
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username. If you are
using an apiKey, you
do not require a
password. Please see
userName description
for details around
procuring a password.

This is used as an
alternative to the
password (above).
Also provided by
cielo24.

https://api.cielo24.com | https://api.ci
elo24.com

Show
Hide

Hide or show the
cielo24 logo on Order
Captions screen.

There is a 100-
character limit. This
feature can be used to
communicate simple
messages to users on
the order captions
panel, typically
instructive or
descriptive.

Users who are logged
in with an enabled
permission role, will
have the “Order
Captions” button
available.

Users who are logged
in with an enabled
permission role, will to
add Speaker name
identification to caption
order requests

Yes
No

Captions submissions
are not sent into
moderation prior to
processing. The
request will require
“Approval” or
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“Rejection” from an
administrator role.
While approving the
request, the moderator
also has the capability
to adjust request
parameters for fidelity
and turnaround time
prior to approving.

requireAuthMechanical |If enabled, mechanical caption If disabled and

Fidelity requests must be approved requireRequestsAuthori
before processing begins. zation is enabled,
mechanical caption
requests will be Y
es
processed
automatically without |No
approval.
allowAuthorize Users enabled will be able to This setting is tied
authorize and delete caption directly to
requests. requireRequestsAuthori
zation and

requireAuthMechanical
Fidelity configurations.

allowEdit Users enabled will be able to edit |For permitted User
completed caption using the Roles ‘edit captions’
Customer Edit Tool. will be available from

the *Actions’ drop down
of the media entry.
Please find instructions
for using the customer
edit tool here.

allowView Users enabled will be able to For permitted User
view all caption requests for an  |Roles ‘view captions’
entry. will be available from

the ‘Actions’ drop down
of the media entry.

language Language set will be default
language for all caption requests.

languageOverride Select User Roles enabled to This provides the
adjust the source language of ability for users to
caption requests. select native foreign

language processing
i.e. (Spanish audio into
Spanish
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captions/transcripts)

additionalLanguage Select User Roles enabled to cielo24 supports
request foreign language English into 15
translation when ordering supported languages,
captions. as well any of the

listed languages into
English. Custom
translation will need to
be requested directly
from cielo24 by
contacting
support@cielo24.com.
Translation requests
will automatically
perform native
transcription first, and
then translation from
native transcription to
requested language.
For example, if
‘Request Foreign
Language Translation’
is enabled and you
select a language to
translate (e.g. Source
Media Language =
English and Target
Translation Language
= Hebrew) the request
will process in two
parts automatically A)
Native Transcription
(return English
captions) B) Foreign
Translation (return
Hebrew captions).

fidelity Set value is default fidelity for Choose the default Professional
caption requests accuracy options (99%)
(Professional, .
. . Premium (94
Premium, Mechanical) t0 96%)
Mechanical

(70 to 80%)

fidelityOverride Select User Roles enabled to Allows users to select
change the requested fidelity of |the various accuracy
caption requests. options (Professional,

Premium, Mechanical)

fidelityChoices Enabled options will be available |Configures the fidelity |Professional
fidelity choices when ordering options permitted (99%)
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captions

Default value for turnaround time
of caption requests

turnaroundTime

turnaroundTimeChoice Enabled options will be available
S turnaround time choices when
ordering captions

turnaroundTimeOverrid | Select User Roles enabled to
e choose turnaround time value
when ordering captions

format File format of returned caption

file to KMC

showMediaDataAsTags |Allow media data to appear as
tags on entries that have been
processed

Kaltura MediaSpace Setup Guide

users are able to
choose from when
selecting accuracy
levels.

Choose the default
turnaround time for
English transcription
requests.

Configures the
turnaround options
permitted users are
able to choose from
when changing
processing times.

Allows users to select

the various turnaround

options (24 hours, 48
hours, 7 days, etc.)

Default is DFXP.

cielo24 provides media
data (keywords, topic,

entities, speaker
names, etc.) about a
given media file. By
enabling this setting
these outputs are
displayed at Tags.

Premium (94
to 96%)

Mechanical
(70 to 80%)

Standard (7
days)

Standard
(48 hours)

Priority (24
hours)

Critical (6
hours)

Critical (3
hours)

Custom

Standard (7
days)

Standard
(48 hours)

Priority (24
hours)

Critical (6
hours)

Critical (3
hours)

Custom

DFXP
SRT
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progressiveReturn Select User Roles enabled to set
progressive return

progressiveReturnDefa |If enabled progressive return will
ult be turned on my default

allowNotes Select User Roles enabled to add
special notes to transcriptionists
when ordering captions for a
specific entry

glossary This text will be shown as notes
to transcriptionists for ALL
caption requests from your
account

cielo24Profileld Custom metadata profile ID for
cielo24

Progressive return is
the interim delivery of
all three fidelities
(accuracies) cielo24
provides. Media will
initially be processed at
the Machine output
and data will be
populated within
Mechanical SLA,
followed by the
Premium fidelity,
ending in the
Professional quality.

Videos selected at Yes
Professional fidelity will No
be processed with
Progressive Return
(see progressiveReturn
description) workflow
by default.

Notes serve as a
resource for cielo24’s
transcription team to
aid with difficult
technical terminology,
domain information,
and names.

Glossaries can be
added on an account
level to provide a
rolodex of terminology,
genres, names, etc to
cielo24’s transcription
team.

This will be set
automatically when
the plugin is enabled.

For additional information about Cielo24/REACH, see the Kaltura REACH Administrator's Guide on the

Knowledge Center.

Clipper

The Clipper module has been deprecated. See the Editor Module for information about clipping and

trimming media.
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Comments

enabled

Enable the Comments module.

channelCommentsProfileld

Custom Metadata profile Id for channels

entryCommentsProfileld

Custom Metadata profile Id for entries

entryCommentsCountProfileId

Custom Metadata profile Id for entry comments count

commentsAllowed

Who can add comments?

pageSize Number of comments to display

sort Sort comments by newest or oldest first?

sortReplies Sort replies by newest or oldest first?

allowClose Allow content owners to disable/close comments for particular

entries

showInGalleries

Enable/disable showing of comments for entries in the gallery
page

showInChannels Enable/disable showing of comments for entries in the channels
page
showInChannelsOnly Show comments on media entries to users only in the context of

a channel. In this case, users will not be able to see media
comments if browsing to the media from search results, my
media or any other context that doesn't include the context of
the channel. To enable this feature, from the KMS Admin >
Comments set showInChannelsOnly to Yes.

showAddTimedCommentsCheckbox

Show Add comment at mm:ss checkbox.

showPrivateCommentsConfig

Show configuration for setting private comments per
gallery/channel

Contentpolicy

enabled

Enable the Contentpolicy module.

contentPolicyText

Content policy for my media entries and channels. Use [b]foo[/b] - for bold,
[i[foo[/i] - for italic. Full list here.

Cssupload

Upload CSS files to your KMS site.

‘ enabled

‘ Enable the Cssupload module.
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upload bootstrap Upload an alternative bootstrap.min.css file to the one in use by KMS.
Only useable for Bootstrap based themes.

upload additional Upload an additional css file to KMS to include additional classes not
defined as part of the standard Bootstrap CSS file

Customdata
enabled Enable the Customdata module.
profileld What is the ID of the custom metadata? Copy the custom data
schema ID from KMC > Settings > Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account| metadata).
dateFormat What is the format of the date for the datepicker
requiredFields Which custom data fields are required when uploading or editing
media? Use custom data System Names from KMC > Settings >
Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account|metadata).
privateFields Which custom data fields are not displayed in MediaSpace? Use
custom data system names from KMC > Settings > Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account|metadata).
Note: Private custom data fields are not hidden when the media
owner accesses the media from My Media.
hiddenFiltersFields Which custom data fields will not be available as a search filters.
Check the fields you want to exclude in your search.
showInSearchResults Allow custom data to be searchable
Customfavicon

MediaSpace Administrators can set a custom favicon, which is a small, iconic image that represents your
website. Favicons are most often found in the address bar of your web browser, but they can also be
used in lists of bookmarks in web browsers and feed aggregators. The KMS Admin can upload an image
file through the faviconName field in this module. Supported file formats are PNG, GIF, and JPG. It is
recommended that the image be a square and no larger than 32 x 32...

enabled Enable the Customfavicon module.

faviconName Click Upload and select an image file.

favviconURL Click Reset to reset to the default file.
Disclaimer
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MediaSpace administrators can enforce the Terms of Agreement text and checkbox for end-users to
review and/or accept before uploading or publishing content.

Field
enabled
disclaimerProfileld

disclaimerField

disclaimerText

agreeText

displayArea

agreeRequired

Downloadmedia

Description
Enable the Disclaimer module.
The disclaimer custom data profile id.

Which custom data field is required to be checked when uploading or
publishing media®.

Text to show when explaining user the reason for this checkbox.

The text to display next to the checkbox that the user accepts the
terms of agreements.

Before Upload - Terms of agreement are displayed to the user before
they can contribute content. Only after the user agrees, the upload,
and other buttons are displayed. After checking the box, the button
(or other option to upload) is enabled and the checkbox is disabled so
it cannot be unchecked.

Before Publish - Terms of agreement are presented as part of
metadata in the upload screen and in the edit media screen. The
checkbox can be configured as a required field preventing the user
from publishing media if the checkbox is not selected (This is the
same behavior as when required metadata is not completed). After
terms are agreed to by the user (The checkbox is selected and saved)
the field turns into view only and select cannot be unchecked,

This is relevant only if selected to show before publish. In this case
the module displays the text of the terms of agreement and does not
display a checkbox for the user to select.

Enable this module to configure downloadable versions of the media for viewers to download from the

media page.

Field
enabled
downloadRoles

downloadFlavors
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Description
Enable the Downloadmedia module.
Select one or more roles that can use the Downloadmedia module.

Click Add Download Flavors to configure the flavors that will be visible
to the media owner to choose from. You, the admin, choose as many
flavors as you want from the list of the transcoding profiles, as they
appear in the KMC. You then can name the flavors as they should be
displayed to the media owner. If no name is given, the flavor default
name in Kaltura is used as the default name.. The final list that is
displayed to the media owner includes the list that was chosen by the
admin, the flavors that are actually set (in the KMC) for this KMS
instance and all other available flavors on the specific entry. It is
advised that the KMS admin will verify with KMC admin what flavors
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Field Description
are checked for the account beforehand.

Example of Downloadmedia Configuration

downloadFlavors
il DELETE

flavorid SD/Small - WEB/MBL ~

Select a flavor which will be available 1o be downloaded via the native app

e mobile

Enter the label for the flavor

B oeere

flavorid

Basic/Small - WEB/ME v

Select a flavor which will be available to be downloaded via the native app

— small

Enter the label for the flavor

¥ oeiere

Revord SD/Large - WEB/MBL ¥

Select a flavor which will be available to be downloaded via the native app

Editor

The Editor Module is used to enable the Kaltura Video Editing Tools. To enable and configure interactive
video quizzes through the Editing Tools configure the Quiz module.

To configure Hotspots for you video through the Kaltura Editing Tools, enable the Hotspots module.
The Kaltura Video Editing Tools will be replacing the previous Clip button and Trim tab.

The KMS/KAF Editor Module attributes replace the KMS and KAF Clipper Module attributes and
consolidate the keaPlayerld value from the KMS Widgets Module.

The Editor Module is enabled for all new users. For existing users, the Editor Module is configured as per
their current Clipper Module configuration.

When the "Editor" Module is accessed from the KMS/KAF admin for the first time (before saving the
configuration), the following parameter’s values are copied from the Clipper Module to the Editor Module:
e showClipAttribution - Should a clipped entry page contain an attribution to the original entry.

e clipperprofileID- What is the uiConf ID of the Clipper App.
e Clipper Module - enabled Yes or No.
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Field

Enabled

enableClipping

enableTrimming

showClipAttribution

clipperProfileld

keaPlayerld

keaDocumentationURL

keaPreviewPlayerld

keaCustomCss

Kaltura MediaSpace Setup Guide

Description

Enable the Editor module.

Should users be allowed to use the editor to clip entries? The values from
the KMS/KAF Clipper module are consolidated into the Kaltura Video
Editing Tools and not configured in the Editor module.

If set to No, the “Save a Copy” option will be disabled in KEdit.

Should users be allowed to use the editor to trim entries?
If set to No, the “Save” option will be disabled in the Kaltura Video Editing
Tools.

Should a clipped entry page contain an attribution to the original entry?
If set to Yes, then Clipped media will contain a “Created from...” attribute

Clip of Aqua Life and Beyond

From 17 Minutes ago 5< Created from Aqua Life Original Media

Metadata profile ID for clipping permissions. Allows media owners and co-
editors to decide whether the media can be clipped by other users.

Details  Options  Attachments ~ Captions ~ Thumbnails ~ Downloads  Timeline  Trim Video

Clipping: Enable everyone to create clips from this video

Comments: (] Disable comments for this media

[7J Close discussion {do not allow new comments)

What is the player ID of the player used in Kaltura Video Editing Tools?
Leave empty to use the default. Leave this field empty to use the default.

What is the link to the custom Kaltura Video Editing Tools documentation.
Leave empty to use the default.

What is the player ID of the preview player used in Kaltura Video Editing
Tools? Leave empty to use the default.

Use to upload a new custom language CSS file for the Kaltura Video
Editing Tools interface.
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Field Description

downloadLocales Download a zip file which contains all texts for all built-in locales. These
can be used to create custom languages.

uploadCustomLanguage

languageCode Select the language code. Note that the selected language code should
match an existing localized version of the application.

localeFile Upload your customized .json file.

Emailnotifications

Click on the dedicated page link in this screen to get to the page where you can enable the different email
notification events and define the email templates for each. See the section on Setting Email Notifications
and Channel Subscriptions for more information.

Field Description
enabled Enable the Emailnotifications module.
Embed
Field Description
enabled Enable the Embed module.
secureEmbed Use secure embed. MediaSpace entitlements are enforced on media

that is embedded in external sites. When embedding restricted or
private media to your sites and blogs, you will be prompted to
authenticate (if not already authenticated). If a user is authorized to
watch the media according to the entitlements defined in MediaSpace,
the media will play. Otherwise, a message will be displayed that they
are not authorized to watch the media.

When secure Embed is For additional information about this feature, see the article:
enabled the following fields (in | Enhanced Settings for Secure Embed in KMS/KAF.
italics) are displayed

autoRedirect Select True to automatically-redirect the user to the SSO login page in
case the user is not authenticated with MediaSpace (If the user is
globally authenticated, they will be auto-authenticated by MediaSpace
then redirected back to the page with the video). Select False to
display a message to the user so that the user can manually select
when/whether to re-authenticate.

autoRedirectIframe When autoRedirectIframe is disabled (default), the redirect for
authentication will use the top browser window. When
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Field

autoRedirectIframe

autoRedirectMessageHTML

notAuthenticatedHTML

notAuthorizedHTML

noCategoryEmbedAccessHTML

noCategoryPlayAccessHTML

overrideCSSURL

categoryLevelEmbed

requireCategoryContext

showMediaURL
emailShare

allowEmbedIframeShare

embedResponsiveness

embedAllowed
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Description
autoRedirectIframe is enabled, the redirect will occur in the iframe

When autoRedirectIframe is disabled (default), the redirect for
authentication will use the top browser window. When
autoRedirectIframe is enabled, the redirect will occur in the iframe.

HTML text to display while the user is auto redirected to the login
page.

HTML text (may include links) to display inside the iFrame if
autoRedirect is set to False

HTML text (may include links) to display inside the iFrame in case
Kaltura Entitlement authorization fails

HTML text (may include links) to display inside the Embed tab of an
entry page accessed not via a category/channel/gallery, when
requireCategoryContext=Yes

HTML text (may include links) to display inside the iFrame, in case
category-level embed grab and play are disabled for the
category/gallery from where embed was originally grabbed, and/or
when requireCategoryContext=Yes and a (legacy) secured embed is
missing a category context.

URL to an alternate CSS, to allow a customer to customize the iFrame
design to fit corporate style guide

Allow KMS category/channel (or KAF course gallery) managers to
prevent grabbing and playing embed content from a specific category.
Depends on CategoryEmbed/ChannelEmbed modules. For more
information see here.

Set to Yes, in conjunction with categoryLevelEmbed=Yes, to make
sure embeds are only grabbed from category/gallery contexts.
Grabbing an embed from a regular (context-less) entry page will not
be allowed. NOTE: Setting this to Yes will cause secured embeds that
lack a category context to stop authorizing playback

Show link to media page.
Sharing by email

Allow/Restrict sharing using 'iframe'. This configuration is only
supported for non v2 supported players

Enable/Disable 'Responsive Sizing' option in the embed view.

Use 'Ctrl' to select multiple roles.
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Field

embedSkins

name
imgFile
uiConfld
embedSizes

large
medium

small

Embedplaylist

Description

embedAllowed [J owner Only
| Co-Editor
L Co-Publisher
L anonymousRole
¥ viewerRole
I privateOnlyRole
¥ adminRole
I# unmoderatedAdminRole

Select one or more roles that can use the Embed module.

Define skins that can be used for embedded players.

What is the name of the skin? The skin name is displayed when the
user selects an embed skin.

What is the relative path to the image file on the server? The image
file represents how the skin looks.

What is the numerical value of the player ID to use in the embed
code?

Define sizes that can be used for embedded players. Define the player
size in the following format: {width}x{height}

608x402
400x285
304x231

You can set the playlist embed to be secure (similar to entry secure embed). MediaSpace entitlements are
enforced on a playlist that is embedded in external sites. When embedding a playlist to your sites and
blogs, you will be prompted to authenticate (if not already authenticated). If a user is authorized to watch
the media according to the entitlements defined in MediaSpace, the media will play. Otherwise, a
message is displayed indicating that the user is not authorized to watch the media. If the playlist
secureEmbed feature is not enabled, only public media is viewable in the playlist, However, when the
playlist secureEmbed is enabled, you will be required to login (to display the additional media aside from
the public media of the playlist). Playlist secureEmbed cannot work when anonymous MediaSpace is

enabled.

Field
enabled
secureEmbed

playlistEmbedAllowed

embedSizes

horizontal
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Description
Enable the Embedplaylist module.
Use secure embed.

Select one or more roles that can use the Embedplaylist module. Use
'Ctrl' to select multiple roles.

Define sizes that can be used for embedded playlists.
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Field Description

vertical

embedv2support Set to define V2 players for playlists embed wherever they are -
Channel Playlist and My Playlist (only if embedV2SupportMyPlaylist =
Yes).

Use this option to allow a non-flash player (V2) for a playlist embed
that is grabbed from "My Playlists.

You can choose not to enable a V2 player for these embeds and no
change will be forced.

Embedv2supportMyPlaylist

embedSkins Define skins that can be used for embedded playlists.
light_horizontal

dark_horizontal

light_vertical

dark_vertical

embedV2 Set to Define V2 players for playlists embed wherever they are —
Channel Playlist and My Playlist (only if embedV2SupportMyPlaylist =
Yes)

V2_dark_horizontal
V2_dark_vertical

From this page you can:

e Enable the Embed Feature

e Enforce authentication by activating the SecureEmbed option that will force users to login to view
the media.

e Define who (what Role) will be able to use the Embed feature by choosing one of the options in
the PlaylistEmbedAllowed.

e Direct users to the SSO Login page by setting the value of autoRedirect to Yes.

e Define if the redirect for authentication will be in the top of the browser window (for global
authentication) or in an iFrame.

e Create your own redirect message in autoRedirectMessageHTML.

e Define the HTML text (may include links) to display inside the iFrame in case a user is only
allowed to a subset of the playlist content due to entitlements with authorizedForSubsetHTML.

e Define the HTML text (may include links) to display inside the iFrame if autoRedirect is set to
False with notAuthenticatedHTML.

o Define the HTML text (may include links) to display inside the iFrame in case Kaltura Entitlement
authorization fails with notAuthorizedHTML.

e Specify the URL to an alternate CSS, to allow a customer to customize the iFrame design to fit
corporate style guide with overrideCSSURL.

e View skin colors and positions, V2 player types and player sizes.

Entrydesign

The display for Kaltura MediaSpace entries can be customized. Each entry can have its own look and feel
based on the administrator's configuration settings as well as the content owner's settings. The
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Entrydesign Module is used to change the elements of the UI for a specific entry and provides a great
amount of flexibility to change and customize the display of your content. For more information see
Customizing the Media Entry Display for Kaltura MediaSpace Entries.

Field
enabled

entryDesignRole

players
+Add “Players”
playerDisplayName

playerld

entryType

allowedElements

allowCSS

allowLogoChange

Facebook

Description

Enable the Entrydesign module.

Roles or specific users that are allowed to design entries.

Fill in the player ID and the player display name you want to allow users
to use in the entry page. If left blank, the site’s default player is used.

Enter the Player Display Name.

Enter the Player ID.

Select an entry type from the drop-down menu.

Which elements should be customizable in the entry page display.

Header
Header logo
Sidebar

Entry properties
Entry tabs

¥ Comments

¥ Footer

ALV YELY

Set to yes to allow the entry owner to use CSS to change the look and
feel of the page.

Set to yes to allow the entry owner to set a new logo for KMS when
viewing the entry.

Add the open-graph metadata to the view media page to support embedding videos in a Facebook feed
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by simply copy and pasting the URL of the media page.

To use this feature ‘allowAnonymous’ in ‘auth” module must be enabled as well and 'Default Entitlement
Enforcement' on the partner should be disabled

= | NOTE: The Facebook module player (embed media directly into a Facebook feed) now
uses a default non-flash player (V2).

enabled Enable the Facebook module.

fPlayerld What is the player ID (uiConf ID) of the player that plays videos on
Facebook?

useHighestQuality Use the best quality flavor that can be played in Facebook.

Headermenu

enabled Enable the Headermenu module.

menu Define the items that are displayed on the top right in the header
menu.

type Type can be My Media, My Playlists, URL, Menu, or My Channels.

label For a URL, enter the URL label. For a Menu, enter the label.

link Enter a URL. A URL that starts with http:// opens in a new window.

items A menu item consists of a label (text) and a link (URL).

sameWindow Select whether link should open in new window (target = _blank) or
same window. Applied only to external links (absolute URLS)

linkLoaction Choose the location of where each added link will appear. Added links
can be displayed in the header itself (as they did before) or in the
user drop down menu that is part of the header (for example, "My
Media”, "My Playlists, etc.). To define the location of your menu items
of type URL, configure the linkLocation for each menu of type URL.

History

For more information about the History Module configuration see

enabled Enable the History module.

resumePlayback Enable the "Resume Playback" feature. This feature will enable an
indicator bar below the thumbnail of videos, showing the progress of
the user in it.

resumeplaybackOptions
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Field

videoEndPercent
videoEndSeconds

barColorBackground
barColorDone

emptyHistory
deleteAllText

showUnlisted
supportSecureEmbed

addToHistoryTrigger

dateFormat

Home

Description

Reaching this percentage of the video or higher will count as *finished
watching’ the video

Reaching this amount of seconds before the end of the video or lower
will count as *finished watching’ the video

The color of the progress bar background
The color of the finished progress bar

Fill in the message the users will see when reaching an empty History
page.

Fill in the message the users will see when clicking on the clear all
history button.

Show/hide 'unlisted' entries from the users history.

Allow videos in a secure embed to be added to the user’s history.

Choose the way videos are added to the user’s history. Play - videos
will be added with a play click. View - videos will be added by landing
on the video page. (Entries of type image will always be triggered by
view event)

Date format. Only j, d, D, I, n, m, M, F, y, Y format characters are
supported due to datepicker widget limitations

Use this module to configure your MediaSpace home page/landing page.

Field

enabled
thumbnailRotator
carouselEnabled
carouselInterval
carouselStyle

carousel

type

carouselBg
playlistld

lists

type
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Description

Enable the Home module.

Enable thumbnail image rotation on mouseover in homepage
Show the carousel

interval (in miliseconds) between carousel transitions

Select carousel style

Select content for the Carousel:

Most Recent, Most Viewed, Most Liked, Most Commented or Custom
Playlist

carousel background color
Enter a custom playlist ID

To add playlists to your home page. You can use playlists that have
been configured in the KMC.

Select content for the list:

Most Recent, Most Viewed, Most Liked, Most Commented or Custom
Playlist
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Name Enter the list name to display.

Choose “custom” to enter a KMC playlistid

Example: Configure the carousel display

To configure the carousel display

1. Select an option from “type” drop down menu.
2. Click Save.

carousel

Define carousel options

Select content for the Carousel

Most Recent - All publi v

Most Recent - All published videos in channel or categories by creation date
fed videos in channel o categories by number of plays

Most Liked - All published videos in channel or categories by number of likes
Most Commented - All published videos in channel or categories by number of comments|

Custom Playlist

To add a custom playlist

1. Select Custom Playlist from the Type drop down menu.
2. Enter the playlistld. The playlistld can be obtained from the KMC.
3. Click Save.

— lists

Dafine lists oplions.
S DELETE

type

name

playlistid L—J Enter custom playistid

+ Add "lists"

(5]

Hotspots

Enabled Enable the Hotspots Module. Yes/No
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Importchannel

Channel/Media Gallery Managers have the ability to import content from other Channels/Media Galleries

they manage.

Field

enabled

Kmsapi

Description

Enable the Importchannel module.

Use this module to enable the KMS Go application on your mobile device.

For more information about the KMS Go mobile app, see the articles about Kaltura MediaSpace Go (KMS

Go) on the Knowledge Center.
Field

enabled
I0SAppld

iOSBundleld

AndroidAppld

deepLinkSubDomain
storeAppName

appStoreAppld

storeAppLogoUrl

Home Playlists

DELETE or +Add Home_Playlists

type
name

channelld
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Description
Enable the Kmsapi module.

The Apple Application ID that will be used when smart banners on
iOS Safari will be displayed.

The Apple application id that will be used when smart banners on I0OS
Safari will be displayed.

The Android Application ID that will be used when smart banners
on Android mobile browsers will be displayed.

The iOS/Andorid branded application subdomain. Used for deep-linking
The name of the branded mobile application

(iOS) Your app's App Store ID, used to send users to the App Store when
the app isn't installed

The URL for the branded application logo. Image dimensions: 64x64
pixels. Keep empty to use default

Define the playlists for the native home screen. You can add and
delete playlists using this field.

— Home_Playlists

Define the playlists for the native home screen

) DELETE

type Most Recent - All published v Select the type of playlist

Most Recent - All published videos in channel or categories by creation date

Most Viewed - All published videos in channel or categories by number of plays
name Most Liked - All publizhed videos in channel or categories by number of likes

Most Commented - All published videos in channel or categories by number of com
L Recently Watched - Individual user's viewing history

Y DELETE Continue Watching - Individual user's history of none-completed videos

‘ Custom Playlist

Channel Content

Select the type of playlist from the drop down menu.
Enter the playlist name that will be displayed.

(Channel Playlists only) Enter the custom channel id for Channel
Playlists
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Field
playlistID

detailsView
playerAutoPlayOnLoad

mobileSessionLifeTime

appColorR

appColorG

appColorB

splashImageUrl

downloadEnabled
downloadQuality

smartBannerEnabled

dontShowLoginlnMyPage

uploadEnabled

showMySubscriptionSection
showEntriesInMySubscriptionSect

on

playlistContinuousPlay

allowPushNotifications

pushNotificationsDefaultToken

hidelnspireMe
hidePublisherName

iosTermsOfUse

Kaltura MediaSpace Setup Guide

Description
(Custom Playlists only) Enter the custom playlist id.

(Custom Playlists only) When set to 'No', the default view of playlist
(Thumbnail view) will be used.

When entry page loads, should the video begin playing
automatically?

The length of a mobile KMS user session (in seconds). Note that
every KMS SaaS version deployment will force a new session (on
top of the value input here).

The R value for RGB that is used as the custom brand color of the
application. Input a number between 0-255. Note: RGB.alpha fields
cannot be partially filled out.

The G value for RGB that is used as the custom brand color of the
app. Input a number between 0-255. Note: RGB alpha fields
cannot be partially filled out.

The B value for RGB that is used as the custom brand color of the
app. Input a number between 0-255.

Note: RGB alpha fields cannot be partially filled out.

Set an image URL for the KMS app splash screen. Use an image
size of 192x131. The URL must be a secured URL (begin with
https://).

Enable to allow downloading media for offline viewing.

Chooses the rendition/flavor of the video to be available for users
to download for offline playback. High will download the highest
quality possible (in terms of dimensions and bitrate) and low the
lowest.

Enable smart banner for Android and iOS applications
Don't show login button in my page.
Enable displaying the upload functionality

Enable displaying the list of channels the user is subscribed to, on
top of the home screen.

Display list of all the entries under subscribed channels instead of
subscribed channels

Select whether the playlist entries should play automatically one
after the other.

Allow push notifications.

Use push notification default Firebase token
Selects whether to hide the inspire me section
Selects whether to hide the entry's publisher name

Add the terms of use that will be displayed to the user on IOS
devices.

Note: For translation fill this field with 'terms_of use_ios' and
translate via PO file
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Add the terms of use that will be displayed to the user on Android
devices.
Note: For translation fill this field with 'terms_of use_android' and
androidTermsOfUse translate via PO file
spotlightSearchEnabled Enable spotlight Search from outside the application on IOS

Oembed

The oEmbed Endpoint in KMS is now able to accept the entry page URL as input and not only the copied
link from the 'share / oEmbed' tab.

In addition to this type of URL:

https.//[MediaSpace URLJ/id/[entry ID]?width=400&height=285&playerld=12345678
this type of URL may be used:

https.//[MediaSpace URL]/media/[Entry Name]/[Entry ID].

This improves the flexibility with oEmbed-supported destinations.

enabled Enable the Oembed module.

type Which type of oEmbed code should be displayed? 'Short' is the
common type. For example: http://url.for.mediaspace/id/xyz, where
xyz is the media asset ID (entry ID). 'Short' links are valid URLs. A
'Short' link entered in a browser loads MediaSpace with the video
loaded in the player. 'Full' is much longer than 'Short.' Use 'Full' when
your oEmbed 'consumer' cannot convert a link embed code to a full
oEmbed request.

enableCustomization When a user selects 'oEmbed' for the 'Select Embed Type' option,
should the options for selecting a player skin and player size be
displayed? Note: If you enable customization, your oEmbed must be
able to accept the oEmbed link format that is created.

playerld What player ID (uiConf ID) should be used to display the embedded
video? Note: If you are not sure, enter 'default' (without quotes) or
leave the playerld field empty. MediaSpace will use the value of the
first embedSkin config.

height What is the height (in pixels) of the oEmbed player? Enter only the
number.
width What is the width (in pixels) of the oEmbed player? Enter only the
number.
Publish
Enabled Enable the Publish module.

defaultPublishStatusOnUpload | Define the default privacy for each newly uploaded media. Prior to this
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change, each newly uploaded media's status was set to "Private" as
the default. Now, MediaSpace administrators can configure every
newly uploaded media to be set as "Unlisted" by default, and allow
the media owner to change the privacy mode. To configure this
option, set the required value for defaultPublishStatusOnUpload.
Note that this configuration is applicable only if Unlisted mode is
enabled on your MediaSpace instance. You can check if it is enabled
under Application > enableUnlisted.

manPublish

Enable publish to a list of categories - from the menu, media, and
upload. Disable this if you do not have access to the list of categories.

REACH

Enabled

Enable the REACH Module.

reachProfileld

ID of the REACH profile to use with | Sync daily
Kaltura MediaSpace or KAF. Remaining credit is Correct
Remaining Credit is Recurring

Remaining credit is Correct Time
Ranged

Float REACH Profile
Completed Test

orderScreenText

Text to show on the order task form:
100 characters max.

availableServices

Allow users to select the following HUMAN, CAPTIONS,
services. THIRTY_MINUTES

HUMAN, CAPTIONS, SIX_HOURS

HUMAN, CAPTIONS,
FORTY_EIGHT_HOURS

HUMAN, CAPTIONS, BEST_EFFORT

HUMAN, CAPTIONS,
TWENTY_FOUR_HOURS

HUMAN, TRANSLATION,
TWENTY_FOUR_HOURS

HUMAN, TRANSLATION,
IMMEDIATE
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HUMAN, TRANSLATION,
THREE_HOURS

HUMAN, TRANSLATION,
SIX_HOURS

MACHINE, TRANSLATION,
SIX_HOURS

MACHINE, TRANSLATION,
BEST_EFFORT

MACHINE, CAPTIONS,
THREE_HOURS

MACHINE, CAPTIONS, SIX_HOURS

MACHINE, CAPTIONS,
THIRTY_MINUTES

serviceTypeDefault Select the default service type Machine
Human
serviceFeatureDefault Select the default service feature Captions
Translation
turnaroundTimeDefault Select the default turnaround time.
orderRole The minimal role required to order privateOnly Role
tasks. .
admin Role

unmoderatedAdmin Role

Co-Editor
Owner
serviceSelectionRole The minimal role required for service | privateOnly Role
selection. .
admin Role
unmoderatedAdmin Role
TatSelectionRole The minimal role required for TAT privateOnly Role
selection.

admin Role

unmoderatedAdmin Role
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featureSelectionRole

The minimal role required for feature
selection.

privateOnly Role
admin Role

unmoderatedAdmin Role

speakerSelectionRole

The minimal role required for
speaker selection.

privateOnly Role
admin Role

unmoderatedAdmin Role

requestApprovalRole

The minimal role required to approve
task requests.

Specific Users
admin Role

unmoderatedAdmin Role

notifiedUsers

Select specific users who will receive
email notifications about items
pending moderation. To customize
notifications, go to email notifications
configuration.

Enter the user name Existing users
may be found using the
autocomplete feature: type in the
first three characters of the user’s
name.

dashboardAccessRole

Specific Users
admin Role

unmoderatedAdmin Role

viewEntryRequestsRole

privateOnly Role

admin Role
unmoderatedAdmin Role
Co-Editor

Owner

captionEditRole

privateOnly Role

admin Role
unmoderatedAdmin Role
Co-Editor

Owner

categoryRuleOrderRole

Channel Manager
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Channel Owner

Recorder

enabled Enable the Recorder Module.

allowedRole Select the users allowed to use this tool

Set the maximum allowed recording time in seconds. (leave empty to remove
maxRecordingTime limit)

Select the text to display when a user reaches the tool from a none supported
browserNotSupportedText | browser. Use HTML to add links ( tag)

Fill in a custom conversion profile ID for recordings. Leave the field empty to use the
ConversionProfileId default conversion profile

Enter the id of the player that will be used to view recorded media before upload. The

playerld Player version must be v3.
Related

enabled Enable the Related module.

limit How many related videos can be displayed?
ReplaceMedia

Media owners can replace their media, while keeping metadata, URL and analytics in place. The same
functionality as in the KMC is available in KMS and is configurable in the Replacemedia module.

= . NOTE: Only video entries may be replaced. Any time-based metadata on the entry will be
kept in place and may be out of sync with the new media, The metatdata should be
2 manually adjusted.

enabled Enable the Replacemedia module.
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replaceMediaFromUrl When true, the Replace Media module will have the Upload from URL
option
ValidateUrl When true, the module will validate the URL before upload.
Saml

Please see the Kaltura MediaSpace™ SAML Integration Guide for the setup configuration.

Samligroupcync
Please see the Kaltura SAML Group Sync Administrator's Guide for the setup configuration.

Scheduling

Use the Scheduling module to

e Set Entry's publish schedule to categories or channels.
e Sort and filter entries by scheduling range in my-media.

enabled Enable the Scheduling module.

dateFormat Define the date format for the time presented.
Sidemymedia

enabled Enable the Sidemymedia module.

limit How many Sidemymedia items can be displayed?
Sideplaylists

enabled Enable the Sideplaylists module.

limit How many items can be displayed in a side playlist?

items Define playlists to display on the right side next to the player.

label Enter the playlist label.

id Enter the ID of the playlist to display.
Ssogroupsync
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Please see the Kaltura SSO Group Sync Administrator's Guide for the setup configuration.

Staticpages

You can add static/content pages to your MediaSpace site. Static pages can be used, for example, to
create help pages, privacy policies etc. From the KMS Admin, enable the Staticpages module. After you
enable the module, you can add multiple pages to your site. Each page should include:

Module Info

description Create custom static pages in KMS.

styling It is best to use Bootstrap css classes in the markup.

custom styling Use inline styles, or consider using the css upload module.

enabled Enable the Staticpages module.

title The title of your page to display as the page header

pageSlug What is the unique semantic slug for your page? (e.g.
www.yourvideoportal/<slug>) The unique identifier for the page to be
accessed as a URL. For example, if you provide 'privacy' as a slug, you
can add links to your static page as [MediaSpace URL]/privacy. You
can add these links in Navigation or Headermenu modules or
anywhere you want to include links to your pages within the
MediaSpace site.

permission Select the minimum role allowed that can access this page. Set as
anonymousRole to keep this page public. Use the “guest override”
field to allow anonymous users to access to static pages even if
anonymous is turned of in KMS.

content What is the content of this page? You can use HTMLmarkup and
Bootstrap.

Styling

The Styling Module allows you to customize the look and feel of your site. The new style can be created
from the linked page, and previewed and shared with other admins before applying the changes to the
site.

Note: This module requires the V2ui module to be enabled.

enabled Enable the Styling Module.

Select +Add"fonts" These fonts will be available in custom CSS and in
fonts the Font selectbox on the styling page
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Font family name that will be used in CSS and will be appended to the
familyName Font selectbox on the styling page

Font families and font types which should be used as a fallback when
desired font family is not ready or doesn't exist (comma-separated list,
like in CSS specifications).

Specifying generic font type (like serif or monospace) is mandatory.

fallbackFonts Example: 'Helvetica Neue',Arial,sans-serif

Font assets source type:
o System font- use world-wide supported font by name
o Import from URL - use external font service (like Google Fonts)

type e Upload files - upload your own font asset files

Click Reset to clear. This field indicates whether a style created in this

isCssApplied module is applied on KMS or not.
Thumbnails
enabled Enable the Thumbnails Module.
thumbnailsKsuld What is the uiConf ID of the Kaltura Simple Uploader (KSU) used for
thumbnails upload? MediaSpace uses KSU to upload thumbnails files.
extensionWhitelist define allowed extensions, example: jpg, png, jpeg, gif (one item per
extension)
Twitter

The Twitting media URL enables content to be visible and playable in the Kaltura player within Twitter. To
use this feature “allowAnonymous’ in ‘auth” module must be enabled as well and 'Default Entitlement
Enforcement’ on the partner should be disabled

approval process includes testing the experience across the various platforms, as well as re-
validating it periodically.
More information and how this can be done can be found here.

enabled Enable the Twitter Module.
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tPlayerld What is the player ID (uiConf ID) of the player that plays videos on Twitter?
This should be a V2 player..

siteUserName @username of website, to be used as value for twitter:site meta tag

Userreports

Channel Managers can measure and analyze the user engagement and contribution to their channels.
These contextual analytics allow channel managers to answer important questions such as: What are the
most popular videos in the channel? Who are the members that watch the most videos and what is their
drop off rate? Who are the members that contribute the most media to the channel?

The mediaAnalytics field should be enabled to display the Analytics page. The Analytics page is
accessed from the 'Actions' drop down of the entry page. The Analytics report is identical to the analytics
for the entry in the KMC.

enabled Enable the Userreports Module.
mediaAnalytics Enable media analytics for media owner
num_days Default number of days
page_size Default page size

V2ui

When you enable the V2ui Module the new and slick theme/UlI for your KMS (or KAF) is applied. The theme is
implemented as a set of CSS and JS files. Please note that some of KMS features will only be available in the new
theme.

‘ enabled ‘ Enable the V2ui Module. ‘

Configuration Management: Category Modules

Categoryembed
This module allows you to decide on the default behavior of the embed when an entry is accessed in the
context of a category.

Use this module to allow category managers to block embed-grabbing from their category (useful when
managing copy-righted content whose consumption should be confined to the portal). For more
information read here.

You can also the limit embed-grabbing to published content only.

‘ enabled ‘ Enable the Categoryembed module.
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enableEmbedOnByDefault What should be the default "Enable Embed" in the Channel settings
page, affecting whether users can grab an embed of an entry in the
context of a channel?

embedRoles Select one or more roles that can grab an embed if enabled.

allowManagerOverride

Can a channel manager override the default behavior of Enable
Embed?

Categorymembers

enabled

Enable the Categorymembers module.

preventAddingUsers

When Enabled, if the category is mapped to a group name - the
category manager will no longer be able to add/remove users
manually. The only other option is to change the role of the users that
were added through the synchronization process.

preventChangingRole

Prevent the category manager from overriding users' roles, where the
offline synchronization process controls both the users and their roles.

findGroupUserSuggestions

When enabled, the user suggestions in Add Member to Category also
finds the groups.

enableGroupActionMenu When enabled, the Remove and Edit group option in the category will
be enabled.
Categorymoderation

This module may be used by a category manager to enable moderation for a category.

enabled

Enable the Categorymoderation module.

requestConfirmationPopup

Request confirmation pop-up.

Configuration Management:Channel Modules

Channelcategories

This module allows users to associate channels to categories and replaces the ChannelTopics module.

enabled

Enable the Channelcategories module.

channelCategoriesProfileld

The profile id of the Channel Categories metadata profile.
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Channelembed

This module allows you to decide on the default behavior of the embed when an entry is accessed in the
context of a channel.

Use this module to allow channel managers to block embed-grabbing from their channel (useful when
managing copy-righted content whose consumption should be confined to the portal). For more
information read here.

You can also the limit embed-grabbing to published content only

Field Description
enabled Enable the Channelcategories
module.

channelCategoriesProfileld = The profile id of the Channel
Categories metadata profile.

Channelmembers

Field Description

enabled Enable the Channelmembers module.

preventAddingUsers When set to true, if the channel is mapped to a group name, the
channel manager will not be able to add/remove users manually. Only
alternative option would be to change the role of the users that were
added through the synchronization process.

preventChangingRole (default false). Used to support use cases where the offline
synchronization process controls both the users and their role in the
channel and prevent the channel manager from overriding those
settings via KMS.

addMemberGuidelines Add member guidelines text when creating/adding member to
channel. Use [b]foo[/b] - for bold, [i]foo[/i] - for italic. The entire list
is here

showOfflineSyncOption Allow the channel manager to set a group name for offline sync.

detachOnlyFromGroups Group Users - Allow detaching users only from associated groups.

displayUserGroupAs Group Users - How should User-Groups show in members list.

findGroupUserSuggestions When enabled, the user suggestions in “add member to channel” will also find
groups.

enableGroupActionMenu When enabled, the remove and edit group option in the channel will be
enabled.

Channelmoderation

You can define whether new channels that are created should be moderated by default. In addition,
MediaSpace administrators can configure if the moderation option can be disabled by channel managers,
to comply with use cases where moderation must be enforced. In the Channelmoderation module, you
can set the moderationDefaultValue to define if the moderation option should be enabled or not by default
when channels are created. The forceModeration parameter, in the same module, removes the checkbox
from the channel creation form, allowing the MediaSpace administrator to control the moderation
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configuration centrally.

enabled Enable the Channelmoderation module.
forceModeration Force moderation on every new channel creation,
moderationDefaultValue Default value when moderation checkbox is enabled
requestConfirmationPopup Request confirmation pop-up

Channelsubscription

See the section on Setting Email Notifications and Channel Subscriptions for more information.

enabled Enable the Channelsubscription module.

channelSubscriptionProfileId Custom metadata profile id for storing whether channel subscription is
enabled for channel

Channeltheme
enabled Enable the Channelthem module.
carousellnterval Interval (in miliseconds) between carousel transitions
Channeltopics
enabled Enable the Channeltopics module.
profileld What is the ID of the Channel Topics metadata? Copy the custom
data schema ID from KMC > Settings > Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account| metadata).
topicField What field contains the available Channel Topics? Use custom data
System Name from KMC > Settings > Custom Data
(http://www.kaltura.com/index.php/kmc/kmc4#account| metadata).
page_size Default page size

Configuration Management:Entry Type Modules

Audioentry
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customPlayerld What is the player ID (uiConf ID) of the player that
plays audios? Leave blank to use the default player.

playerBarHeightPixels The height (in pixels) of the custom player ui which is
not part of the actual video (for example - the bottom
bar). Leave blank to use the default player value.

playerVideoRatioPercent The ratio (in percent) of the audio inside the player.
Standard values: 16:9 = 56.25, 4:3 =75, 16:10 =
62.5. Leave blank to use the default player value.

embedSizes Define sizes that can be used for embedded players.
Define the player size in the following format:
{width}x{height}. This setting requires a custom player.
If a custom player is not specified, the audio entry uses
the default video player.

Imageentry
Field  Descipon
imagePlayerld What is the player ID (uiConf ID) of the player that shows images?
imageWatermarkUrl What is the URL of the image that should be used as watermark?
Liveentry
Fed  Deseripton
enabled Enable the Liveentry module.
multicastStreaming Use multicast Streaming for Live Events (if DVR is enabled, it will be
disabled in runtime).
dvrEnabled Enable DVR for Live Events
recordingEnabled Enable recording of Live Events (up to 24 hours)
transcodingProfile Which transcoding profile will be used for Live Events? Select Cloud or
Multicast.
liveBroadcasterRole Who can create Live Events? If a role is selected, any role above it will
also be able to create live events.
allowedUsers Select users who are allowed to create Live Events.
krecordUIConfId ID of the UIConf for KRecord used for publishing live streams.

Quiz

IVQ Localizations - To change the language for IVQ text see IVQ Localizations. In addition, the IVQ
player texts are now translated to all basic languages - see the list of supported languages here. Changes
to the KMS/KAF language will automatically change the IVQ language as well.
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IVQ Customization - Find CSS examples and a guide on how to change colors, fonts, and the general

theme of the quiz in the IVQ page.

Field

enabled

quizPlayerld

playerBarHeightPixels

playerVideoRatioPercent

BSEPlayerld

enableQuestionsV2

enableQuestionsV3

preventForwardSeeks

allowedRolesQuiz

Description

Enable the Quiz module.

What is the player ID (uiConf ID) of the player that plays quizzes?

The height (in pixels) of the player ui which is not part of the actual video
(for example - the bottom bar). Leave blank to use the default player
value.

The ratio (in percent) of the video inside the player. Standard values:
16:9 = 56.25, 4:3 =75, 16:10 = 62.5. Leave blank to use the default
player value.

What is the player ID (uiConf ID) of the player that used to play quizzes
in BSE? Uiconf should have the infoScreen plugin enabled

Set to Yes to allow quiz creators the use of the new question’s types. To
use this feature the quiz player should be set to Kaltura version 2.68
player or higher.

Set to Yes to allow quiz creators the use of the new Open Question type
and Retake capabilities (KMS only). To use this feature, the quiz player
version should be 2.75 or higher

Click “On" to enable the 'Do not allow seek' feature in the Kaltura Video
Editing Tools Editor. Quiz creators may create a quiz restricting viewers to
seek forward in the video. NOTE: After enabled, the quiz players will be
enhanced with the player plugin, and you will not be able to turn off this
feature. New players set for the Quiz module will also be enhanced with
the plugin from that point on.

Who can create a quiz? If a role is selected, any role above it will also be
able to create a quiz.

For additional administration information, see the Kaltura Interactive Video Quizzes Administrator's Guide

in the Knowledge Center.
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Webcast

S

NOTE: This module is used with InterCall Webcasting only.

Field Description
enabled Enable the Webcast module
intercallWebcastProfileld The profile id of the webcast metadata profile.
sortMediaBy By default, how should media in the gallery be sorted?
embedAllowed The webcast is an external entry and embed is not allowed.
expiryTime The session expiration time (in seconds) sent in the entry link. Keep it
as short as possible.
Youtube
MediaSpace users can add YouTube video content and metadata into MediaSpace. Hosted content on

YouTube is played back on the Kaltura V2 player from version 2.13 and above. To update the player to
the latest player version, re-save the player settings in the KMC Studio > Universal Studio tab.

Because the
from a nativ

video itself still ‘resides’ on YouTube, a YouTube entry is treated differently in some ways
e Kaltura entry.

e What is supported?

o

o

o

o

o

Basic and custom metadata

Sunrise/sunset (scheduled publishing)

Commenting

Collaboration (changing owner, adding co-editor and co-publisher)
Attachments

Uploading caption file to Kaltura entry

Replace Video (with new YouTube URL)

Playback analytics

e What is not supported?

o

O

O

Kaltura REACH auto-captioning
Change Thumbnail
Enable download

Viewer’s ability to enable/disable YouTube captions (these are the captions
associated with the YouTube video)

Timeline (Chapters and slides)
Trim/Clip
Playback rate selector

Kaltura MediaSpace Setup Guide 142



MediaSpace Administration: Actions and Configurable Fields

Field
enabled

previewPlayer

replaceYouTubeEntryMessage

Description
Enable the Youtube module

The player uiconf to use for the YouTube entry preview when adding a
new entry. Leave blank to use the default MediaSpace player.

The message to display when replacing a YouTube entry.

ModulesCustom/Core
Kwebcast
NOTE: Currently the Kwebcast module uses live entries, therefore if this module is enabled the
"% live entry module must be disabled.
Field Description
enabled Enable the Kwebcast module.

applicationName

applicationLogoUrl

transcodingProfile

liveBroadcasterRole

WinProducerAppUiConfID

MacProducerAppUiConfID

SupportSelfServe

Kaltura MediaSpace Setup Guide

Define the applicationName. This configuration value is passed to the
webcast application. If left empty the default value is used.

Define the applicationLogoUrl. Provide the URL to a logo image which is
passed to the webcast application. If left empty the default logo is used.

This list of transcoding profiles is taken from the Kaltura Management
Console and is based on the available transcoding profiles there. The
transcoding profile is applied to all webcast events created after this field
is set (You cannot change previous entries’ transcoding profiles here.
See the article Adaptive Bit Rate Settings for more information.

Limit Webcast Event creation to a certain user or user role. If a role is
selected, any role with higher permissions than the role selected will be
allowed to create Webcast Events.

This value is automatically assigned by the system upon save. ID of the
UIConf for the Windows Kwebcast application.

This value is automatically assigned by the system upon save. This is the
ID of the UIConf for the Mac Kwebcast application.

Determine whether to allow self-serve scenario. This field is a beta
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Field

PlayerUiconfId

BSEPlayerUIConfID

EnableQnA

EnablePolls

showInSearch

Description

feature and should be turned off to no.

This value is automatically assigned by the system upon save. This is the
UIConf for the player used for Webcasting events.

This value is automatically assigned by the system upon save. ID of the
UIConf for the BSE Kwebcast player. This field is only relevant for KAF
administrators. See the article Using the Browse Search and Embed
(BSE) Feature for more information.

Enable or disable running moderated Q&A sessions during live webcasts.

Enable polls during webcast events.

Select which fields should appear in the search.

For additional information about Kaltura Webcasting, see the Kaltura Webcasting Administrator's Guide on

the Knowledge Center.

Recscheduling

The Kaltura Scheduling feature enables leveraging Kaltura's media management capabilities to schedule
recordings using partner capture devices. For more information about the Recscheduling module see the
Kaltura Scheduling Administrator's Guide.

Select or enter values for the relevant fields and click Save.

Field

Enabled

allowedUsers

exportResources

manageResources

Description

Enable the Rescheduling module.

Select specific users/groups who are allowed to schedule events.

Download a resources list of resources already defined in your system

Upload a resource definition file. See here for more information.

additionalRootCategories Add additional root categories as a publishing destination for scheduled

recordings. Note that all categories under additional root categories will be
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viewable by the users creating scheduled recordings.
This option is only relevant to Kaltura MediaSpace publishing workflows for
events.
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