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Preface 
This preface contains the following topics: 

• About this Manual 
• Audience 
• Document Conventions 
• Related Documentation 

About this Guide 
This document provides an introduction to generic solutions for authenticating and authorizing Kaltura 
MediaSpace users. 

 

 

NOTE: Please refer to the official and latest product release notes for last-minute updates. 
Technical support may be obtained directly from: Kaltura Support. 

Contact Us: 

Please send your documentation-related comments and feedback or report mistakes to 
knowledge@kaltura.com. 

We are committed to improving our documentation and your feedback is important to us.  

Audience 
This document is intended for Kaltura partners, community members, and customers who wish to 
understand and deploy out-of-the-box authentication and authorization methods for MediaSpace. 

To understand this document, you need to be familiar with authentication and authorization 
terminology. 

Document Conventions 
Kaltura uses the following admonitions: 

• Note 
• Workflow 

 

 

NOTE: Identifies important information that contains helpful suggestions. 

 

 

Workflow: Provides workflow information. 
 Step 1 1.
 Step 2 2.

 

mailto:partnersupport@kaltura.com
mailto:knowledge@kaltura.com
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Related Documentation 
In addition to this guide, the following product documentation is available: 

• Kaltura MediaSpace 
• Kaltura MediaSpace Setup Guide 
• Kaltura MediaSpace: LDAP Integration Guide 
• Kaltura MediaSpace: SSO Integration Guide 
• Kaltura Management Console (KMC) User Manual 

 

 

NOTE: Please remember to review all product release notes for known issues and 
limitations. 

http://knowledge.kaltura.com/node/353#KMS
http://knowledge.kaltura.com/node/920/attachment/field_media
http://knowledge.kaltura.com/node/920/attachment/field_media
http://knowledge.kaltura.com/node/926/attachment/field_media
http://knowledge.kaltura.com/node/926/attachment/field_media
http://knowledge.kaltura.com/node/925/attachment/field_media
http://knowledge.kaltura.com/node/925/attachment/field_media
http://knowledge.kaltura.com/node/888/attachment/field_media
http://knowledge.kaltura.com/node/888/attachment/field_media
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Kaltura MediaSpace Authentication and Authorization Methods – 
Overview 
Kaltura offers the following solutions for permitting user access to MediaSpace (authentication), and for enabling user actions within MediaSpace 
(authorization).  

A user's application role determines the MediaSpace actions that the user is authorized to do. To learn more, refer to Understanding Application Roles in the 
Kaltura MediaSpace Setup Guide. 

 

Method Authentication Authorization Integration 
Scope 

Advantages Limitations Licensing 

Single Sign-on 
(SSO) 
Gateway 

Enables end users to 
access both the customer 
site and MediaSpace when 
they log in. Uses existing 
customer user 
management systems and 
authentication 
methodologies (for 
example, LDAP, CAS, and 
local DB). 

The user’s application 
role is passed to 
MediaSpace as part of 
the customer-specific 
login and authentication 
implementation, which is 
set through the Kaltura 
SSO gateway interface. 

Select 
configuration 
settings in the 
MediaSpace 
Configuration 
Manager. 

Make minor 
modifications to 
the customer-side 
login code. 

Enables a single 
sign-on user 
experience. 

Utilizes existing 
customer 
systems. 

Integrates easily 
with 
MediaSpace. 

Allows the login 
page to appear in 
the customer 
site. 

Allows flexibility 
in the user 
information 
passed to 
MediaSpace. 

Avoids costly 

Requires minor 
login page 
coding.  

SSO Gateway 
authorization can 
be used only with 
SSO Gateway 
authentication. 

Free with user-
based licensing. 
Professional 
Service support 
available for a fee. 

http://knowledge.kaltura.com/node/920/attachment/field_media
http://en.wikipedia.org/wiki/Single_sign-on
http://en.wikipedia.org/wiki/Single_sign-on
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Method Authentication Authorization Integration 
Scope 

Advantages Limitations Licensing 

login 
customization.  

SSO Gateway 
authentication 
can be used with 
any generic 
authorization 
method. 

Kaltura 
Authentication/
Authorization  

Enables end users to log 
into MediaSpace using 
credentials stored in 
Kaltura. 

The user’s application 
role is stored in Kaltura. 

Select 
configuration 
settings in the 
MediaSpace 
Configuration 
Manager. 

Built-in user 
management 
screen. 

Requires no 
integration effort 
and only minimal 
configuration. 

Kaltura 
authorization can 
be used with any 
generic 
authentication 
method. 

Requires a 
separate user 
management 
system. 
Organizations 
with an existing 
user 
management 
system are 
required to 
manage users in 
two places. 

Requires creating 
MediaSpace user 
accounts that 
include a 
MediaSpace 
Application Role. 

Free with user-
based licensing. 
Ask your Kaltura 
Project Manager 
about costs for 
other licensing 
models. 

Generic 
Lightweight 
Directory 
Access 
Protocol 
(LDAP) 

Enables end users to log 
into the MediaSpace login 
screen using credentials 
from the organizational 
LDAP or Active Directory 
(AD) server.  

The user’s application 
role is based on 
membership in 
organizational groups, 
which are managed in 
the organization’s LDAP 
server.  

Select 
configuration 
settings in the 
MediaSpace 
Configuration 
Manager. 

Enables using 
organizational 
system 
credentials for 
MediaSpace 
login. 

Utilizes existing 

Does not enable 
a single sign-on 
user experience. 

Configuration 
settings depend 
on LDAP server 
capabilities. 

Free with user-
based licensing. 
Available for a fee 
for other licensing 
models. Designed 
to work “out of the 
box” with generic 
LDAP installs. 

http://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://en.wikipedia.org/wiki/Active_Directory
http://en.wikipedia.org/wiki/Active_Directory
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Method Authentication Authorization Integration 
Scope 

Advantages Limitations Licensing 

customer 
systems. 

Integrates easily 
with 
MediaSpace. 

Allows flexibility 
in the user 
information 
passed to 
MediaSpace. 

Avoids costly 
login 
customization.  

LDAP 
authentication 
and authorization 
methods work 
well together.  

LDAP 
authentication 
can be used with 
any generic 
authorization 
method except 
SSO Gateway 
authorization. 

LDAP 
authorization can 
be used with any 
generic 
authentication 
method. 

Before 
configuring 
authentication, 
determine your 
LDAP bind 
method (search 
before bind or 
direct bind). 
Before 
configuring 
authorization, 
determine your 
LDAP method for 
user groups 
searches (get 
user from groups 
or get groups 
from user).  
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Method Authentication Authorization Integration 
Scope 

Advantages Limitations Licensing 

Header 
Authentication 

Enables end-users to log 
into MediaSpace 
seamlessly (SSO user 
experience) based on 
network/software 
components (for example, 
load balancer) that 
automatically add a custom 
HTTP header when the 
user opens MediaSpace in 
the browser. 

N/A (Authentication 
method only)  

Select 
configuration 
settings in the 
MediaSpace 
Configuration 
Manager. 

Enables a single 
sign-on user 
experience. 

Utilizes existing 
customer 
systems. 

Requires no 
integration effort 
and only minimal 
configuration. 

Header 
authentication 
can be used with 
generic LDAP 
and Kaltura 
authorization 
methods. 

Requires a 
separate 
authorization 
method.  

Free with user-
based licensing. 

 

 

 

NOTE: To learn about common authentication and authorization scenarios and how to configure them, refer to Authenticating and Authorizing 
Users in the Kaltura MediaSpace Setup Guide. 

http://knowledge.kaltura.com/node/920/attachment/field_media
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Understanding Authentication and Authorization Flows 

Single Sign-on Gateway 
 

 

 

  

MediaSpace 
CUSTOMER DOMAIN 

Login Page 
The customer implements 
login logic to one or more user 
management systems. 

The login redirects to the 
MediaSpace URL after 
authentication, passing a 
session key. 

The session key is generated 
using a secret (that can be 
changed). 

Generic, self-contained page 
design is available from your 
Kaltura project manager. 

LDAP 

CAS 

CMS 

User DB 

Single Sign-on Gateway 
Every access to MediaSpace is 
routed through the SSO Gateway 
and is expected to include a unique 
session key that is checked for 
validity based on a secret.  

The secret can be changed in the 
MediaSpace Configuration 
Manager. By default, the secret is 
your Kaltura Admin Secret which is 
set in the KMC -> Settings -> 
Integration Settings section. In 
the Client Domain, the secret is 
used by the Login Page to generate 
the redirect to MediaSpace. 

Invalid access to Kaltura results in a 
redirect to the login page in the 
Customer Domain (the redirect URL 
is defined in the MediaSpace 

  

Gateway 
API 

MediaSpace 
Configuration 
Manager 
Define SSO options 

http://www.kaltura.com/index.php/kmc/kmc4#account|integration
http://www.kaltura.com/index.php/kmc/kmc4#account|integration
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Kaltura Authentication/Authorization  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MediaSpace 

 

Admin Module 
• Single admin 
• The Admin login is the same 

as the KMC login. 
• Basic admin functionality 

KALTURA 

Login 
Page 

User API 

MediaSpace 
Configuration 
Manager 
Define Kaltura 
options 
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Generic LDAP 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

MediaSpace 

CUSTOMER DOMAIN 

LDAP 
All users in relevant LDAP 
groups can log into 
MediaSpace. 

A user who is not in an 
LDAP group cannot log 
into MediaSpace. 

Login Page 

Authenticate 

MediaSpace 
Configuration 
Manager 
Define LDAP 
options 
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Header Authentication 

MediaSpace 

USER 

MediaSpace 
Configuration 
Manager 
Define Header 
Authentication 
options 

Customer Network 

Network/Software 
component that 
adds a custom 
HTTP header to 
the request 
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