
OfficeEMR Settings

General

Details

Domain
Owner
Created
Modified
User Revisions
Computer Revisions
Unique ID
GPO Status

ABCDEFGH.org
ABCDEFGH\Domain Admins
3/4/2019 10:30:12 AM
3/8/2019 10:44:28 AM
6 (AD), 6 (SYSVOL)
10 (AD), 10 (SYSVOL)
{4A5A47C30-33B8-5E0B-AC99-CDA2748D4DFE} 
Enabled

Links

Location Enforced Link Status Path

OfficeEMR No Enabled ABCDEFGH.org/Corporate/Users/OfficeEMR

This list only includes links in the domain of the GPO.

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name

NT AUTHORITY\Authenticated Users

Delegation

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS Read No

Edit settings, delete, modify security No
Edit settings, delete, modify security No

NT AUTHORITY\SYSTEM 
ABCDEFGH\Domain Admins 
ABCDEFGH\Enterprise Admins Edit settings, delete, modify security No

Computer Configuration (Enabled)

Policies

Software Settings

Assigned Applications

OfficeEMR

Product Information

Name
Version
Language
Platform
Support URL

OfficeEMR
1.1
English (United States)
x86
http://support.isalushealthcare.com

Deployment Information

General Setting

Deployment type
Deployment source
Uninstall this application when it falls out of the scope of management

Advanced Deployment Options

Assigned
\\ABCDEFGH\AppInst$\OfficeEMR\OfficeEMR.msi  
Disabled

Setting

Ignore language when deploying this package Disabled
Make this 32-bit X86 application available to Win64 computers Enabled
Include OLE class and product information Enabled

Diagnostic Information Setting

Product code {d72bde90-0840-40d4-bc81-095c8db50e35}
Deployment Count 0

Security

Permissions
Type Name Permission Inherited

Allow Full control No
Allow

ABCDEFGH\Domain Admins
NT AUTHORITY\Authenticated Users Read No

OfficeEMR Settings
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Allow Full control No
Allow Read, Write Yes
Allow Read, Write Yes
Allow Read Yes

Allow Read Yes
Allow Read, Write Yes
Allow

NT AUTHORITY\SYSTEM
ABCDEFGH\Domain Admins
ABCDEFGH\Enterprise Admins
NT AUTHORITY\ENTERPRISE DOMAIN 
CONTROLLERS
NT AUTHORITY\Authenticated Users 
NT AUTHORITY\SYSTEM
CREATOR OWNER Read, Write Yes

Allow inheritable permissions from the parent to propagate to this object and all child objects Enabled

Advanced

Upgrades Setting

Required upgrade for existing packages Enabled
Packages that this package will upgrade GPO

None

Packages in the current GPO that will upgrade this package None

Categories

None

Transforms

None

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer/Internet Control Panel/Security Page

Policy Setting Comment

Site to Zone Assignment List Enabled

Enter the zone assignments here.

2
2
2
2
2
2

https://www.officemd.net
www.isalushealthcare.com 
www.mymedicallocker.com 
http://chart.apis.google.com 
www.google.com/jsapi
*.gmodules.com
*.edgecastcdn.net 2

Windows Components/Internet Explorer/Internet Control Panel/Security Page/Locked-Down Trusted Sites Zone

Policy Setting Comment

Access data sources across domains Enabled

Access data sources across domains Enable

Policy Setting Comment

Allow active scripting Enabled

Allow active scripting Enable

Policy Setting Comment

Allow binary and script behaviors Enabled

Allow Binary and Script Behaviors Enable

Policy Setting Comment

Allow cut, copy or paste operations from the clipboard via
script

Enabled

Allow paste operations via script Enable

Policy Setting Comment

Allow drag and drop or copy and paste files Enabled

Allow drag and drop or copy and paste files Enable

Policy Setting Comment

Allow file downloads Enabled

Allow file downloads Enable

Policy Setting Comment

Allow font downloads Enabled

Allow font downloads Enable

Policy Setting Comment

Allow installation of desktop items Enabled
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Allow installation of desktop items Enable

Policy Setting Comment

Allow loading of XAML Browser Applications Enabled

XAML browser applications Enable

Policy Setting Comment

Allow loading of XAML files Enabled

XAML Files Enable

Policy Setting Comment

Allow META REFRESH Enabled

Allow META REFRESH Enable

Policy Setting Comment

Allow only approved domains to use ActiveX controls without
prompt

Disabled

Allow scripting of Internet Explorer WebBrowser controls Enabled

Internet Explorer web browser control Enable

Policy Setting Comment

Allow script-initiated windows without size or position
constraints

Enabled

Allow script-initiated windows without size or position constraints Enable

Policy Setting Comment

Allow scriptlets Enabled

Scriptlets Enable

Policy Setting Comment

Allow updates to status bar via script Enabled

Status bar updates via script Enable

Policy Setting Comment

Allow video and animation on a webpage that uses an older
media player

Enabled

Allow video and animation on a Web page that uses a legacy media player Enable

Policy Setting Comment

Allow websites to open windows without status bar or Address
bar

Enabled

Open windows without address or status bars Enable

Policy Setting Comment

Allow websites to prompt for information by using scripted
windows

Enabled

Prompt for information using scripted windows Enable

Policy Setting Comment

Automatic prompting for ActiveX controls Disabled
Automatic prompting for file downloads Disabled
Display mixed content Enabled

Display mixed content Enable

Policy Setting Comment

Do not prompt for client certificate selection when no
certificates or only one certificate exists.

Enabled

Do not prompt for client certificate selection when no certificates or only one certificate
exists.

Enable

Policy Setting Comment

Don't run antimalware programs against ActiveX controls Enabled

Don't run antimalware programs against ActiveX controls Enable

Policy Setting Comment

Download signed ActiveX controls Enabled

Download signed ActiveX controls Enable

Policy Setting Comment

Download unsigned ActiveX controls Enabled

Download unsigned ActiveX controls Enable

Policy Setting Comment

Enable dragging of content from different domains across
windows

Enabled

Enable dragging of content from different domains across windows Enable

Policy Setting Comment
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Enable dragging of content from different domains within a
window

Enabled

Enable dragging of content from different domains within a window Enable

Policy Setting Comment

Initialize and script ActiveX controls not marked as safe Enabled

Initialize and script ActiveX controls not marked as safe Enable

Policy Setting Comment

Launching applications and files in an IFRAME Enabled

Launching applications and files in an IFRAME Enable

Policy Setting Comment

Navigate windows and frames across different domains Enabled

Navigate windows and frames across different domains Enable

Policy Setting Comment

Run ActiveX controls and plugins Enabled

Run ActiveX controls and plugins Enable

Policy Setting Comment

Script ActiveX controls marked safe for scripting Enabled

Script ActiveX controls marked safe for scripting Enable

Policy Setting Comment

Submit non-encrypted form data Enabled

Submit non-encrypted form data Enable

Policy Setting Comment

Turn on Cross-Site Scripting Filter Disabled
Turn on SmartScreen Filter scan Disabled
Use Pop-up Blocker Disabled
Web sites in less privileged Web content zones can navigate
into this zone

Enabled

Web sites in less privileged Web content zones can navigate into this zone Enable

Windows Components/Internet Explorer/Internet Control Panel/Security Page/Trusted Sites Zone

Policy Setting Comment

Access data sources across domains Enabled

Access data sources across domains Enable

Policy Setting Comment

Allow active content over restricted protocols to access my
computer

Enabled

Allow active content over restricted protocols to access my computer Enable

Policy Setting Comment

Allow active scripting Enabled

Allow active scripting Enable

Policy Setting Comment

Allow binary and script behaviors Enabled

Allow Binary and Script Behaviors Enable

Policy Setting Comment

Allow cut, copy or paste operations from the clipboard via
script

Enabled

Allow paste operations via script Enable

Policy Setting Comment

Allow drag and drop or copy and paste files Enabled

Allow drag and drop or copy and paste files Enable

Policy Setting Comment

Allow file downloads Enabled

Allow file downloads Enable

Policy Setting Comment

Allow font downloads Enabled

Allow font downloads Enable

Policy Setting Comment

Allow installation of desktop items Enabled

Allow installation of desktop items Enable

Policy Setting Comment
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Allow loading of XAML Browser Applications Enabled

XAML browser applications Enable

Policy Setting Comment

Allow loading of XAML files Enabled

XAML Files Enable

Policy Setting Comment

Allow META REFRESH Enabled

Allow META REFRESH Enable

Policy Setting Comment

Allow only approved domains to use ActiveX controls without
prompt

Disabled

Allow scripting of Internet Explorer WebBrowser controls Enabled

Internet Explorer web browser control Enable

Policy Setting Comment

Allow script-initiated windows without size or position
constraints

Enabled

Allow script-initiated windows without size or position constraints Enable

Policy Setting Comment

Allow scriptlets Enabled

Scriptlets Enable

Policy Setting Comment

Allow updates to status bar via script Enabled

Status bar updates via script Enable

Policy Setting Comment

Allow video and animation on a webpage that uses an older
media player

Enabled

Allow video and animation on a Web page that uses a legacy media player Enable

Policy Setting Comment

Allow websites to open windows without status bar or Address
bar

Enabled

Open windows without address or status bars Enable

Policy Setting Comment

Allow websites to prompt for information by using scripted
windows

Enabled

Prompt for information using scripted windows Enable

Policy Setting Comment

Automatic prompting for ActiveX controls Disabled
Automatic prompting for file downloads Disabled
Display mixed content Enabled

Display mixed content Enable

Policy Setting Comment

Do not prompt for client certificate selection when no
certificates or only one certificate exists.

Enabled

Do not prompt for client certificate selection when no certificates or only one certificate
exists.

Enable

Policy Setting Comment

Don't run antimalware programs against ActiveX controls Enabled

Don't run antimalware programs against ActiveX controls Enable

Policy Setting Comment

Download signed ActiveX controls Enabled

Download signed ActiveX controls Enable

Policy Setting Comment

Download unsigned ActiveX controls Enabled

Download unsigned ActiveX controls Enable

Policy Setting Comment

Enable dragging of content from different domains across
windows

Enabled

Enable dragging of content from different domains across windows Enable

Policy Setting Comment

Enable dragging of content from different domains within a
window

Enabled
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Enable dragging of content from different domains within a window Enable

Policy Setting Comment

Initialize and script ActiveX controls not marked as safe Enabled

Initialize and script ActiveX controls not marked as safe Enable

Policy Setting Comment

Launching applications and files in an IFRAME Enabled

Launching applications and files in an IFRAME Enable

Policy Setting Comment

Navigate windows and frames across different domains Enabled

Navigate windows and frames across different domains Enable

Policy Setting Comment

Run ActiveX controls and plugins Enabled

Run ActiveX controls and plugins Enable

Policy Setting Comment

Script ActiveX controls marked safe for scripting Enabled

Script ActiveX controls marked safe for scripting Enable

Policy Setting Comment

Submit non-encrypted form data Enabled

Submit non-encrypted form data Enable

Policy Setting Comment

Turn on Cross-Site Scripting Filter Disabled
Turn on SmartScreen Filter scan Disabled
Use Pop-up Blocker Disabled
Web sites in less privileged Web content zones can navigate
into this zone

Enabled

Web sites in less privileged Web content zones can navigate into this zone Enable

Preferences

Windows Settings

Registry

1001 (Order: 1)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
Value name 1001
Value type REG_DWORD
Value data 0x0 (0)

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

font (Order: 2)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name font
Value type REG_SZ
Value data

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No
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footer (Order: 3)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name footer
Value type REG_SZ
Value data

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

header (Order: 4)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name header
Value type REG_SZ
Value data

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

margin_bottom (Order: 5)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name margin_bottom
Value type REG_SZ
Value data 0.25000

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

margin_left (Order: 6)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name margin_left
Value type REG_SZ
Value data 0.25000

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

margin_right (Order: 7)
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General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name margin_right
Value type REG_SZ
Value data 0.25000

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

margin_top (Order: 8)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name margin_top
Value type REG_SZ
Value data 0.25000

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

Print_Background (Order: 9)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name Print_Background
Value type REG_SZ
Value data no

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

Shrink_To_Fit (Order: 10)

General

Action Update
Properties

Hive HKEY_CURRENT_USER (HKU\.DEFAULT)
Key path Software\Microsoft\Internet Explorer\PageSetup
Value name Shrink_To_Fit
Value type REG_SZ
Value data no

Common

Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

User Configuration (Enabled)
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No settings defined.
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