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® During the
* After the Attack

® Sunshine and Roses?
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% \ WHAT IT DID
\

®* Equipment
®* 1274 laptops (39%) and 427 desktops (81%)

® 339 servers

O

158 databases

154 software applications

All VoIP phones

* Consider:
®* How do you pay employees & contractors without the payroll software application?
®* How do you communicate with internal and external stakeholders without email /conference call?

®* What do you tell external contractors when you disconnect them from your network?






Understand the Stakeholder interests
Develop common priorities

Create unity of effort

Referee
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® In
® Upgraded fire

® Reduced privileged administrator a

® Improved response plans

® Better contracts with vendors

® |Institutionalized relationships between agencies




® Inco

® Exercises that did
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* CDOT Se

Do cyber response exercise d Business responses

Mitigate. You mitigate for other risks, so do it for this one

It’s an incident — act like it!

* P.S.don’t freak out — it's an incident, you've done this before

Public Information Officers matter!
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Feb 18

Virtual Server
Created

Feb 20

Virtual server
compromised

Feb 21

SamSam
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launched
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Dir. Mike
Willis

Mar 6
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restoration
of services
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Mar 9
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Mar 10-22
OIT works with CDOT
to recover systems and
functionality according to
CDOT's priorities

Recovery of Services

Mar 23

809
restoration
of CDOT

operational
functionality

2 Weeks
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® Sync Response, UCG)

® Stop chasing
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®* How do

® Establish priorities early and post priorities on the wall to remind responders
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of the goals




