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m e NUARI is a 501(c)(3) non-profit that serves the national

public interest through the interdisciplinary study of

NUARI enables a resilient critical national security issues.

society through rapid research,
development, and education in
counterterrorism, cybersecurity,
defense technologies, and

information warfare. * Co-located with Norwich University in Northfield, VT, an
share their ideals of academic excellence, innovation, an
service to country.

e Partially funded by the Department of Homeland Securi
and the Department of Defense, and federally charterec
under the sponsorship of Sen. Patrick Leahy.
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DECIDE exercises simulate cyber-
attacks for organizations and their
partners to stress and test incident
response plans, resulting in after action
reports to improve strategic
communication, compliance, risk, and

dECIdZ . overall resilience.

DECIDE exercises for the Energy sector
are fully funded by the Department of
Homeland Security through 2021.
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Developed with funding from the Department of
Homeland Security, the DECIDE platform has been a
trusted cybersecurity live exercise solution for more
than ten years.

e DECIDE equips organizations, critical infrastructure
sectors, the military, and the government with the
situational awareness, strategic communications

® prevail against serious cyber threats.

e DECIDE brings actors from across sectors,
geographies, and roles together into a distributed
environment to participate in critical infrastructure
exercises.
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Figure 1.1: HSEEP Exercise Cycle
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NUARI Approach

Functional or full-scale exercises
e Allow personnel to validate operational readines
execute roles and responsibilities

NIST Special Publication 800-84
e Exercises are required to maintain compliance
e Design functional exercise event; scope/objectiv

Homeland Security Exercise and Evaluation Program (H:
 Enhance consistency in exercises
e (Capability based, objective driven
 Progressive planning approach
* Informed by risk



The HSEEP Planning Process

e 120 Days Minimum

Initial Planning Meeting * Large exercises may
. . take a year
EREEI TSN e Weekly short meetings
Meeting .
with key team

————
Final Planning
Meeting

After Action
Meeting




The DECIDE Gamespace

B s Indicates Date and

h d d PNW Cyber EXEFCISE SEFIEE (TE|CEI] Current Final Breakpoint Reached
ECI E . p——— 9:00 AM 9:00 AM

Mar 20, 2019 Mar 20, 2019

next inject here time of exercise

INBOX @) D auesTions@ DA
R ot s ndicates questions to
Select Al = | New ark Read | * | 4 [1] e ) he answered
aer 219 3pm Questions :
pma All Questions  es»
From : Control 3120119 9:00 AM s e
To: NUARI (Controller) PVEMMETICES ot e v
EndEx This is the R A How does EMD/EQC identify when capacity is
communication pane - "H — exceeded? in time? in space? in intent?
where all comms, to This 15 the guestion
From - WA EOC the group or 0119 8:00 AM

o: NUARI (Controlle indi
Tor NUARI (Controller) i divudally, are

captured and

pane where answers
m v $ to specified

ici y:
his is the artifact/tile participants are

Sent: 3/20/19 9:00 AM  exported as needed in = ane where captured based upon
From : Control the exercise. s s ety nformation Question 2 - Controller assigned roles.

To: NUARI (Controller) L :D ccompanies the

Subject: EndEx e imeline of events,

What tracking mechanisms exist for ad-hoc
teams/packages?

U5 Cert Alert (exercise)

End of Exercise



LEADERSHIP — Command and Control
Hotwash and AAR’s =

|Identified Gaps in Impacted Areas

e Strategic Communications
EXERCISE IMPACT o
e Business Risk

e Legal/Compliance

e Operating Efficiency and Accuracy Gaps

Creating Resiliency with Data!
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