California Lutheran University

Information Technology Services

Setting up the VPN Client: “Palo Alto GlobalProtect”

Please note that only individuals with specific needs to access restricted applications such as
Colleague, Control Panel, Perceptive Content or Terminal Server; or a need to have read-write
access to the campus shared drives (U, V & P drives) should be using the VPN service. This is due
to service and volume limitations. If you do not require direct access we recommend that you use
your campus Google Drive.

To setup the VPN client on your computer, Go to:

callutheran.edu/vpn

Click on the appropriate installation file.

“ C { @ Notsecure | callutheran.knowledgeowl.com/help/vpn-connect-client-0e698ba
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VPN Connect Client
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The virtual private network (VPN) provides a secure connection to the Cal Lutheran campus from any computer that
Internet connection. The VPN is available to faculty, administrators and staff. VPN will give the user the ability to accq
the protected network (file shares, Colleague and software that require network licensing) as if they were physically
> Email Setup ocated on the Cal Lutheran campus.

» Cybersecurity

> FTP Server How to obtain access to the VPN

To install the VPN application (Pulse Secure) click on the appropriate installation file.
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Mac Installation
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Windows 64 bit installation Recommended
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Windows 32 bit installation
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> Telecom/Phones Follow these instructions to access the Cal Lutheran VPN
> Time Warner PDF Instructions

> Videos




ﬁ GlobalProtect a
Welcome to the GlobalProtect Setup Wizardm paloalto

The installer will guide you thiough the steps required to install GlobalProtect ¥5.1.1 on your
computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back Next >

GlobalProtect

Welcome to GlobalProtect

Please enter your portal address

| connect.callutheran.edu

9:49 AM
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California  Login
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Please enter your credentials o access Palo Alto Networks

Usemame

Password

After downloading the
installation application
follow the on screen
instructions to install
GlobalProtect

After installation, in the
Welcome box enter:
connect.callutheran.edu
and click “Connect”

Enter your CLU credentials



Additional Instructions for Mac Users

System Extension Blocked
ﬁ A program tried to load new system extension(s)
signed by “Palo Alto Network® .r you want to enable

these extensions, open Se ..y & Privacy System I f t h e m e Ss a ge

Preferences.
Introductic

- TS T ok appears “System
Ty Extension Blocked”
click on “Open
Security Preferences’

S R Running package scripts...

)

Security & Privacy

General  FileVault Firewall  Privacy

A login password has been set for this user Change Password...

¥ Require password | Sminutes £ after sleep or screen saver begins At the bOttom Of the
page is a button to
allow blocked
applications from

Alow 2pps downlosded from: loading. Click on
“Allow” and the rest of
the installation will
proceed normally.

System software from developer “Palo Alto Networks"” was blocked
from loading.

ﬂ Click the lock to make changes.
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Instructions for Setting up 2 Factor Authentication

The mobile app is called: “Duo Mobile” and will be used to authenticate the VPN
client. Follow these instructions to enable Duo Mobile.

™ GlobalProtect Login

Lutheran

What s this? [

Nead heip?

Powered by Duo Security

California

University

Protect Your CLU Account

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security

T GlebalProtect Login

California

Lutheran

University
What is this? C7

Need help?

Powered by Dus Securty

What type of device are you adding?
(@) Mobile phone r=covuens

(O Tablet (iPag, Nexus 7, etc.)
() Landline

Security Key (YubiKey, Feftian, efc.

™ GlobalProtect Login

California
Lutheran

To begin the process,
click “Start Setup”.

Select your device type.

University
What is this? Cf'

Need help?

Powered by Duo Securty

Enter your phone number

United States

2]
+1

Example: (201) 234-5678

Enter your phone number



California
Lutheran
University
What is this? O
Need help?

What type of phone is 805-452-31927

) ipnone
() Android
(O windows Phone

() Other (and cell phones)

California  ynstall Duo Mobile for 08
Lutheran
Universily 1. Launch the App Store app and
search for "Duo Mobile”.
What is this? Cf 2. Tap “Get" and then “Install” to
Heed help? download the app
o
=
California  givate Duo Mobile for i0S
Lutheran
UniVCI'Sity E . _. E 1. Open Duo Mobile
.| 2. Tap the "+" button
- byt
Whalis this? [4 . . 3. Scan this barcode
Need help? " b

Powered by Duo Security

Email me an activation link instead

Select the operating
system of your device.

Install the Duo Mobile
app on your device.
From the App Store for
Apple, or Google Store
for Android, find the
“Duo Mobile” app and
install.

Use your device to scan
the barcode on your PC
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What is this? (4
Need help?

Powered by Duo Security

Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Email me an activation link instead

What is this? (§

Add a new device

My Settings & Devices
Need help?

Powered by Duo Security

Enroliment successfull This is the Duo login prompt that you'll normally see when logging in.

California My Settings & Devices
Lutheran
UIIIVGI‘SI'EY Cfi iOS 805-555-5555 | JUSTADDED ’
What is this? (4
Need help? + Add another device
Powered by Duo Security
Default Device: i0S 805-555-5555
When llogin: | Ask me to choose an authentication method b
Ask me to choose an authentication method :
Automatically send this device a Duo Push
Automatically call this device
m Contunue to Login
s : Choose an authentication method
California
Lutheran @ Duo Push RECOMMENDED Send Me a Push
University

Q callme Call Me

Passcode Enter a Passcode

X

Click “Continue” to
activate your device

From the drop-down
select “Automatically
send this device a Duo
Push”

Select “Send me a Push”
as your authentication
method.



Once you have sent the push notification from your
mobile device, the GlobalProtect dialogue box will
show the VPN connected

GlobalProtect

Connected

Yoy are securely connected to t
corporate network

Disconnect

10:06 AM
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On Windows, the
application will appear in
the system tray. Click on
the icon and the
application tray opens.

10:20 AM
3/13/2020

On the Mac it will
appear at the top right
of your screen. Click on
the icon and the
application tray opens.

You can also launch the application from the Windows Start
Menu or the App Launcher on Mac.






