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BrightWork 365 Install and Setup

Prerequisites

Install User
The Microsoft 365 account used to install BrightWork 365 should have the following:

Note: We recommend using a service account to install BrightWork 365. This is to ensure business

continuity.

e Power Apps Per User License (this license should not be removed from this user)

If you are unsure what O365 licenses you have, please see What Office 365 Licenses do |

have?
e Office 365 E1 at a minimum
o The account needs a mailbox to send email

o This account needs access to Microsoft Teams, including the ability to create and

manage teams

e Power Platform Admin role in Microsoft 365

e

Manage admin roles

R R
Power Bl Administrator (7)
Power Platform admin (1)

Search admin (i)
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e System Administrator role in the destination environment

e Power Bl Pro license to setup Power Bl dashboard (optional)

BrightWork recommends that the BrightWork 365 application be installed by a user account with
the Power Platform Admin role. This user account must permanently have a Power Apps per User
license. This is because BrightWork 365 requires a licensed user to set up connection references
using their organizational Microsoft 365 account. These connection references enable different parts
of the Microsoft 365 ecosystem to 'talk' to each other (e.g., SharePoint, Outlook etc.). Removing the
license means that BrightWork 365 will stop working as expected. Therefore, we recommend that
this user account be a service account, to ensure continuity of service should individuals leave the

organization.

We typically expect that a member of the organization's Microsoft 365 administration team will

perform the installation.

Giving this user the Power Platform Admin role gives them access to all the Power Platform
environments in the organization and to manage these environments. Therefore, we expect that the

install user be a member of the Microsoft 365 Admin Team.

It may be possible to install BrightWork 365 with a lower 'per-environment' set of privileges;

however, this is not a situation that BrightWork has tested.
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Create Three Install Environments
We recommend creating three dedicated Power Platform environments and install BrightWork 365

into all of them:

e Dev (this is where your BrightWork consultant will create your custom solution)
e UAT (this is where you will test the custom solution)

e Production (this is where your users will use BrightWork 365)

BrightWork 365 should not be installed in the Default Environment.

We also recommend that you use dedicated Microsoft 365 security groups to control access to the
environments (i.e., a security group per environment). If you do not do this, all users in your Entra ID
(Azure Active Directory) will be listed in the environment. The easiest way to do this is to create a

Microsoft Team and use the associated group to control access to the environment.

See Control user access to environments: security groups and licenses - Power Platform | Microsoft

Docs for more information from Microsoft.

Note: The Environments into which BrightWork 365 is installed must have the English language pack
installed. This will only likely need to be done if the base language in your environment is not
English.

If you are a GCC or GCC High user, please see Power Apps US Government service URLs.

BrightWork 365 Files
You have downloaded the BrightWork 365 Solution Files.zip to a suitable location on your desktop

and unzipped the file.

The BrightWork 365 Solution Files.zip includes

BrightWork365_####_managed.zip (do not unzip this file)
e BrightWork365 Install Guide.pdf (this document)

e BrightWork365 1.x Upgrade Guide.pdf

e forms-templates.csv

e project-templates.csv

e project-templates-upgrade.csv
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e request-templates.csv

e request-templates-upgrade.csv

e  bw365 - My Work.pbit

e bw365 - Portfolio.pbit

e bw365 - Project Documents.pbit

e bw365 - Resourcing.pbit

e BrightWork 365 Security Roles.xlsx

Install BrightWork Solution

Note: Please review the Prerequisites before starting the installation.

1. Login to https://make.powerapps.com/ with your organizational Microsoft 365 account.
2. Click the environment switcher and select the Environment into which you want to install

BrightWork 365.

Environment

2 brightworkdev2 (default)

Environments X

O Search |

~"  BW365 Install Testing

Base Security Test

3. Bookmark this environment.

4. Click Solutions on the navigation menu.
o Al Builder v Unifie
I Solutions

’. Unive

el [N
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5. Click Import solution.

i  Power Apps 2 Search

= -+ New solution € Import solution [ Open AppSource 5 Pu

{nt Home .
Solutions

rho .

6. Click Browse, navigate to the folder with the BrightWork 365 Solution Files, select
BrightWork365_####_managed.zip, and click Open.

. Import a solution

0§ .
~ | Selectafile

Drag and drop or browse for the solution file to import.

Browsge No file chosen

7. Click Next and Next again.

8. Wait until a green check appears beside all the connections apart from the top one.

10 updates needed

Sign in

These services use your credentials to sign into apps and create connections. A green check means you're

ready to go.

BW HTTP with Entra ID (preauthorized) )
bw_sharedwebcontents_83b17 —
BW Dataverse 2 p
bw_sharedcommondataserviceforapps_6f03a
BW Approvals

© bw_BW3B5Approvals D

9. Click on the Invalid connection link to open it.
These services use your credentials to sign into apps and create connections. A green check means you're

ready to go.

BW HTTP with Entra ID (preauthori

bw sharedwebcontents 83b17 BW HTTP with Entra ID (preauthorized) )

v {BaseResourcelrl} L1

Invalid connection
BW Dataverse 2 . 9 -
lﬁﬁl

bw_sharedcommondataserviceforap +Add new connection

BW Approvals o ...

[+
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10. Enter https://graph.microsoft.com in both Base Resource URL and Microsoft Entra ID

Resource URIfields and click Sign In.

HTTP with Microsoft Entra I1D (preauthorized) @

Gateways @
®

\:\ Connect via on-premises data gateway (0

*Base Resource URL (@)

‘ https://graph.microscft.com ‘

*Microsoft Entra ID Resource URI (Application ID URL}) (o)

‘ https://graph.microsoft.com @ ‘

Sign in to create a connection to HTTP with Microsoft Entra ID (preauthorized).

11. Sign in if asked.
12. Click Next.
— |
S o

BW SharePoint )
- bw_sharedsharepointonline_a31df @ -

13. Click Import — it is safe to ignore the unused Environment Variables.

08. My Work - Power Bl

08. My Work - Power B

{Unused}

Default value O

09. Portfolio and Projects - Power Bl

(09. Portfolio and Projects - Power Bl

{Unused}

The import process can take around 20 minutes and a message will display when the import

is complete. Wait for this before proceeding to the next step. It is safe to ignore any timeout
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messages until the below message displays.

+ Mew solution < Import [ Open AppSource 5 Publish all

'C\/) Solution "BrightWerk365" imported successfully.

Solutions

14. Bookmark the solutions page for the BrightWork 365 environment.
15. Click Apps on the left navigation panel and select the BrightWork 365 Solution.
16. Click Play on the BrightWork 365 app menu.

| T apps Apps  Component libraries
Creat
< G B Name Modified
@® Dataverse v
35 BrightWork 365 Requests o 23minage
o Flows
@ = BrightWork 365 - 23minago
& Chatbots ~ Edit
[  Solution Health Hub & i
{B Al Builder v > Play
Nl Solutions |& Share

17. Bookmark the BrightWork 365 app.

Enable Audit

1. Navigate to https://admin.powerplatform.microsoft.com/environments.

2. Click the BrightWork 365 Environment.
3. Click Settings.

Power Platform admin center

7 Open 98 Settings [ Resources ~ " Convert 1

Home

Environments > BW365 1.5 Install Test

4. Expand Audit and logs and click Audit settings.

A~ Audit and logs

Audlit settin$
Audit summary view &
Entity and field audit settings &

5. Select Start Auditing and Log access, if presented with a retention period, select a retention

period (we recommend 365 days).
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6. Click Save.

Auditing

J

r
¥
L
)
\E]
M
i
i
1
W]

301 ol

Start Auditing
Log access(i)

|:| Read logs (i)

Global Audit Settings &
e

Add Users and Assign Security Roles

All BrightWork 365 users requiring access to the BrightWork 365 app should have at a minimum the

following roles.

e Basic User

e BrightWork Team Member

See BrightWork Security Roles Details | BrightWork 365 for an outline of the remaining security

roles.

To complete the install, you should assign all the BrightWork security roles to the install account.
Ensure not to unassign the System Administrator role when you are doing this. See instructions

below.

Add Users
We recommend that you use a Microsoft 365 security group to control access to the environment.

This means you should not have to add users one by one to the Environment.

See Control user access to environments: security groups and licenses - Power Platform | Microsoft

Docs for more information from Microsoft.

To add users one by one:
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1. Login to Power Platform admin center (microsoft.com) and click the environment into which

you installed BrightWork 365.
2. Click See all under Users.

See all  Edit Access

Security roles

See all

Teams
-

See all =

Users

Seeii'

525 Apps

See all
3. Click + Add user and add the user you want to add.

Assign Security Roles
Review the BrightWork 365 Security Roles Release Version.xlsx included with the solution files and

decide what user you want to have which security roles.
You should assign all the BrightWork security roles to the install account you are currently using.
All users need:
e Basic User
All licensed BrightWork users requiring access to the full app need at least:

e BrightWork Team Member — do not assign the BrightWork Request Submitter role to users

with this role
To assign security roles:

1. Login to Power Platform admin center (microsoft.com) and click the environment into which

you installed BrightWork 365.
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2. Click See all under Users.

See all  Edit Access
Security roles
See all

Teams
See all

Users

Seeﬂ

525 Apps
See all

3. Select a user and click Manage security roles.
.01

/2 Run diagnostics Manage security roles () Refresh user g% Change business unit
Environments > New Demo > Settings > Users

Manage users so they can access data within their environment. This list includes users with disabled ar
Looking for application users? Click here to go to the app users list

To validate user permissions for specific app(s), go to app access checker,
Name
Adam Sheehan
Alan Morgan
Alex Hankin

° Anne Wallace

4. Select the roles you want to apply to the user and click Save.

BrightWork Request Submitter
e BrightWork Stage Mover
e BrightWork Team Member
e BrightWork Template Editor
BusinessApplicationPlatformRole

CCl admin
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Note: To complete the installation, you should assign all the BrightWork security roles to the install
account. Ensure not to unassign the System Administrator role when you are doing this.
You can also bulk assign security roles using the User Roles Manager utility in XRM Toolbox

(https://www.xrmtoolbox.com).

Create Senior Managers Team

The Senior Managers team defines the users returned in these lookups.

e Group Manager

e Portfolio Manager
e Portfolio Sponsor

e Program Manager
e Program Sponsor

¢ (Request) Reviewers

e (Request) Approvers
To create the team and add the users:

1. Open the bookmarked BrightWork 365 app and perform a Ctrl-F5 browser refresh to update
permissions for the logged in user.

2. Switch to the Admin Area.

Change area
" Project Area

Admin Area b

E Project Area o
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3. Click Dynamics Teams and click + New.

People

R Users

I & Dynamics Teams

R Contacts

4. Name the team 'Senior Managers'.

5. Select a Business Unit, make yourself the Administrator and click Save.

3 Saﬁ J Save & Close = Mew "3 Connect | \ ]E Delete

test
Team - Team -

General Related

Team MName " Senior Managers Tean
Business Unit * E= org5ale6a53
v
Administrator * | Q Donal McCarthy X je
& Team Type " Owner

& Azure AD Object Id

far a aroun
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6. Click Add Existing User to begin adding your users to the team. Ensure to add the install

account that you are using — you can remove it later if needed.

=5enior Managers>

Default Queue

Bl Add Existing User 0 Refresh

7. When done adding all the existing users, click Save & Close.

Note: There is also a corresponding security role for each of the lookups. If you require greater
granularity, for example, to limit one of the lookups to only people who hold the specific view,
you can change the view definition to limit users that have the appropriate security role and

then assign the security role to the users that you want to be selectable in the lookup.
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Add Global Settings Record

1. Click Global Settings in the Admin Area.
2. Click New and select your organization’'s Working Week — typically this will be Monday,
Tuesday, Wednesday, Thursday, Friday.

3. Click Save and Close.

0090909090909
€ [y Save J Save & Close MNew DS Deactivate ]ﬁ] Delete O Refrash Q; Chy

¥

Global Setting - saved
Global Settings

Calendar Related

Working Week * Monday, Tuesday, Wednesday, Thursday, Friday

BrightWork365 Install Guide Page 17 of 60



Setup SharePoint Document Management

Create SharePoint Site
1. Click SharePoint on the Microsoft 365 waffle.

Contoso
Apps
Active user:
[5 Qutlook @ OneDrive
m Word Excel (i) Due to a recent incre.
and they might not h
m PowerPoint [u OneNote
Q Shalepms : w Teams Suggested actions (1)
Ny .
m Yammer }# Dynamics 365 2 Addauser ()Re
u@ Power Autom... ﬂ) Admin

2. Click Create site.

SharePoint

-+ Createsite —+ Create news post

Franiian
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3. Click Team site.

Create a site: Select the site type

Select the type of site you want to create. Learn more about team sites or learn more about comm

Team site Commun
Create a private space to collaborate with your team. Share infori
Track and stay updated on pr@ct status 7 Create
{} Share team resources and co-author content @ Engage
% All site owners and members publish site content £ Few cor

# Can connect to other Microsoft 365 products

4. Click Standard team.
5. Click Use template.
6. Give the site a name (e.g., BW365 Docs) and fill out the rest of the form.

Note: From a management point of view, it will be easier if you make the site Public to your

organization.

7. Click Create site.

8. Add any additional members.

9. Click Finish.
»

‘ Enter a name or email address

il Fin=h

10. Copy the site URL to your clipboard.
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Enable SharePoint Document Management and OneNote Integration

1. Login to https://admin.powerplatform.microsoft.com/environments.

2. Click Settings on the menu of the environment into which you installed BrightWork 365.

Environments

Environment Type ]
BrightWork 365 Scratch Sandbox
(] BrightWork 365 Demo Production |

Open environment

Settings b

Resources

BrightWork 365 Testing
Donal McCarthy's Environment
bw365dev (default) Convert to sandbox

3. Expand Integration and click Document Management Settings.

Settings
v = Email
¥ Email settings, Email tracking, Mailboxes, Server profiles
-~ R Integration
urrencies Document management settings ‘
Microsoft Social Engagement &
uration, Positions Outlook &

Synchronization

4. Click Enable Server-Based SharePoint Integration.

SharePoint Sites

ﬂ A SharePoint site is a record on a SharePoint server or in a site collection. SharePoint site records map to sites ¢
server,

Enable Server-Based SharePoint Integration
arsPoint { We recomr that you enable server-based SharePoint integration. Your current SharePoint integration relies

C— compoenent on a sandbox solution in SharePoint. SharePeint will no longer be supporting the sandbox solution

|—4 Manage Document Suggestions
f Set up intelligent document suggestions.
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5. Click Next.

B Enable Server-Based SharePaint ntegration - Dev New - Microsoft Edge — O X

& https://org5d1024fd.crm.dynamics.com/WebWizard/WizardContainer.aspx?Wizar...

Enable Server-Based SharePoint Integration

gEona

After you enable server-based SharePoint integration, you'll notice the following changes if
you used the previous SharePoint integration:

ent - You can perform SharePoint actions in the Dynamics 365 command bar. flling 3

S SN N N N N S R S S N Y N N N N N N R N N N SV

%ﬂ Cancel

6. Ensure Online is selected and click Next again.

7. Paste in your SharePoint site URL and click Next and then Enable.
Wait for the Enable Server-Based SharePoint Integration option to disappear — you may have
to refresh the page a few times.

8. Click Document Management Settings.

v TOU NEET TO assIgn SECUrity roies T0 NEW USETs UK LU SEE d IS0 UT USETS WITD TIEEW VIICTUSUTT LYNEnnics 503 5

Document Management

Which feature would you like to work with?

Document Managemen}%ﬁetting;

Select default document management settings for your organization.

9. Paste in the SharePoint Site URL and click Next.

] Bookable Resource Category Assn

SharePoint site
The selected SharePoint site will be used as the default site for document management.

SharePoint Site:  https://m365x287707.charepoint.com/sites/ContosoProjectDocuments

uext. Cancel

10. Click Next.
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11. Click Next. If you receive failure messages, wait a few minutes for the new SharePoint site to
finish the creation process and try again.

" Document Management Settings - Dev New - Microsoft Edg

- - - - B3 m
& https://org5d1024fd.crm.dynamics.com/WebWizard /WizardCo...

org5d1024fd.crm.dynamics.com says

N . lished
Document Libraries are being created at path: https://

m355x583134.sharepoint.com/sites/ContosoProjectDocuments
This process may take several minutes, Click Ok to Cantinue.

K Cancel

12. Click Finish.

Back Einishb Cancel

13. Click OneNote Integration (you may need to refresh the Document Management settings

screen to see this option).

OneNote Integration
Set up OneMote é*&t'r for selected entities so tha

ocument Q
access a notebook directly on the activity wall in Dynan

14. Click Finish.
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Create Portfolios, Programs and Connect to Microsoft Teams

Return to the bookmarked BrightWork 365 app | Projects Area and create at least one Portfolio and

one Program.

1. Click Portfolios on the nav and + New - fill out the form and click Save (do not close).
]

3 (51 Show Chart = MNew ]ﬁ[ Delete |

All Portfolios -

& A 4

2. In the Programs section on the lower half of the Statement tab, click + New Program — fill

out the form and click Save and Close.

Default Portfolio - saved Default Portfolic
Partfolio Name

Statement  Programs Documents  Issues

f Newﬁrogram

You should also create at least one Team in Microsoft Teams for linking your projects to, ideally one

for every program, and with the same name as the program. See BrightWork 365 Microsoft Teams

Admin Guide.

Once you've done this, select a Program and run the Update Teams List flow.

Engineering
Program

Statement Projects Documents Issues Risks Program Settings Related

Program Settings

Update Teams List @ No
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This will populate the Teams table with the Teams to which you have access. Once you have done

that, point each program to the appropriate team.

Program Type Regular
j Cost
Team & Contoso Projects X /‘j
Microsoft Teams Cost Comment
. Saravana - Projects
9/14/2021 10:29 AM
. bw365dev ¥ Scope

9/14/2021 10:28 AM

_ ) Scope Comment
- New Microsoft Team 7a%  Change View

Every time you add a program, you should ensure that it points at a Microsoft Team.

Going forward, when you create projects associated with the program, you can run the Create
Teams Channel flow from a project’s Project Settings tab to connect the project to the Team and

create a Channel in the Team for the project.

Development Scale-Up Launch Sta

nents Issues Risks Project Settings

Reset Target Dates in Create Teams
N N
all Project Tasks @ ° Channel @ ©
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Import Forms and Templates

Next, you will import the Forms and Templates necessary to get started with BrightWork Templates.

Import Form Templates

1. Open the bookmarked BrightWork 365 app and click Projects Area in the bottom left of the

screen and select Templates Area.

Change area
Projects Area
v/ Templates Area

Admin Area

LY Templates Area c
L

2. Click Form Templates.

Templates

I-—,, Form Templates
3 Request Templates

=e Project Templates

3. Click Import from Excel | Import from CSV.
7

Excel | < ﬁﬂ Import from Excel | '

07 Import from CSV .

@7 Import from XML
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4. Click Choose File, select the forms-templates.csv file included in the BrightWork 365 Files

zip, and Next.

Import from CSV X
File Upload Choose File | forms.csv
Owner For Imported Records

Select Owner For

Imported Records @ BW365 Admin

Import from CSV X

5. Select Name from the Alternate Key field.

@ You're about to import forms-templates.csv 594 Bytes

Import Settings
Alternate Key

Name v

6. Click Review Mapping.
7. Click Finish Import.

8. Click Track Progress and OK and wait until the import has completed.

Track Progress Done
ng
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My Imports
Import Name ~ Status Reason ~ Successes ¥

forms.csv Completed "

Keep this window open for the other imports.
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Import Project Templates
1. Click Project Templates on the navigation in the Templates Area.

2. Click Import from Excel | Import from CSV.
|

ot to Excel | " ﬂﬂ, Import from Excel | o

ns | @ Import from CSV I

B Import from XML
lype

Click Choose File, select the project-templates.csv file and click Next.
Click Review Mapping.
Click Finish Import. It is ok to ignore messages about unmapped fields.

Click Confirm.

S e

Submit Data X

Some required fields are not mapped. This might result in some records not being
imported.

m

7. Click Done, return to the Import Tracking page, and wait for the import to complete.

8. On the Project Templates screen, click Refresh, select all the Project Templates and click

Edit.
BrightWork 365
4 B Show Chart ¢ Ed [ Activate [ Deactivate [I] T
Edit

Project Templates s | Edit this Project Template.

Mame ~ Content Template “
@  Produci Update
@  MNew Product Idea

@  Project Standard
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9. Select yourself as the Approvals Coordinator, select the Portfolio and Program you created

earlier, and select yourself Project Manager and Project Sponsor, and click Save.

Edit 3 records X

Enter changes in the fields you want to edit.

Form
Project Template

Details Header

Details

MName . Available in Requests —
Approvals ) Available in Project

) BW365 Ad... jects
Coordinator @
Form Template . Reference Type R

B Create Co —

Business Process N Y
Flow -

MNew Project Defaults

Content Template — Project Manager —
Portfolio = Contoso Project Sponsor o
Program &IT X L0 Project Type -

Approval Labels

Customize Approval Labels
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Import Request Templates

1.
2.

4.
5.
6.

7.

Click Request Templates on the navigation in the Templates Area.

Click Import from Excel | Import from CSV.
|

ot to Excel | " ﬂﬂ Import from Excel | o

ns | @ Import from CSV I

B Import from XML
lype

Click Choose File, select the request-templates.csv file and click Next.

Import from CSV X

File Upload | Choose File | request-templates.csv

Owner For Imported Records

Select Owner For
& Bw365 Admin (Offine)

Click Finish Import. It is ok to ignore messages about unmapped fields.

Imported Records

Click Review Mapping.

Click Confirm.

Submit Data

Some required fields are not mapped. This might result in some records not being
imported.

e

Click Done and wait for the import to complete.
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10.

11.

On the Request Templates view, click Refresh, select all the Request Templates and click
Edit.

Make yourself the Approvals Coordinator and click Save.

Open the 'Project Standard’ Request and enter your name as the Approver in the Approvers
column (you need to enter at least three characters into this type of multi-user column).

At a later stage, you will need to decide who should be the Approvers for the other requests.

Draft to Accepted

Approvers

|@ Donal McCarthy

Click Save & Close.

Install Power Automate Approvals Module

BrightWork 365 uses the Power Automate Approvals feature. This feature must be installed, and the

install is started by triggering a flow that uses the Approvals feature.

To do this, you simply create and submit a request.

1.

2.

Return to the bookmarked app and click Requests on the main navigation.

Requests

£ Requests .

Projects

Click + New.
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3. Enter a Title and select the 'Project Standard’ Request Template.

New Request - unsaved

Project Request 0 Stage ‘
Active for less than one mi.. Details

Select Request Type

Title *  Install Approvals

Request Template Look for records p

Results from: Request Templates  Templates

., New Product ldea
] Project Standard

., Product Update
= Product Update

Project Standard
=]
Project Standard b

~+  New Record Advanced lookup

This will open the project request form for the selected template.
4. Click Submit Request.

In around 10-15 minutes, you will receive an email like the below — this means the Requests

module was installed successfully.

New Product Idea for Acceptance

) o Reply | 5 Reply Al
Microsoft Flow <maccount@microsoft.com>

° To @ Donal McCarthy

MF

(&) Approvals | Power Automate

New Product Idea for Acceptance

Requested by Donal McCarthy <donal@bw365dev.onmicrosoft.com>

Date Created Tuesday 15 June 2021 10:54
Link test

Donal McCarthy has submitted a New Product Idea: test.

Every idea must go through several stages before a project is created. You can start
each stage manually or allow each stage to progress automatically. Please review the
details below to understand what you need to do to allow the idea to progress
automatically through each stage.

5. Approve the request.
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Setup Cost and Budgets Column Security Profile

The costs and budget columns in Programs and Portfolios are security enabled. This means that
users must be members of the column security profile (either individually or as a team member) to

view and edit the columns.

We recommend that you use a Dynamics Team — you can use the Senior Managers team you
created earlier, or you can create a new team; alternatively, if you do not want any security on these

columns, you can just use the default environment team.
To set up the Costs and Budgets Field Security Profile:

1. Login to the bookmarked solutions page for the BrightWork 365 environment.
2. Click Solutions and enter the BrightWork 365 solution.

=+ Lreate
@® Dataverse — Display name
&% Flows () BrightWork 365 A
&l Chatbots s Power Apps Checker Base
{3 Al Builder o Power Apps Chacker
I Solutions Contextual Help Base

Cantavbnal Haln

3. Click Column security profiles.

4. Open the Costs and Budgets profile.

‘ / Search | = Publish all customizations
= 5 () You cannot direct y edit the objects within 2 managed solution. If the managed properties for s
= All(212)
B apps @
i > Column security profiles

& Chatbots (0) BrightWork 365 y p
= Choices (28) S

= Display name T MNamy
o® Cloud flows (31)

O = ~osts and Bud g C

Cd Column security prof... (1) ! Mgﬁ c osts

't Component libraries (1)
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5. Click Teams and then click Add.

= Saveand Close | HWgActions -

Field Security Profile: Costs and Budgets
% Teams

Related

Field Security Profile : Inf... 22 Teams Team Associated View v

L General A

| Team Name 4+

4 Members:

&% Teams

- Users

4 Common
[, Field Permissions
Audit History

6. Select the Senior Managers team and click Add.

Look Up Records

Enter your search criteria.

Look for

Look in ‘ Teams Loockup View V|

Search ‘Sear\:h for records D

[J | Team Name

bw365-main-core-latest

Senior Manager.

1-20f2 [1 zelected)

Selected records:

&% Senior Managers
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7. Click Save and Close.

@ Field Security Profile: Costs and Budgets
% Teams

8. Click Done.

Currently editing a Column security
profile

When you're done editing the Column security profile,

click Done below to return to the page. This will refresh

the page and fetch your changes.
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Power Bl Set Up

For this section you will need the Power Bl desktop app. You can get it from the Microsoft Windows

app store. You will also need a Power Bl Pro License.

You should also Create a workspace (or have one ready to use).

Setup BrightWork 365 PBITs

1. Return to the download folder and open the bw365 - Project Documents.pbit file.
A window will open requiring you to enter content.

2. Paste the SharePoint site URL from the SharePoint site you created earlier into the
SharePoint Site URL field.

3. Login to the BrightWork 365 app and copy your Dataverse URL, up to ‘dynamics.com’.

Do not include https:// in the copy!

DL 3, org 92981545, crm.dynamig I SRS Lo T T

© Emoiji Win+Period

BrightWork 365

L4

4. Paste the URL into the Dataverse URL field and click Load.

BrightWork365

Dataverse URL

consoto-brightwerk365.crm.dynamics.cam

SharePoint Site URL
https://contosa.sharepoint.com/sites/BW365Docs

oy

Note: The Dataverse URL should not have the HTTPS element in the URL.
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5. You will be prompted to sign into both SharePoint and Dataverse.
Use your Microsoft 365 credentials and click Connect.
sharePoint X

Anonymous B https://bw365dev2.sharepoint.com/sites/BW365D0...

) You aren't signed in.
Windows g

Sichgdn
Microsoft account
Select which level to apply these settings to

https://bw365dev2.sharepoint.com/ -

—

CommonDataService bed

Organizational account < cchmc-brightwork-dev.crm.dynamics.com

You are currently signed in.

| 5ign in as different user |

e

The report should load and display whatever data exists in your BrightWork 365
environment.

6. If prompted to select which level to apply settings to, select the SharePoint site from which
you copied the URL.

7. Click F12 on your keyboard and save the PBI file, for example, as BrightWork365 — Project
Documents.pbix.

8. Click Publish and login if prompted.
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9. Select the Workspace into which you want to publish the report and click Select.
1A B E W

ow  Text  More New  Quick Publish
ual box wisualsv measure measure

nsert Calculations Share

== "' S7 Eiltare Visua

Publish to Power Bl
gress

Select a destination
My workspace

Contaso

Values

Se\ei Project|
Project!

R Start

Late Tasks On Track Tasks Future Tasks Completed Tasks . -,-_ N
is (All) Einich

10. Click the link to open your report in the Power Bl service and proceed to the next step.

=t %
" - ”
Publishing to Power Bl :
h
v Success! I
Open 'de-;E-Jich'nQAJqEL‘-ZO.DbL"H Power BI e Sy
Get Quick Insights 1)
Is M
% Did you know? I
You can create a portrait view of your report, tailored for mobile phones.
= On the View tab, select Mobile Layout. Learn morég
Adc
Got it
on &

11. Repeat for the bw365 - Portfolio.pbit, bw365 - Resourcing.pbit and the bw365 - My

Work.pbit — you will not be required to set up the SharePoint connection for these reports.

Setup My Work Users
The BrightWork 365 My Work report utilizes row level security to filter work and display only the

work belonging to the logged in user.

For this to work, the users must be added to the Workspace as Viewers and added to the User

security group for the report dataset.
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Add Users as Viewers

1. Login to https://app.powerbi.com/ and navigate to the workspace into which you published

the reports in the previous section.

2. Click Manage access.

- B Create app 22 Manage acci 83 Workspace settings

Type Owner Re
3. Click + Add people or groups.

4. Add each user who will be accessing the report as a viewer.

¥ &= ?7 & ﬁ,.'

< Add people X
PBI Testing
ﬁ Admins, members, and contributors >
have edit and view access. Viewers only

have view access. Learn more [7]

@ Alex Hankin @ Dan Bacon

@ Conor Geoghegan

@ Anne Wallace

i Fintan Manning

ded

[H

|Er‘|:5r name or email @

a Viewer ~ m

Note: My Work will only work with users added as Viewers. If the users are not added as Viewers,

they will have to use the slicer to see their work.
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Add Users to Security

1. Login to https://app.powerbi.com/ and navigate to the workspace into which you published

the reports in the previous section (you may need to refresh the page).

2. Click Security on the My Work dataset menu.

1#+°] bw365-1-9-install-testing-my-work c B - Semantic model PBI Testir

Un) bw365-1-9-install-testing-portfolio Explore this data (preview) Bl Testir

Analyze in Excel
137 bw365-1-9-install-testing-portfolio Bl Testir

Create report

1 bw365-1-9-install-testing-Project-Documents Bl Testir
T Auto-create report
|55 bw365-1-9-install-testing-Project-Documents Create paginated report BI Testir
Un) bw365-1-9-install-testing-Resourcing Delete Bl Testir
2 bw365-1-9-install-testing-Resourcing Bl Testin
Security .
Rename

3. Add each user who will be accessing the My Work report and click Save when done.

Row-Level Security

Users (0) Members (0)

People or groups who belong to this role

@ Alex Hankin
@ Anne Wallace

@ Conor Geoghegan

@ Dan Bacon

i Fintan Manning

N E

Enter email addresses @

-
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Configure Power Bl Scheduled Refresh

Complete this step for each of the reports.

1. Login to https://app.powerbi.com/ and navigate to the workspace into which you published

the report in the previous section.

2. Click the Schedule refresh icon for one of the Semantic model rows.

0O Name Type Owner Refresh
I bw365-1-9-install-testing-my-work Report PBI Testing 12/2/24
) bw365-1-9-install-testing-my-work ] i =« Semantic model PBI Testing 12/2/24
U bw365-1-9-install-testing-portfolio Report PBI Testing 12/2/24

3. Under Data source Credentials click Edit credentials and login.

Configure BW Install Testing

Authentication method
OAuth2 w
Privacy level setting for this data source

Crganizational v

& Report viewers can only access this data source with their own
Power Bl identities using DirectQuery. Learn more

Siqrj in Cancel

v

4. Expand Refresh and turn on Configure a refresh schedule and configure the refresh as you
would like it — at a minimum you should set it to run daily. With Power Bl Pro, you can have a

maximum of 8 refreshes per day.
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5. Click Apply.

Define a data refresh schedule to import data from the data source into the semantic model. Learn more

Refresh frequency

‘Z‘a\\y V|

Time zone

‘(UTC)- Dublin, Edinburgh, Lisbon, Lcn(V|

Time
s v[oo ~[am v]x

AM v X

v
v|am v|x
v|PM v[x
vlpm w[x

vl w[x

=) = T = @
< < < < <
= = = = =

o
=3
<

PM w|X

| 1
(=N
&
a
EN
o
5
T

Send refresh failure notifications to

hd Semantic medel owner

[ These contacts:

APPQ’“ | Discard

6. Repeat for the remaining semantic models. You will also need to edit the credentials for the

Project Documents semantic model and login to SharePoint.

Update Dashboard Settings

The Power Bl reports you just set up are delivered via Power Platform Dashboards. Next you must

update the dashboards to point at your reports.

1. Return to the BrightWork 365 solution in https://make.powerapps.com/ and click

Dashboards on the navigation.
¥ Connection references (11)
Custom controls (2)
#il Dashboards (1@)

Environment variables (5)

[ -
2. Click 08. My Work - Power BI.
i 07, Costs and Budgets Portfolio Dashboard : 07. Costs and Budge
@ @ 08 My Work - Powgr B : 08. My Work - Powe
W 09. Portfolio and Projects - Power Bl 09. Portfolic and Pre

3. Select the Power Bl workspace into which you published the reports.
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4. Select the My Work Report and click Save.
mﬁ Edit Power Bl embedded da... x

Display name :

LI

| 08. My Work - Power Bl

Type " O
© Power Bl report
O Power Bl dashboard

Last M [ Use environment variable (D

Power Bl workspace " (1)
BrightWork 365 i

Power Bl report "

bw365-bw-mywork =

e o

ften

5. Repeat for the remaining Power Bl reports.

6. Click All | Publish all customizations.

Power Apps

Objects < New \dd existir 5 Publish all customizations

(D You cannot directly edit the objects within a managed soiutxc*lf the managed properti

R Search

= BrightWork 365 > All

=
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Setup Dynamics Email

This section does not need to be done if you do not intend to use email activities in projects.

Note: GCC customers must request the Microsoft Dynamics 365 App for Outlook from their
Microsoft representative.
A user can only sync to one Dynamics or Dataverse environment at a time. If you have other

Dynamics or Dataverse environments with email setup, consult your Exchange administrator.

Install the Microsoft Dynamics 365 App for Outlook

1. Navigate to https://appsource.microsoft.com/en-US/product/dynamics-

365/mscrm.fa50aa98-e8bb-4757-83ce-6d607959b985 ?tab=0verview

2. Click Get it now on the Microsoft Dynamics 365 App for Outlook.

Search results for “outlook”

Showing 91 results in apps. View 42 related results in consulting services or 2 related results

. Dynamics 365 X
Filters Clear all

L Search filters All results

v Products (1) D

 Categories

Microsoft Dynamics 365
App for Outlook

~ |ndustries

Microsoft Cynamics 365

v Trials @ sales ) Field Service
Empower your team to achieve more
“ Pricing Model with Cynamics 365 and Cutlook,
~ Ratings e
g % 3.1 (27 ratings)

v Compliance @
Free

-
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3. Signin if asked.

Sign in to Microsoft AppSource

Enter the email address of the account you want to use when acquiring apps on
AppSource.

The app you have selected (Microsoft Dynamics 365 App for Outlook) requires a work or school
@ account to continue. Microsoft accounts are not supported for this app.

Work or school account

Don't have an account? Sign up for a free account

4. Select the destination environment, agree to the terms, and click Install.

- Install Microsoft Dynamics 365 App for Outlook X

Name
Microsoft Dynamics 365 App for Outlook
Description

Extend the power of productivity in Outlook with Microsoft Dynamics 365 App for Outlook so
your team can experience Common Data Service app in context of customer communication in
Outlook. Capture your customer communication right within OutlookTrack...

"9 Seemore

Publisher

Microsoft Dynamics 365

Pul

Select an environment *

ol ‘ Release Testing R4

Don't see your environment?

I agree to Microsoft's Legal Terms and Privacy Statement

I agree to Privacy Statement and Legal Terms for importing packages into Dynamics 365
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Approve Mailboxes

Note: This task must be carried out by a user with Global Administrator or Exchange Administrator

role in Office 365, and System Administrator role in the Power Platform Environment

1. Login to https://admin.powerplatform.microsoft.com/environments and click Settings for

the destination environment.

2. Expand Email and click Mailboxes.

- E Email

Email settings
Email tracking
Mailboxes i’

Server profiles

anninga / 2@ Intearation

3. Select the BrightWork Team Member Mailboxes view.

+ BrightWork Team Member Mailboxes v

System Views

Active Forward Mailboxes
Regarding Incol

Active Mailboxes

Active Mailboxes Using Server-Side Synchronizati... Anne Wallace  Not

Active Mailboxes Without Email Delivery Method | BrightWork Adr  Not

Active Queue Mailboxes Dan Bacon Not

Active User Mailboxes
Danista Shaikh  Not

All Mailboxes

Donal McCarthy Not
BrightWork Team Member Mailboxes b ’
Inactive Mailboxes Tina Kurzemnie Mot

4. Select all the BrightWork users you want to enable and click Approve Email.

‘AULT EMAIL SE... &5, APPROVE EMAIL &5, REJECT EMAIL ~ ##»

A

P~ 1
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5. Click OK.

I erver-!
Approve Primary Email S
Do you want to approve the primary e-mail address of 6 Mailboxes?
erver-:
N Brver-!
. By doing this, you agree to share data from Microsoft Exchange or any
Erver-!

other configured email system with Microsoft Dynamics 365. Microsoft
Dynamics 365 is subject to a separate privacy agreement that can be
accessed here.

| oK ‘ ‘ Cancel

Enable Mailboxes

Note: It is very important to understand that an Exchange mailbox can only be synced with one
Dynamics mailbox. Syncing an Exchange mailbox that is already synced with another
Dynamics mailbox will break that sync. This situation will only arise if you have users active in
other Power Platform environments (e.g., one where Dynamics 365 is installed).

See When would | want to use this check box? for more information.

1. Login to https://admin.powerplatform.microsoft.com/environments and click Settings for

the destination environment.

Power Platform admin center

@ Deselect 7 Open environment 5% Settings &7 Resources ~ ™" Convert to produg

cnvironments .
Environments

Analytics o

lesources v Environment Type State

Help + support Release Testing Patch Sandbox Ready

Data integration ° Release Testing e Sandbox Ready
Deselect

Data (preview) Dev Branch Ready
Open environment

Policies ~ Caitriona BW365 Dev : Ready
Settings b

4dmin centers s Demo Dev Resources b Ready
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2. Expand Email and click Mailboxes.

/~ = Email

Email settings
Email tracking
Mailboxes g"

Server profiles

apnina %@ Intearation

3. Select the BrightWork Team Member Mailboxes view.

+ BrightWork Team Member Mailboxes v
System Views

Active Forward Mailboxes
Regarding Incol
Active Mailboxes

Active Mailboxes Using Server-Side Synchronizati... Anne Wallace  Not

Active Mailboxes Without Email Delivery Method = BrightWork Adr - Not

Active Queue Mailboxes Dan Bacon Not

Active User Mailboxes
Danista Shaikh  Not

All Mailboxes

Donal McCarthy Not
BrightWork Team Member Mailboxes b ’
Inactive Mailboxes Tina Kurzemnie Not

4. Select all the BrightWork users you want to enable and click Edit.
5. Ensure Server-Side Synchronization is the selected method for all three options and click

Change (or Save), and close the window.

Synchronization Method
Server Profile o]

Incoming Email Server-Side Synchronization or Email Router ~

Qutgaing Email

* Notes

6. Select the users again and click TEST & ENABLE MAILBOXES.

ELETE ' -~ 4‘{3 TEST & ENABLE MAILBOX... Ei; APPLY DEFAULT E

Test Configuration and Enable Mai
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7. Click OK.

m Test Email Configuration - BW 365 Dev - Microsoft Edge

il :
L] org5alebab3.crm.dynamics.com

select the records you want to test the email access configuration for,

Test Email Configuration

} Selected records on the current page
(") All records on the current page
{:} All records on all pages in the current view
The email configuration test runs asynchronously. The test is performed only on

records for which the test isn't already in progress. To continue, click OK. You can view
the results of the test in the list of mailboxes or in the mailbox record.

If this mailbox was previously configured to sync with another organization, checking this option will
switch it to sync with this organization. What's this?

QK Cance
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Add the Users to the Dynamics 365 App for Outlook User security role

1. Login to the https://admin.powerplatform.microsoft.com/ and click into the destination

environment.

2. Click Security Roles | See all.

—dit Access

Security roles
See all

Teams

3. Click Members on the Dynamics 365 App for Outlook User role menu (if you do not see

this option, turn off the option 'Display only parent security roles.’

Desktop Flows Runtime Application User bw365-main-core-latest
(] Dynamics 365 App for Outlook User e bw365-main-core-latest
[ Copy
EAC App Access test
& Edit
EAC Reader App A test
eader App Accass il Delete
Environment Maker A Membersb test
Export Customizations (Solution Checker) e bw365-main-core-latest

4. Click Add People.

No people added

—~+ Add people
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5. Add the users and click Add.

- Add people X

Choose the people who should be added to the role.

| Search for a name, email address or team name

1ok User

Anne Wallace 4
anne@brightwork365.com

BrightWork Admin 4
bwadmin@brightwork365.com

Dan Bacon %
dan@brightwork365.com

Danista Shaikh %
danista@brightwork365.com

Donal McCarthy %
donal@brightwork365.com

Tina Kurzemniece e
tina@brightwork365.com

m Cance'
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Install the Microsoft Dynamics 365 App for Outlook for Users

1. Login to https://make.preview.powerapps.com/ for your environment and click Settings |

Advanced settings for the destination environment.

Environment
New Demo
m Solution pre i
Settings e
Power Apps
Admin center
Dlanfc)
n check lan(s)
Advanced setti
by publisher Session details
Developer resources
by publisher Power Apps settings
2en mnin
Themes
by publisher * * ﬁ.*
Ofﬁ:e kff / I B 52
" "‘.' ﬁ
by publisher

— L 7ASR T

2. Expand the Settings drop-down menu and click Dynamics 365 App for Outlook.

it Dyﬂ amics 365 Settings ~  Business Management

Settings

Business Customization System Process Ce
Business Manageme... m Customizations & Administration & Email Configuration m Proces
IJ Templates ..; Solutions m Security B Dynamics{:GSAppf... =" Micros
\\‘ Mobile Offline '/ Microsoft AppSource m Data Management

3. Select Automatically add Dynamics 365 App for Outlook to all eligible users and click

Save.
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Automatically add Dynamics 365 App for Outlock to all eligible users. See mare

Save
Al CEliAib=la | leare o Codl

The system will start to install the app into outlook for the eligible users.

4. Click Refresh a few times until it is installed into all the users.

b,r ADD APP FOR ALL ELIGIBLE USERS

O | Full name Status | Enabled for I... |] Enabled for Al ( i
Fs

Donal McCarthy Added to Outlook Yes Yes

Tina Kurzemniece Added to Outlook Yes Yes
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Uninstall BrightWork 365

You have two options to remove BrightWork 365 from your Power Platform tenant:

e Delete the BrightWork 365 environment

e Delete the BrightWork 365 solution and any other associated solutions

Delete the BrightWork 365 Environment

The easiest way to remove BrightWork 365 from your Power Platform tenant is to delete the

environment into which BrightWork 365 is installed.

Note: You need to be a Power Platform Administrator to carry out this step. Clearly, it should be

done with caution.

To delete the BrightWork 365 Environment.

1. Login to https://admin.powerplatform.microsoft.com/environments and select the

environment into which you installed BrightWork 365.

2. Expand the - menu and click Delete.

Environments

Environment Type State Region
(] Contoso BrightWark 365 Sandbox Ready United States
Deselect
Ready United States
Open
Ready United States
Settings
Resources Ready Europe
Convert to production Ready United States
Backups Ready United States
Copy
Ready United States
Reset
Ready United States
Delete b
Histary Ready United States
Production Ready United States
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3. Enter the environment name and click Confirm.

Delete environment Contoso BrightWork 3657 X

Its resources and backups will be deleted, including:
Dataverse (bw365-upgradetest.crm.dynamics.com/) apps and data
1 PowerApps apps
31 flows
* & standard connections
Administrators of the environment will have 7 days to recover it by
going to the main environments page. | Learn more

Enter the environment name, Contoso BrightWork 365, to confirm

Contoso BrightWerk 365

Delete the BrightWork 365 Solution

If you want to keep the environment, you can also delete BrightWork 365 from the environment. If
you have a custom managed solution for BrightWork 365, on top of the main BrightWork 365

solution, you must delete this custom managed solution first.

To delete the BrightWork 365 solution:

1. Login to https://make.preview.powerapps.com/ and select the environment into which you

installed BrightWork 365 from the environment switcher in the top right.

2. Select the BrightWork 365 Solution, expand the -+ menu and click Delete.

@  BrightWork 365 BrightWork365 1 week ago 1
Power Apps Checker Base & Edit 1 week ago 1
Power Apps Checker il Delete . 1 week aga 1
Contextual Help Base Pty 1 week aga 1

&% Show dependencies
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3. Click Delete to confirm that you want to delete the solution.

Are you sure you would like
to delete this solution?

Deleting this solution will remove it and all its
objects from the environment,

|

BrightWork365 Install Guide Page 56 of 60



Appendix

What Microsoft 365 Licenses do | have?

The BrightWork 365 Install user must have a Power Apps per User license. See below to establish if

this applies to you.

1. Login into https://www.office.com

2. Click View account on your profile menu.

& \Y[@-@ of (3

BrightWork Sign out

Donal McCarthy

dmccarthy@BrightWork.com

ass edd

3. Click Subscriptions on the nav.

= Office apps

= Subscriptions
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4. If the 'Power Apps per user plan’ is not listed, do not proceed with the install.

Contact your 0365 Admin to get a Power Apps per User license added to your account.

Subscriptions

These are the licenses currently assigned to you and your unigue ID. If you need h
Support. Your use of the service(s) is subject to the agreements your crganization
are covered by separate terms and privacy commitments. Learn more about Micro

User unique identifier and license status

User unigque identifier
Licenses

Power Apps per user plan

Power Automate for Power Apps per User Plan
Common Data Service
Power Apps per User Plan

Note: The Power Apps for Office 365 license is not sufficient to use the premium connectors

included with BrightWork 365.
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Power Apps US Government service URLs

You use a different set of URLs to access Power Apps US Government environments, as shown in the
following table (the commercial URLs are also shown for contextual reference, in case they are more

readily familiar to you).*
POWER APPS US GOVERNMENT SERVICE URLS

Commercial version URL US Government version URL

https://make.powerapps.com https://make.gov.powerapps.us (GCC)

https://make.high.powerapps.us (GCC High)

https://make.apps.appsplatform.us (DoD)

https://create.powerapps.com https://make.gov.powerapps.us (GCC)

https://make.high.powerapps.us (GCC High)

https://make.apps.appsplatform.us (DoD)

https://flow.microsoft.com/connectors https://gov.flow.microsoft.us/connectors

https://high.flow.microsoft.us/connectors (GCC High)

https://flow.appsplatform.us (DoD)

https://admin.powerplatform.microsoft.com/https://gcc.admin.powerplatform.microsoft.us

https://high.admin.powerplatform.microsoft.us (GCC

High)

https://admin.appsplatform.us (DoD)

https://apps.powerapps.com https://play.apps.appsplatform.us (GCC)

https://apps.high.powerapps.us (GCC High)

https://play.apps.appsplatform.us (DoD)

https://app.powerbi.com https://app.powerbigov.us (GCC)

https://app.high.powerbigov.us (GCC High)
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POWER APPS US GOVERNMENT SERVICE URLS

Commercial version URL

US Government version URL

https://app.mil.powerbigov.us (DoD)
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