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Cyber Security Infrastructure: Protecting Critical
Assets and Mission Readiness

Best Practice:

Cyber-Hardened, Resilient Industrial
Infrastructure - Systems Platform
(CRIISP)

Start Secure. Stay Secure. Restore Secure!

complex world

CLEAR SOLUTIONS™
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Why cyber-harden Operation Technology (OT)?

* Operational technology, monitors and manages industrial
process assets and manufacturing/industrial equipment.

* February 5, 2021 - Cyber actors gain unauthorized access
to the supervisory control and data acquisition (SCADA)
system at a U.S. drinking water treatment facility.

* Actors manipulated system to increase concentration of
sodium hydroxide in the water treatment process.

* Personnel noticed the change before
the system’s software alarmed.

®* The cyber actors likely exploited
poor password security and an
outdated operating system.
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Anatomy of OT Cyber Attacks

A software Attackers Malware is
vulnerability goes discover the installed, allowing
undetected vulnerability and attackers to

target exposed OT tamper with
system controls

Attackers spear- | o Attackers exploit Attackers deploy &=
phish employee 5 IT network and malware to alter
and gain a create a ‘bridge’ data, equipment !
foothold in the into OT network operation, or
target system cause outages
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Problem Space...

- HVAC Maintenance Services

Lighting Control & Retrofit
]

Smoke Control

* Cybersecurity of OT has
ndoge Gl national attention

Energy Supply &

resme:. © Dependable OT is critical

in preserving operational
resiliency

Intrusion
Detection .
\

| e — ™ * OT is the foundation of

f En_telrprise Systems

) | gt any “Smart” facility, city,
lij Water I'idanagement

or DoD base

* Creates need for standardized, cyber-hardened solution:

v'Assure reliable, critical operations during crisis/contingencies

v Establish, maintain and restore trust in OT systems
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Define and Scope Problem...

Physical attack
Act of sabotage

Cyber attack
Infiltrate business system

Gas-fueled
power plant

Gas

processing tndergraund

_._gas storage
<o

________________ N — e e e . a7 5 > S

Propane truck Residential
users

Oil transmission _

l' :_-:::;:-::::U:: L
i Transportation
fuels

Oil storage ‘.“:-_._ _____________ i :
and terminal ¥ L 000 KESIEEASESUTIRCE TR i
Industrial users

Oil refinery

Cyber attack
Infiltrate control system Physical attack
Explosive

* Perform Resiliency & Operational Risk gap assessment
* Plan with future in mind (e.g. analytics, M/L, Al, etc.)

Image Reference: GAO, Critical Infrastructure Protection: Actions Needed to Address Significant Weaknesses in TSA’s Pipeline Security Program Management, GAO-19-48 (Washington, D.C.: Dec. 18, 2018)
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Solution...CRIISP - Cheyenne Mountain SFS, CO

* High-level, mission resiliency requirements drove need for a
next-generation, cyber-hardened Facility-Related Control
System (FRCS) architecture:

= Resilient, survivable, secure, defensible, and recoverable

= Where feasible, make it autonomous (utilize machine-learning [M/L]
to reduce man-hours on repetitive tasks)

= End-to-end physical and cyber security with layered-defense/defense-
in-depth methodologies

= Strong segmentation and - ?
logical separation between a NE! | = - -[ﬂﬂmd
facility systems, enclaves, HE P -E!
and zones -
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CRIISP - Operational View...

SMART CITY

NETWORK of road snow/
ice sensors, traffic control/
light systems,

Facility Access Control,
Facility HVAC/

Power control systems,
Life/Health/Fire systems
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TRADITIONAL

CRITICAL IT NETWORK
UTILITY TRANSPORT
INFRASTRUCTURE ' ]

L

SECURITY
“WATCHER "
NETWORK
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CRIISP - Unique Features

Defensive Techniques

* “Watcher” - enterprise J'@S
. . Can monitor
CYberSGCU rlty appllance mult|pleendp0|nts Modify Monitoring \S/elggngary
L. = Active Defense ) \ Protocols allaation
= Can “bolt on” to existing network \{ -

0110010100

Application JRALUILL
CEENEERE 0110010100

= Holistic network monitoring; [P crocioo - SSSES
& non-IP traffic and correlation " K
of anomalous events

sSuoclissos
Sessions

Spoofed data

* Interoperable with any SIEM 2 #aes sent to operators
®* “Industrial” tailored @
= Ruggedized .,
el )
= DIN rail compatible LN o

= Environmental monitoring

',_@-_-"- .
{v/5] Wi = Unique network protocols
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CRIISP - Watcher Appliance
* Enterprise-wide “overwatch”; used by DoD, DOE, DHS, and OGA

* Builds/updates full-domain network model (IT, OT, and loT)
Hybrid “active” scanning (includes geolocation and metadata data)
Real-time system health S

Visualization engine; shows
network nodes and data
communication pathways

Authoritative data validation

* Detect, characterize & alert
on anomalies...real-time

M/L assess and response

Records event forensics
* Collects full PCAP; FIPS 140-2 encrypted storage
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CRIISP - Best Practices

°* Embodies NIST, UFC, UFGS and DoD requirements
® Scalable architecture; build as much or as little as needed

* Layered defense; zero-trust
= Assumes exploitation (i.e. enemy has compromised network)

= [P + non-IP traffic; real-time monitoring, anomaly detection, and logging
* Protect & maintain critical system operations during attack
* Provides enterprise visibility on cyber-health of network

* Exports infrastructure and systems’ performance data
= Enterprise/building condition-based modeling

= Predictive maintenance analytics
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Questions?




TETRA TECH

[eading with Science®

« Strong understanding
of AF and DoD
infrastructure and
vulnerabilities

 Existing machine
learning baseline that
Frontline developed
to accelerate
development of
automated solutions

* First of kind network
install for AF under
construction at CMAFS
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With 450 offices worldwide, we can
quickly respond to our clients’ needs.
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CRIISP - Design Topology
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Watcher Interoperability

Network Detection Snort
« Source / Destination Traffic « IDS
« URLs/URIs * Pulled Pork
* Files
* FQDNs Asset Management
« Countries (City, State, Lat/Long) . |P
- MAC
|0OC - Hostname
« IPs « OS
* Files « Patch Level (v7.0)
« FQDNs « Services (v7.0)
« URLs/URIs «  WMI Calls (v7.0)
« Countries » Service Account Access (v7.0)

« MITRE ATT@CK Framework (v7.0)

|ICS Protocols

« BACNet/BACNet IP
« DNP3

« Modbus

« Siemens S7 Comms
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Additional Cyber Exploits:

* Discovered in 2020, Ripple20 represents a series of critical
vulnerabilities affecting the Treck TCP/IP communication stack used in
hundreds of millions of loT devices across industrial, power grids,
medical devices, oil and gas, aviation, transportation, and retail.?

* Israeli water facilities attacks in April 2020 were reportedly due to
SCADA control systems that were outdated with weak access
configurations and/or exposed to the Internet.3

* Ransomware infected the aluminium producer Norsk Hydro’s plants
causing operators to resort to manual processes while systems were
out.4

* Attackers in the Shamoon ° BlackEnergy & German steel mill 7, and
Triton/Trisis 8 incidents all infiltrated OT networks via targeted phishing
emails sent to employees that gained them initial corporate network
access.

* 2009 NightDragon attacks against companies in the energy sector °:
and attacks on US gas pipelines.1°
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