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ASSA ABLOY

Ove rViEW This Quick Reference provides information on performing a basic installation of OnGuard with DSR
(Door Service Router) version 7.0

IMPORTANT: Be sure to verify all hardware for compatibility with Windows®operating

system. See the Microsoft® website, (www.microsoft.com), for more information.
Pre- Verify you have the DSR DVD or DSR install file.
| nsta | |at| on Have you performed these steps on each computer?
Ch eckl |St = |nstalled and configured the appropriate Windows operating system

= |nstalled appropriate service packs

= Verified that the network is currently operational
DSR The following requirements apply:
Requirements

Operating System | Windows 7 (64 Bit), Windows 8.1 (64-bit), Windows 10 (64-bit),
Windows Server 2008 R2 64 Bit or Windows Server 2012 64-bit
Java® Runtime Environment | Java 1.8.0_51 (installed with DSR)
Apache Tomcat™ | 8.0.21 (installed with DSR)
IMPORTANT: The server installation location, along with the username and password is required for
DSR installation. If this is a previous installation, those details need to be available.
Central Processor | Intel® Core 2 Quad processors or equivalent for 128 locks/DSR or greater
RAM | 8 GB RAM
Disk Drive | 50 GB Free Hard Disk Space
IMPORTANT: Virtual machines should have equivalent resources
For any capacity limits or recommendations, please contact 1-800-810-WIRE

C re d |tS Copyright©1996-2015, The PostrgreSQL GLobal Development Group

Microsoft and Windows are trademarks of the Microsoft Corporation in the U.S. and/or other countries.
Intel Core is a trademark of Intel Corporation in the U.S. and/or other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.

Apache Tomcat is a trademark of Apache Software Foundation.

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express i i .
written permission of ASSA ABLOY Inc. is prohibited. December- 15¢ SWMN3B « PAGE 4 The global leader in door opening solutions
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DS R 1. Login to the computer where you are installing DSR with a domain account with local

Installation

Administrator privileges. (If a domain is not present, use an Administrator account.)

2. Close any open applications and disable virus-checking software.

3. Download DSR from Lenel.Doorservicerouter.com.

Username: leneldealer
Password: lenel

Select and run the installer - DSRInstaller7.0.exe

4. Follow the instructions contained in the DSRInstaller.exe Installation screens, and the ‘Windows
Installer Prepare to Install’ screens.

Run IﬂStCl”GI’ Once .net Framework is
installed, run the DSR Setup

Wizard and follow the
onscreen directions.

i is is the Setup screen that
Introduction This is the S h
guides the user through the

installation process.

Click the button

to continue.

The global leader in door opening solutions December-15¢ SWMN3B « PAGE 5

! DSRInsaller7.0-SNAPSHOT_RA.exe 05-12-201519:19 Application

InstallAnywhere

l Installnywhere is preparing to install...

(C) 2013 Flexera Software LLC

Door Service Router 7.0.0.0

(=]

& Introduction

© License Agreement

© choose Installation Folder
© Choose Database

O Support Tool Configuration
© DSR Semver.Configuration

© Pre-Installation Summary

© Installing

© Install Complete

Introduction

This wizard will guide you through the installation of Door Service
Router (DSR).

Itis recommended that you close all other applications before
starting Setup. This will make it possible to update relevant system
files without having to reboot your computer.

Click the Next' button to proceed to the next screen. If you want to
change something on a previous screen, click the 'Previous’ button.

You may cancel this installation at any time by clicking the 'Cancel’
button.

Previous

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express
written permission of ASSA ABLOY Inc. is prohibited.



License
Agreement

Choose

Installation

Folder

Choose
Database

The DSR End User License
Agreement (EULA) must
be accepted for the DSR
installation to continue.
To accept terms and
conditions, select

“l accept the terms of the
License Agreement”.

Click the button

to continue.

Select the destination folder
for the installation. (Default
is C:\Program Files\DSR)

Click the button
to continue.

There are two options:

1) Install PostgreSQL
Server- In this case
Installer will install new
PostgreSQL9.4

2) Use an existing
PostgreSQL Server-
if the DSR database is
already in place.

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express

written permission of ASSA ABLOY Inc. is prohibited.
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@ Introduction

© License Agreement

© Choose Installation Folder
© Choose Database

O Support Tool Configuration
© DSR Senver.Configuration

(=] o j
License Agreement
Installation and Use of DSR i of the ing
License Agreement:
END USER LICENSE AGREEMENT é

This End User License Agreement is 3 legal agreement between
you (as defined below) and Sargent, Inc.,, a Delaware
corporation together with its parent and affiiated group

O Pri ummar
Q© Installing
© Install Complete

C ies (collectively or individually, "ASSA ABLOY") having its
principal place of business at 110 Sargent Drive, New Haven,
Connecticut, 06511, for a license to use ASSA ABLOY's door
service router software product. The door service router
software product, including software components, software
support tools, media, printed materials, “online” or electronic
documentation and any accompanying documentation and
manuals provided at this time or in the future, is referred to -

@ 1353851 the 1erms of the Lioense Agresment

*) | do NOT acoept the terms of the License Agresment

! Door Service Router 7.0.0.0

E=NESE >}

@ Introduction

@ License Agreement

& Choose Installation Folder
O Choose Database

© Ssupport Topl Configuration
© DSR Semwver.Configuration
© Pre-Installation Summary
Q© Installing

© Install Complete

¥ Door Service Router 7.

@ Introduction

@ License Agreement

@ Choose Installation Folder
& Choose Database

© Support Tool Configuration
© DSR Senver.Configuration
O Pre-Installation Summary
@ Installing....

© Install Complete

December- 15¢ SWMN3B ¢ PAGE 6

Choose Installation Folder

Please choose a ion folder for this i

Where Would You Like to Install?
C:\Program Files\DSR

Restore Default Folder | [ Choose...

L= |

Choose Database

Select DSR server from the list:

(©) Use an existing PostgreSQL Server

The global leader in door opening solutions



Choose
PostgreSQL
Installation
Location

PostgreSQL
Server
Configuration

The global leader in door opening solutions

Itis recommended to install
or use PostgreSQL.

Select Install PostgreSQL
to host the DSR database on
its own environment on the
local server. This is the most
common option.

Select the proper option
and click the
button to continue.

User enters password in
‘password’ and ‘confirm’ fields;
if passwords do not match, an
error message occurs.

Click the button

to continue.

! Door Service Ronﬂ

ASSA ABLOY

(=] )

@ Introduction

@ License Agreement

O Choose Installation Folder
& Choose Database

© support Tool Configuration
© DSR Senver.Configuration
© Pre-Installation Summary
© Installing...

© Install Complete

Choose Postgre SQL Installation Location

Please choose a destination folder for PostgreSQL 9.4 installation.

‘Where Would You Like to Install?.
C:\PostgreSQL\PostgreSQL94

! Door Service Router 7.0.0.0

@ Introduction

@ License Agreement

@ Choose Installation Folder
& Choose Database

© Ssupport Tool Configuration
© DSR Senver.Configuration
O Pre-Installation Summary
@ Installing...

O Install Complete

¥ Door Service Rouﬂ

Postgre SQL Server Configuration

Specify PostgreSQL Server details

Host: 127.0.0.1
Database: DSR

Adapter Database: DSR_ADAPTER
Username: postgres
Password: |

Confirm Password:

@ Introduction

@ License Agreement

@ Choose Installation Folder
& Choose Database

O Support Tool Configuration
© DSR Senver.Configuration
© Pre-Installation Summary
© Installing...

© Install Complete

December-15¢ SWMN3B « PAGE 7

PostgreSQL Server Configuration

Specify PostgreSQL Server details

Host: 127.0.0.1
Database: DSR

Adapter Database: DSR_ADAPTER
Username: postgres
Password: ARRRRRRRRR
Confirm Password: Jressnnnani]

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express
written permission of ASSA ABLOY Inc. is prohibited.



Support Tool
Configuration

User enters password in
‘password’ and ‘confirm’ fields;
if passwords do not match, an
error message occurs.

Click the button

to continue.

Copyri(%ht © 2015, ASSA ABLOY Inc. All rights reserved.

Repro

uction in whole or in part without the express

written permission of ASSA ABLOY Inc. is prohibited.
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ASSA ABLOY

—m(el=k

Introduction

License Agreement
Choose Installation Folder
Choose Database

@ Support Tool Configuration
(© DSR Semver, Configuration
(© Pre-installation Summary
© Installing...

© Install Complete

Support Tool Configuration

Specify Support tool details

Username:

Fassword:

Confirm Password:

admin

! Door Service Router 7.0.0.0

=

Introduction

License Agreement
Choose Installation Folder
Choose Database

@ Support Tool Configuration
(O) DSR Senver Configuration
O Pre-Installation Summary
() Installing...

() Install Complete

Support Tool Configuration

Specify Support tool details

Username:
Password:
Confirm Password:

admin

REEEEEEL

December- 15¢ SWMN3B ¢ PAGE 8
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DSR Server
Configuration

Pre-Installation

Summary

The global leader in door opening solutions

From this screen user
can change the DSR port
and enable or disable

WS-security.

When install details are
confirmed correct, click on

instai ] button.

! Door Service Router 7.0.0.0

ASSA ABLOY

L [ e i

@ Introduction

@ License Agreement

e Choose Installation Folder
@ Choose Database

@ support Tool Configuration
© DSR Senver Configuration
O Pre-Installation Summary
© Installing...

© Install Complete

! Door Service Rmﬂ

DSR Server Configuration

Specify DSR Server

details

Server Port:
Enable WS-Security:

8080
© true

© false

Lo

@ Introduction

@ License Agreement

@ Choose Installation Folder
@ Choose Database

0 Support Tool Configuration
@ DSR Senver Configuration
& Pre-Installation Summary
Q© Installing...

© Install Complete

Pre-Installation Summary

Please Review the F

Product Name:
DSR

Install Folder:

C:\Program Files\DSR

Product Features:

Application
Help

m Server Port: S

8080

Postgres Installation Directory
C:\PostgreSQL\PostgreSQL94 A

ing Before C

m

December-15¢ SWMN3B « PAGE 9
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Installing DSR

Installation
Complete

Files are extracted, then
installed.

DSR has installed
successfully.

Click to

complete installation.

Copyri(%ht © 2015, ASSA ABLOY Inc. All rights reserved.

Repro

uction in whole or in part without the express

written permission of ASSA ABLOY Inc. is prohibited.

! Door Service Router 7.0.0.0

ASSA ABLOY

(o]

@ Introduction

@ License Agreement

@ Choose Installation Folder
@ Choose Database

@ Support Tool Configuration
@ DSR Server Configuration
@ Pre-Installation Summary
& Installing...

© Install Complete

Cancel

' Door Service Routﬂ

Installing DSR

Installing... Archive: dsr.server-manager-bin.zip

@ Introduction

@ License Agreement

@ Choose Installation Folder
@ Choose Database

O Support Tool Configuration
@ DSR Semver Configuration
@ Pre-Installation Summary
@ Installing...

& Install Complete

Cancel

Install Complete

Congratulations! DSR has been successfully installed to:
C:/Program Files/DSR

Press "Done” to quit the installer.

Previous

December- 15¢ SWMN3B ¢ PAGE 10
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Install
OnGuard

ASSA ABLOY

Install OnGuard according to the manufacturer’s instructions.

This application was written to help the OnGuard user create the configuration file used by the ASSA ABLOY
integration. The application places the newly created or updated configuration file in the directory path that
is expected by the OnGuard system based on the PC’s Operating System. This file must be created before any
ASSA ABLOY Panel can be created.

1. Run the ASSA ABLOY Add-On installer downloaded from the LENEL website and follow the on screen
instructions.
= Add-On must be installed on same machine as LENEL Communication Server.
2. Confirm DSRis installed. Please see page 3.

= [fthere are any issues during install please contact ASSA ABLOY tech support at 800-810-WIRE (9473)
or OEMSupport@assaabloyusa.com.

3. Open the “DSR-OnGuard Configuration Maker.exe” application located in C:\Program Files (x86)\

OnGuard.
The “Panel % C\ProgramData\DSR\DSRLenelProxy\AssaAbloy. DSR.Proxy.dil.config — - E=Em x|
Configuration” tab Fie  Actons  About B - uln |
presents the user with Panel Conliguration
a quick way to create a
new configuration from o P T

scratch. It presents the
user with the ablllty COMM User lssue Code: -1 T+ Schedular Period 1440
to enter specific items " e

about the OnGuard
System as well as some
items to start the
creation of the Panels.

Enable Secure Communication Server Cotficate CN.  DarAdapterService  Clert Conficate CN DerfronyCiert

Here is an example of
this tab and its items:

@ - “Mote: 128 Locks per Panel Max
Click “+” to create / T —r—

a new panel.

This tab allows access to more specific items about the Panel. Once a Panel is selected, its appropriate
information is displayed and waits for any user modification.

ITem DescripTioN
Scheduler Period Specifies the number of minutes in between the lock
waking up. The defaultis 1440 (1 day).
Issue Code Specifies what issue code will flag badges as being
wakeup users.

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express

The global leader in door opening solutions December-15¢ SWMN3B ¢ PAGE 11 written permission of ASSA ABLOY Inc. is prohibited.



ASSA ABLOY

Double click the entry requiring the DSR Physical IP address.

4l User DSR Physical IP Dialog lo|® -
DSR Physical IP Address
Current Value: 172.20.3.32
New Value: 172.20.3.32
DSR TomcatPort: 8080
DSR TCP Server Port 001
O | [ Cancd |

Enter the DSR physical IP address.

The DSR Tomcat Port will default to 8080.
The DSR TCP Server Port will default to 9001.
Do not change unless directed by support.

(=) C\:Prnglmﬂah\DSR\DSﬂumletﬂ_ﬁnaﬁbhyumqdaffﬁg 3

File Actors About

Panel Corfiguration

Timeout: 50000000 Network Trmecut 50000

| Enable Secur Communication Server Cartficate CN.  DwrAdapterService  Clert Centficate CH

COMM Liser bssue Code: -1 - Scheduler Period | 1440

- - =

Liek Fonendey

g

To update the Configuration File click “Update Configuration File”.

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express
written permission of ASSA ABLOY Inc. is prohibited.
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Panel Offine Tmeout

“Note: 128 Locks par Panel Max

0

DrerProogyCient
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Add ASSA
ABLQY Panel

ASSA ABLOY

In OnGuard System Admin:
Go to “Panel”.

= Goto “Other” Tab.
= (Click on “Add”.

w System Administration - System Account - [Access Panels] ) =10] x|
‘ER fppication Edt  View Admnistration AccessControl  Monkoring  Video  AddtionalHardware  Logical Access  Window  Help -8 x
; 1@ 10 BY-MIEE RS BSReBe % 08w
Toes G EGET 4Bl =4 ABRFEOI a4
[ Srstam Tree B | nL2300| LNL-2220 | LNL2210 | LNL-2000 | LNL1000 | LNL500| HID  Cther |

0 Hardware Access Panel + | Workstation J{Nome

3] Timezones I gt
B Access Levels -
§ Access Groups Location | Connection | Optians | Notes |

= B8 CardFormats

CombiSmart Workstation: Address:

r e +
Eua edx Agent | Erose | |
HID Access Control (ILASS)
IE Access Control (MIFARE) R
BB 16 Iris Access (ICLASS) | LI
Magretic Fomat

Offlirve Guest

T1 Access Contral

Ukra-Scan (iICLASS) ¥ Dayfichit sxving:

Smeet (CLASS) - '

W-Smart (MIFARE)

| B3 wiegand (26)

i 5 wiegend (64)

B3 wiegend (72)

5 whegand 26 bit FC 20

[ wiegend Format

‘World time pone:

ad | oty | e | Hel | T Mubiple Selection Ok Oselected Cose_|
4| | i

E #ccess Panels F@ Holidays | Tmezones CardFormats [ Access Levels @8 Alarm Panels
Ready CAP | NUM | SCR

215

T e R
IDSH15_F'1 ¥ Online = 0 By Motk Paces

B reee Ntk
) Maaosott TerminalServices
8 ngmwww
# ol g
= iy Federation
- T

[l

Location | Connection | Options | Notes |

‘wiorkstation: Address:

adb
Z
[HG-SE 0801 = Biowse. . | = o (3 o e e

Access panel type:

o] _cem |

“World time zone:
[ GMT-05:00) Eastern Time (U5 & Canada] |

¥ Daylight savings

= Name the Panel.
= Select or enter the OnGuard Server or Workstation name.
®  Select ASSA ABLOY for panel type.

NOTE: OnGuard World time zones only affect event log time stamps . All locks follow the world time zone of

the DSR server they are assigned to. OnGuard can not adjust the time of the DSR Server.

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express
The global leader in door opening solutions December-15¢ SWMN3B ¢ PAGE 13 written permission of ASSA ABLOY Inc. is prohibited.



ASSA ABLOY

In the LAN area enter the DSR IP Address as configured in the ASSA ABLOY

configuration add-on.

M ame;
|DSH15_F‘1 ¥ Online

Location Connection |Uptions| Motes |

LCOM post: Baud rate;
" Direct: || :Il [32400 || Tl TwowieRE-485
P address:
" LAN: [127. 0.0 .1
Moden: Tirmezane:
Cods | =] o]
Host numbes: Panel =8 Dialkback after:
I ] |] Events
alllx|
[k S| P Cnuastion | sbvarcnd |
o e . [T T L = — Tmwcr [BORRO
DSAIF Adden [TRATH TS Pon. [FEED il

Parei Dt et [17

Eries ot Pt [ ke B Lscks b Pl i /128 R b 5

Dt 1 iR #

Enter the number of cardholders (up to 50,000 supported)
= PIN type =None
= (Click “OK” to save

| Mame:
[psmisF1 ¥ Ornline

Location | Connestion  Optians ] Nates |

Cardholders:

50000

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express i i .
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ASSA ABLOY
Add ASSA Gwwisl [rouging | Setwgs | Connok | fubpem | S Cupan | dsnP st | Hois

ABLOY Wams g Erdaece 51 Hisstiican o | Cossl Ferma T
e & chpprind i pa x| e e i g
ol it = sn SR tiemgard
Rea e r 723 < Mt Pormal Hagrehn
Swmnim] Lrke 5 EDFESOR Mg Hagracr
'

By | P 2 2 Akdui [ - . E“’H'Iﬁ':-:.l --u-:r:n:
==l vl Fhwmsired Farad gyl

[

[JEE

Tl e e e [
Urderar | Tl o P (=

[fee  Cord el Pr =
s bt Pt

s

E rzaypdaar] -

= |n OnGuard System Admin go to readers.
= (lick“Add”.

= Name the reader.

= Select any valid port or address.

= Select the appropriate ASSA ABLOY panel.

m  Select appropriate card formats —
Please note there is not support for smart card formats, only standard Wiegand and Mag.

NOTE: 2399 users per number of card formats - 1 format 2399 users, 2 formats 1199 users, 3
formats 799 users, etc.

= Readers only support online reader mode. Offline is disregarded.

= Strike time and extended strike time are configurable — held and extended open are not a
function of the lockset.

= Right click on any reader and change the reader mode.
NOTE: FC only mode is not supported.
Locked Mode: Locks out all users on a reader.

Card and PIN mode: Only results in card and pin operation if a user has both a card and PIN.
If a user does not have a card and PIN, the reader will operate as if the reader was in card only
mode. Presentation is order dependent - card must be presented before the PIN is entered.

Card only Mode: Unit will only require a card.
Unlocked Mode: Leaves lock unlocked. Only supported on the PoE and hard-powered units.

Card or PIN Mode: Will grant access with card or PIN. Not supported on units with mag card
readers.

= (Click “OK".

Copyright © 2015, ASSA ABLOY Inc. All rights reserved.
Reproduction in whole or in part without the express
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ASSA ABLOY

Gowsd | Dewarny | foboe | Doty B brpndt | o Dladnste | ArdePosadepd | Heins

Do *
rand 1 Mg Hish byl | Doy Towooime + [T
 i'F e
T ray [hes) [Er e 8 sy o ap—
LT ]
gt o H e i gk s 2 Coueng Terssnes ol Bss

13
E iy Dok ik D v Dlearin

= Go to the “Aux Inputs” tab.
= (Click “Modify”.

= Enter serial number of lock in Input 1 name. (Serial numbers can be found on the lock orin
New_RDR message in hardware monitor.)

= Serial numbers will appear in alarm monitor as locks come online. If it has not appeared in the
monitor the serial number is printed on the lock as well as its box.

= Serial number must be entered exactly and in all capital letters.

Ad d Ti Time zones and Holidays operate in a different way for ASSA ABLOY locksets. This is
ime
illustrated through these three examples:

Zones
Example 1:
iyl
W Lred wan Moo T wad  Tha e ET Hi W Kl Hi Ha His HT Hi
L 2w [E2m| 0 8§ B B B B O B O O O O O

If the Time zone only has one interval (Example 1) operation is as follows:
Assume that H1 is December 24th and H2 is December 25th
m  [fthe 24th occurred on a M, Tu,W,Th,F — the user would have access from 8 - 12
= |fthe 24th occurred on a Su or Sa - the user would be denied
m  [fthe 25th occurred any day - the user would be denied
Example 2:

Iyt

T Ered G Mon T wWed The e Gyl 1 M3 W H4 HE HE [1Ed HZ

a:he] 12m [ "] H [ kl el ¥ " O L ) o 0 |
1 [ tol B O O O O 0 B OO0 O 00 OO0
1 BB B B8 B B B8 B B B B B B
4 | | O [ O O 0O 1. B B |
5 1 O O [ 1 A B B 0 B I
E el R BN RN RN ENCEN GELE CEDN RN CEDN R CED CE

Example 3:

Iﬂn:m?-—f.1l Ered Bn Mo T Wed Th Fu Sl Hi HE Hl Hé H5 HE H? HE
LA ) O B B B B EHE O O O O OO0 OO0 O
1[am] E®] P 0 DO O OB 8B 0 0OO0O0OD OO D
4 | O O & I O O 0O I O 0O E
1 | Ll 0O 1 O O o B |
1 L il 0 I O 0 |
& B B B a0 8 BTE B BER R OBTE

In both cases of examples 2 and 3, both intervals would prevent access on H1 and H2. If different
operation between intervals is required, each interval needs to be a unique time zone.
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| svstem status free (all devices)

System [= ™ petait zone
Tree S

EEI.II.'.'II'JE&_SI lacoass mode: card anly)
[Zf 01859 _51 (acoass mode: card i
[21f o1880_s1 {acoass mode: card aniv
[Z1f o1863 51 (acoass mode: card aniv
o Panel_z
2 Panel_3

m—
Wiewing: all Active count: 0 Gfline count: 0 | Mask count: 0 | e

= Red Xs in the tree indicate the connection between OnGuard and the DSR has failed.

= Yellow Xs on WiFi locks indicate the lock has not communicated with the system for
<scheduler period> x 2.1 or is new to the system.

= Yellow Xs on PoE locks indicate the lock is offline.

- ratr
i Cormiruri e Fedhored TR ET P AR Parwl_1 [=1] 1
‘o shiant Rastored TELETPH A Parsl_1 CI_51
Comarrications Restorsd ESHATFM 413 ] ] Css_5|
L BEAAL P AL Pare_L L8859 _51
Reader Meads Card Qv EEA 4L P 41152081 Pared 1 Ci8€3 51
CIBATTERY ST ES4AL M 410 [ I
% ERAaL PH 4150 :::': L8 51
VCRZSAOH_CHANGE  Z5%4LPH 415201 Parwd_1 C1063_51
Rmacier Mode o Criy ES4 4L P 4152001 Panel_1 iS4 51
QBATTERY a EEAAL P AfL2081 ﬂ : g 51
(IBEVICE _ L] ES4AL M 3‘1WM1 o Bt 51
FIEFMWERE VERSI0H_CHANGE ESEEL A 41 1 CESS_51
gmnﬁ:ﬂw THHEL P 41520 Parel_1 CI060_51
RATTIRT_STETUS LOW ESHSL P 415201 Pared_| Clfen_5|
1 BEAAL P ATLERH ] Pared_L CBE0_51
FIRMWERE_VERCKMI_CHAMGE  254:41 PH 41372001 Pared_1 CdBén 51
i Ciwndr e e B lorsd T Saal A af1ER :::_) Eased 51 |
Paacr Moda Card Oy ZL0RLPH A1 1 Cagd Sl
RATTCRT_STRTUS oW Tk PR 1S Pared 1 L0351
DEVICE_TAMPER_CLESRED EEhEL P 47150 Parml_| G183 _5
CHANGE  2544LPM 4f1572011 Pared 1 CA863_51
o o sk Restored ES4AL P AfUEEN Parel_1 sy S|
@ Paasckér Mexds Crd Oy EEAAL P AfLW2001 CaBe 51
CIRATTERY STATUS Liw E84:41 B 41151001 :::: B 51
CEVICE_TAMPRR_CLESRED ESAAL P 4150 Prml_I CARen_S|
F EHHAL P 415201 Pared_1 CAB60_51
Conmnurications Restorsd BS54 4L PN 4150201 Panel_1 CilBen_S|
L 254 DPM AfLA2001 Pare_1 ClEe0 51
B Ruacker Peade Card Oy Z54: 40P A1 W0 Pared 1 Cdids St
CIBATTERTY _ST& EL TR T I e B A1 CaEes S|
mﬁ SEEAIPH 41502000 Parwl_1 CA3_51
FIRMWERE_VEREIMICHANGE  BS4H0PM {15001 Pred 1 CdBes 51
athors Bestored ESA NP AN Pl _1 By S|
REW RO# T Z50:a0PH 412001 :::1 highe.
QMW ROR_ITRIDITe65A00CA  ESGPH 419000 1 hione:
MW _RDR_ITR4TDIRIRACICA 154 80FH 4f15700 1 ] hone
L BEHTIPM 41521 Pared 1 CA863_51
NEW_ADR_ITSIDIBEN A0S BS4 AP 415001 Panel_1 hone:
12 Pl Domried Started BG4 TP AfL20E1 w hiore
Qi ESASEPA A1 C7éd 51 !‘I
Selaed alarm: COMMUMICATION _START | Sort eriten: Tina{Date |Pendng | Toka: 5642 |

= All ASSA ABLOY specialty events are in CAPS and display the reader and panel with
the event.

= Declined cards are only shown as card numbers if the format is assigned to the reader.
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U n | OC k Holidays | Timezones | Tmezore/Rzader Modes | Timezorestvea M odes

Peade Acress Penel Re=ader &ssigrirents Tirm=zone Start

S C h e d u | e S [l MainErirance sk 0L [E)Main Eriranca T ok Dav Uriock  Unlac
[l Roam 112 s oL

Trezns
@ Hormal work Day Lnlack.

Start
RAeader Mode: Wery Mode:

Unlicked v Fict Caud Urleck

End
Faader Mode: i Mada:
Cerd ard Fin w vzt Cand U rlock:

Hodu Voo

= Unlock Mode is the only supported start mode.

= End reader mode is not valid. Reader will return to previous state.

B dccmas LEuEIsl B D=vic= Owner | iz} Binrrl:llil:sl bt 'd'rshl E D'l:cluy.lf‘mcmrtsl ﬁ Lug:a|.l'-‘u:u:=ss| e

Badging 8 Couise |

Li m itS Lask name: Firzd nome: Hiddlz nome:
Crrdhaber ¢ Eadgs bpe:
|Errphpe= W
Bados ID: Iz code: archvale
193 a 421 »
Slakia: Draacti e
e - 42002016 L
Embored FiM: Uz limit: Mo L ast Az
Badoe I0:
[ Use ed=nded =ink=tek lime=s ] APE ex=mpt [ Desbnation ex=met &
L st changed: e
Plints:
L st prirked Achvahe:
Dizactivate

Activate Date: Not evaluated.
Deactivate Date: Evaluated.

Use Limit: Not functional.

Pin Type: Limited to 4-digits only.

Extended User: Operates lock in extended mode.
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_ Communication users will wakeup a lock and establish a connection with the server. These users are
Wa keU p COM M typically used on ASSA ABLOY offline Wi-Fi locks. If a communication session is already in progress the
User request is discarded.

Enabling a
COMM User

Select the In the ASSA ABLOY Configuration Maker Tool, select the COMM User identifier. This identifier will be
COMM User used when creating a cardholder in OnGuard. The default value ="-1’
Identifier

= eww:mnmmmwwm.ﬁg_ — - - [E=Rie x|

File Actions About

[ Panel Corfiguration
Tmeow: 50000000 Metwork Timeout 50000 Fanel Offine Timeout 30
J | Enable Secure Communication Server Certficate CN  DarAdapterService  Clert Cerficate CH. DerProogChont :
[l COMM Liser lssue Code: -1 2 semedular Period | 1440
f List header
A el

“Mote: 128 Locks per Panel Max

Uodate Configuration Fie. .
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Create a
COMM User in
OnGuard

Deadbolt
Override

Enabling

"Override Blocking’ while creating a Badge:
Deadbolt
Override 0 Bdpe [l Access Love | Bk Dovi Oves |
|I.mtw First name: | rdﬁnm
uzes 1
Carcholder 1D:
[12: =
Badge 1D: Activate
13 ] [0 W 223 O~
Actve - & 2208 B+
Embozsed PIM: Uze Emit: No Last Access 1
TR 1 -
7] Use extended stike/held times AP ewsmpt Ny | "™ (B ]
Last changed: Issue code: CI
[2rz7r2136:4350 &M || it P ]
Last prirted: | Activate [2r772013
(] Ovenide blocking i | | Dasctvae 227708

Create a cardholder
in OnGuard and set
the Issue Code to the
COMM User identifier
created above. The
default value ="-1’

Mo Lyt drcess

U bvted skt s e S€tthe Issue Code
i the COMM User
weet jdentifier a3
e ]
o = e T [inpen ]

A Supervisor user type in the lock can override a deadbolt when engaged. In the Pxlocks a
Supervisor user type will always have access to the lock while in the Sx locks a Supervisor user
type will be bound by his schedule. Please note - IN120 locks do not support this feature.

Deadbolt override can be enabled through the OnGuard Ul by enabling the check box

ook ] (Ccancel ] [ oem ] [ cewar | [ Copus ]

B —
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Limited Time
Use

ASSA ABLOY

The Limited Time Use functionality allows OEMs to configure a cardholder in a way that the cardholder
can access the door only once. This feature is supported in Sx and Px locks with firmware version

NO8 and higher. In Px locks with firmware version NO7 or lower a cardholder with a Limited Time Use
authorization will be denied access.

To create cardholder with Limited Time Use the User Limit field must be set to ‘1’ when entering the
badge information:

System Administration - System Account - [Cardholders: Adding All ] A v 4
m Application Edit View Cardholder Administration Access Control Manitoring Video Additional Hardware Logical Access Window Help

Y 6/2.0 Wy ER e 3HeBo % 08

TR E2oes O 6% e BL%  imd nBfrBOSEEY
i System Tree 8%, | [§3 Cadhoides | B2 Badoe | W Access Levels | [l Device Owner | @) Biometics | & Vists | £ Diecony Accounts | €1 LogealAccess |7+ |
. B0 Panel 21 - Reader]l - Last name: [Fiest namme: Middle name:
« T DSRIZP2 usedl
» (@0 Panel 24 - Reader1 Cardholder 10: Badge ype:
4 o DSRIZ_P3 1734 Employes -
» [0 Panel 25 - Reader1
- mgnz?-nrzé e Badge ID: Issue code: Activate:
d S 20 = HeaDer Mext Badge 1D 0 & -
+ T DSR72_PS & yzvam3 @
- B Panel 27 - Reader1 Status: Deactivate:
+ T DSR72_PS Active - ™ azwzms O~
» [0 Panel 28 - Reader1 : : -
+ 2 DSRT2PT Embossed: PIN: Ll s fimit )|
» [0 Panel 29 - Reader1 :
- . = Badge ID.
4 & DSRILP8 1 Use extended stike/held tines ] 48 exeret I Destination exempt
» B Panel 30 - Reader1 lssue code:
D Holidays Last changed: )
P4 Timezones Prints:
a [ Access Levels Last printad: Activate:
B A1 A 9
B a0 E Deactivale:
B 05R34-Admin ; = . N =
B Manager [ Concel | [ Clear | [ Cearfd | | Coplue ] [ Impoet
B Operator Persontype: | Cardholder 'J
B Other = z
Bs Supenvisor

1. Once the Limited Time Use cardholder has accessed the lock the cardholder will become
inactive and be denied further access.

2. To re-activate the Limited Time Use, the cardholder information must be modified and
re-downloaded to the DSR.

3. To change the cardholder type to a normal cardholder, clear the Use Limit field.

NOTE:

1. The Use Limit value should be set to ‘1". Any other positive value will be defaulted to 1. Any
negative values, 0 or null will make the user normal.

2. Enabling a COMM or PASSAGE user or a user with Dead Bolt Override or Extended user
credentials will supersede the Limited Time Use capability.
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First Person
Through/
First Card
Unlock

Creating a
First Person
Through/First
Card Unlock
Timezone

ASSA ABLOY

The First Person Through/First Card Unlock feature allows end users to configure a Timezone access
mode that will unlock a door as the first cardholder gains access through the door. The door will remain
unlocked until the Timezone expires.

1) Create a Timezone
2) Inthe Timezone/Reader Modes tab check the top “First Card Unlock” checkbox as shown below
3) Select the locks and assign them to the Timezone

i System Administration - For DataCondulT S50 User - [Holidays / Timezones] (=0 EeR <=
i) Application Edit View Administration Access Control  Mgnitering  Video  Additional Hardware  Logical Access  Window  Help 8 x
6 = 2 @
BB s aBeio % odlg
RKEnes G0 %®= T
o B LA &
P E Pt E @S e
asystemIree DX | [|oigays | Timezonss | Timezone/Feader Uoes | Tmezons érea Modes|
‘ H;’:"””TM reor || | Reader = AccessPanel  * Reader Assignments | Timezone  StartMode  End N
anel_Medeco
i == Surgent P Locks | | | #UD00r Name PCA13ED00GPROFAF  Sargent [P Lock B0Door Name PCA13E.. FPT Card Only  Card
B Holidsys B0Door Name PCAOEOITBPAOFCA  Sargent IP Lok B0Door Name PCA0E.. FPT Card Only  Card
4 O Timezones EDoorName [T304D7757SCO3AA  Sargent [P Lack EADoorName [T30407... FPT Cardand.. Card
W Aways EllHostel Door Panel_Medeco™ ~
e i | v
B never — :
+ B e et
B AL #irer
§ Access Groups < Remove
> B Card Formats
Start
Reader Mods: Verfy Mods
|mm ]
End
Reader Mode Verfy Mode:
T -
Coat Moty Mode Close | 3
lerm——m 1 |[EHolidays/ Timezones| 2l
Ready | CAP|NUM| SCRL | .} ]

« Once the First Person Through/First Card Unlock Access Mode Timezone is activated at the lock the
door it will unlock as the first cardholder gains access through the door.

« The door will remain unlocked until the Timezone expires.
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Double
Swipe/
Passage User

Enabling
Double
Swipe/
PASSAGE
USER

ASSA ABLOY

Double Swipe is a feature available in the ASSA ABLOY Px locks. A user with Double Swipe credentials
can swipe the card twice and the lock will remain unlocked for the length of the schedule. While in the
unlocked mode any user with Double Swipe credentials can double swipe his/her card and the lock will
be relocked. The Double Swipe feature is not available in the ASSA ABLOY Sx locks.

PASSAGE User type is a feature available in the ASSA ABLOY Sx and IN120 locks. A user with PASSAGE
credentials can swipe the card and the lock will remain unlocked for the length of the schedule. While
in the unlocked mode any user with PASSAGE credentials can swipe his/her card and the lock will be
relocked. The PASSAGE feature is not available in the ASSA ABLOY Px locks.

The Double Swipe/PASSAGE User function can be enabled by creating a special Timezone with at
least one set of duplicate intervals. Each pair of identical intervals will reflect one User Activated
PASSAGE Mode (UAPM) Timezone in the ASSA ABLOY Px locks. In Px locks Double Swipe is enabled.
In Sx locks PASSAGE User is enabled.

| Holidays | Tmezones | Tumezone/Reader Modes | Timezone//rea Modes |

=

Timezone

%Nways

T Deadbolt_Override
@ Duplicate Interval TZ1
P Mever

PAwWeekdays
BAWeekdays and Weekends ]

m

MName: Duplicate Interval_TZ1

H5 HE H7 H8

— DS_TZ1 Time zone contains at least one pair of
~ duplicate intervals.

1. Once a Double Swipe/PASSAGE User Timezone is created it cannot be converted to a standard
Timezone (i.e. remove one of the intervals). If a standard Timezone is desired then a new
Timezone must be created.

2. Once astandard Timezone is created it cannot be converted to a Double Swipe/PASSAGE

User Timezone (i.e. by adding another identical interval). If a Double Swipe/PASSAGE User
Timezone is desired then a new Timezone must be created.

Once the Double Swipe/PASSAGE User Timezone is created continue with the creation of an Access
Level and the assignment of this Timezone, Readers and Cardholders.
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DS_TZ1 Timezone contains two pairs
of duplicate intervals

(o J[come ][ cow ][ Hobe. ] AbMote

il 0] 1o L6 [olidays /T |

Example: 2 UAPM Timezones will be created in the lock(s):
1. 06:00 AM to 08:00 AM, Monday - Friday
2. 0700 AM to 09:00 AM, Saturday, Sunday, and during Type H1 holidays.
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Battery
Powered IP
Locks Pulse
Open

Enabling
Pulse Open
on Battery-
Powered
Locks

ASSA ABLOY

Offline battery powered IP locks can be remotely unlocked through the Pulse Open command.

1) Navigate to the DSR Support Tool System Configurations screen:

DSR Support Tool

Facility View Configuration Settings ~

= AES Encryption
=t o= W Enter Sena
BN Device Specific Commands

= Access Points System Configurations

(=] 000-550-063 Firmware Upload

2 000-550-064 Radw Firmware Upload

2) Check to enable Pulse Open on battery powered locks and specify the duration for which
the command will be valid:

A, ABLCHY oar support Toot

Pty Wiew o epfigar ibes Sotiings b et ben iy

Cystem Configurations

el e il .'::--;:-?-.I'«-!-:-.".-.-:
= o gy Eojoialeiwt T | delieiand drah | L]

bl o ehread ook o ST

. Default value = 180,000 MSec = 3 Minutes
o Max value = 600,000 MSec = 10 Minutes
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Enrolling an
ASSA ABLOY
Medeco XT

eCylinder

/ Output:

Medeco
Door[/Opening Name

Medeco Cylinder
Identifier
(HHH-HHHH-HHHE)
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A Medeco XT eCylinder can be enrolled through OnGuard’s System Administration
'Readers and Doors’ in the same fashion as any other ASSA ABLOY IP lock.

The only requirement is that the cylinder identifier must follow this format
“HiH- A (9 digits separated by a dash in groups of 3):

<

General |Gmuping I Settings I Cortrols I Aune Inputs I Aux Outputs I Anti-Passback I MNotes |

Name: |Offics 1114 | Held Open Time: 75 [
Extended Open: 75 |
anel: | Panell ——
// Strike Time: 3
Type: . —
¥P" [ Generc Reader -] Bxtended Stike: 5
-
Mtemate Reader Reader number: |0 Strike:
Primary
Reader:
Reader Modes Do Mot Activate Stikee on REX
Online: | Card Only - Biometric Verify
Cipher Keypad: F
Offling: | Card Onty * | [] First Card Unlock
Audherticated reader Allow User Commands
Allow Intrusion C d
Encrypted Communications Mode: o iiusien Lemmands
[ QK ] [ Cancel ] [ Clear ] [ Help... ]

[El Readers and Doors Access Panels

<|

| General | Grouping | Settings | Controls | Aux Inputs | Aux Outputs | Anti-Passback | Notes |

Input 1
Input 1 Name: i Mask Input 1 During Timezone: EIN
| 000-111222 [ ( z) FlA
¥ Exit / Entry Delay Ec
Entry Delay Exit Delay: Supe
Non - Latch Entry 0 0 =
Input 2
Input 2 Name: Mask Input 2 During Timezone: EIN
[ ¥ BA
Exit / Entry Delay Ec
Entry Delay: Exit Delay: Supe
Non - Latch Entry 0 = 0 =

| 0K || Cancel | [ Clear | | Help..

)
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Filtering OnGuard supports the ability to filter alarms and events from appearing in the Alarm Monitor.
To filter specific alarms and events follow these steps:
Alarms and

Eventsin
OnGuard
Alarm Monitor

1. From OnGuard System Administration, click the “Monitoring” tab and select “Alarms ...”.

¥ System Administration - System Account - [Alarm Configuration]

4d Applicaton Edit View Administration  Access Control | Mgnitoring | Video  Additional
BECIREE T |
ﬂ\: a @ & @ .9 - @ 8 Monitor Zones...

- System Tree DX | pam Defrtions | Alam Guard Tour.... ;
=) & Hardware - Monitoring Options...
1 W@ nacccaaD nv i e Fe=t

2. IntheAlarms Definitionstab, clickonthe “Add” button atthe bottom of the screen; nextselectthe
Readersand Generic Event, uncheckthe Display Alarm checkbox, and enterthe name for thefilter:

A. Built-In Event:
Select the built-in Event (ex. Access Denied)

fonitoring  Video Agdditional Hardware Logical Access  Window Help

B eBo % O4é g
PR d nEFEAOS Fa]

Alam Defintions | Alarm Configuration | Friority | Test | Audio | CCTV Instructions | Messages | Acknowledgment Actions | Faiure to Acknowledge | ILS Prioriy C
) 2 of 48 selected Mame: Priority:
Device - Filter Access Granted 0 =
BOIT301100025620A5 - Mounted 1 || Display alam [ Must mark in progress
BOm30100004560245 [ Print slam [ Must acknowledge
%HEIBIUMSSGEDA‘S - Sargent Mounted [ Wisual notification [~ Requite lagin on acknowledge
-WHEEMMHSGEIJAT - Corbin Russwin Mounted " | Display map [T Must erder response on ackrowledge
'f'-'""“"'“""""""“'”‘l""‘“ Lamath - [ Wideo wverification [ Don't delele on acknowdedge
Show cardholder || Operatos can change response
Event Type - : Active alaim sscsinlior "
E.ﬁ.ccess Denied: Smart Card Form... Access Deni Ll Aggregale slam
) access Granted Access Grar Assigned eventls) .
§8]Access Granted - Anti-Passback ... Area APE Bvent Device Type Parameter  Ev]
ﬁ.ﬁ\ccess Granted - Anti-Passback ... Area APB
{5 Access Granted Entry Made Access Grar
§i)Access Granted No Entry Made Access Grar
fE)Access Granted on Facility Code  Acecess Grar _
‘-(-H'- : i m— i T Kl i = [

Alarm Monitoring alarm indentifier
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3. Assign the alarm/event to be filtered and choose ‘Alarm Name - Event Text’ in the Alarm
description format dropdown and push the Ok button to add the filter:

# System Administration - System Account - [Alarm Configuration]
4% pppication Edit View Adpiristraton  Access Control  Mpnitoring  Video  Agdibonal Mardware  Logical Access  Window  Help

Blrs 2o By EEEE BBaBo % 084 L

© System Tree

@ 4 Timezones
= s Access Levels

& Access Groups
® B8 card Formats

HID
Corporate
1000-48
Card Format

A Defintions | Alamn Configuration | Priosty | Tt | Audo | CCTV

| Messages |

ER 2aoes 6l REEt o Al h =4 aB¢VBOS Had

0 of 7124 selected Name: Priodty:
Device - - [FOR_SYNC_STATUS_SYNCHRONIZED o =
B 1TE003000 FCOSBD Reader
Breo020002C0960 Reader ™ Must mask in progress
B0reo0000PCo980 Rieader I Must acknowledge
Birrsoo30004Cos8D Reader I Requirs lagin an acknowledge
[E01T80 13000 1PCOSBD Reader - I Must enter response on acknowledge
e = i‘ Sdes. L‘J [ Don delete on acknowledge
[~ Operstor can change response
Event 5| Mam description fomat:
ifsmhwmvmenl Point of Sale Az Name - Event Text 'I
%Gasoh PrepaymentRefund  Pontof Sale
Generic Event Genenc = =
{EJcet Lockade Faled Foriabic Frogramay :m“;umm Reader :::m’ :;:'t:x T
EiJcetiod: Mode Success fortabie Programey ITS00I0002PO0GED  Resder  None RDR_SYNC_ST
{Jaceal nkage Acton Executed  System _[:‘ ITS00JO00PCOED  Reader None RDR_SYNC_ST#
q | » j {BenericEvent  ITB00J0004PCOSED  Resder None ROR_SYNC_ST#
Event texd:
‘RDR_SYNC_STATUS_SMHRQNIZED = gl | i |

Create a 48 bit Wiegand card format as specified below:

HID Corporate 1000-48 card format is a new 48 bit Wiegand card format developed by HID.

Actions | Faure to Adkmowledge | ILS Priorty One Events |

48 bits Weigand cards associated to this card format will be formatted as HID
Standard Corporate 1000-48.

Any deviation from this specification will resultin a 48 bit Weigand card format.
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) System Administration - For DataCondulT S50 User - [Card Formats] =1 oH
iEX Application Edit View Administration  Access Control  Monitoring  Video  Additional Hardware  Logical Access  Window  Help -8
BErAEER RS 3B&Bo % O 8/
ERnoe s O %68
i BLY IS
(B E @D e
— Ox =
: free Card Format Type D Card Fomat | Custom Encoding |
4 I Hardware @ Corporate1000-43 Wiegand 5
Name: | HID Corporate 100048
> & Panel_MedecoTesting S Credential Agent Smart Card 1002 "
> @m Sargent IP Locks ESIHID Access Control (iCLASS)  Smart Card 1007 Type: | Wiegand [7] Asset Format
B3 Holidays BV Access Control (MIFARE)  Smart Card 1008 7 Reversed Bi Drder
‘ %%’"E’“”“ LG Iris Access (ICLASS) Smart Card 1012 Rz |G [F]Duress Fomat
Always
A o 4 EAMagnetic Format Magnetic 1 Badge Offset Number: 0
A EV-Smart (CLASS) Smart Card 1010
ever
[ e Leels ESV-Smart (MIFARE) Smart Card 1011 Total Number of Bits On Card: 48 |=
o EEwiegand (64) Wiegand 3
§ Access Groups EAwiegand 72) Wiegand 4 Statting Bit Number of Bits
4 BB Card Formats EEWiegand 26 Bit Format FC=1  Wiegand 2 FaciipCode: 2 | 2
[ Corporate 1000-43 - -
EH Credential Agent Clicte =5
BB HID Access Control (iCLASS) ExondedD: 0 = 0 =
[EH IE Access Control (MIFARE) al al
B8 LG Iris Access (iCLASS) lssue Code: 0 | 0
B8 Magnetic Format ILS Specific Fields
B8 v-smart (iCLASS) pa 0= 0 =
B v-Smart (MIFARE)
EH wiegand (64) Activale Date: 0 |5 [
[ Wiegand (72) Deactivate Dater 0 |5 vnnes [
[ Wiegand 26 Bit Format FC=1
Authorization: 0 [2 (=
Number of Even PaiiyBits: 0 | jbed
Nurber of [ one g
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[ ok | [ concel |[ Clea |[ Hen. | Modiy Mode Close
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TrO u b | es h OOti ng/ 1. OPEN Browser on DSR hardware.
Insta | I 2. Navigate to <DSR Machine IP>: 8080/DSR.
Configuration
€ 5 € O omhosae 4 A0
Avadlable SOAP services: =
AceeasControllnterface Endpoint addreas: hitp: ‘loclbort 8080 dur AceenCartral
* removeliser WSDL : | i 2004z
* addleer Tasge! namsespace: By wiml s sabloy oo dsr 2.0

& peidccessPomthodelds

* nddAccessPomiede

* fisdEntityickForArccessPoim

* reloadAccess Pomt Provisoomgllnta
* modfyAccesPoniMode

* addSchedls

* seset

* peiliserlds

* pecSchedulelds

* fsdAccessPointModes

& peillayExcepiioaCrouplds

* addlayExceptonlnomp

* madfyAuherization

* geiliewlogs

+ peilogaBylaie

* findSchedales

*® cetfubonizamea TvpeF orAuhonzaton
& addDayException

* remwveAccrssPontMode

* remowveDayPeriod

+ remevelarEaceptionCroupFromSchedale

> _removelavExceptionFromD s Exceptionlaoup =

If you can not reach this page from both the DSR machine and EAC host:
o Confirm DSR service is started.

e Confirm Windows firewall on DSR and SQL machines are turned off or have
exceptions for Ports 8080 & 8731.

If DSR service is started but no webpage, confirm:
e« SQLservice is running

e Start>Programs > SQL Server > Configuration

e Confirm named PIPES and TCP/IP protocols are active

o Restart Apache Tomcat DSR service
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