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GSR V4.31
Copyright © 2001-2009 Guardall Limited

All rights reserved

Portions of "GSR" software are Copyright Borland Incorporated. The install program is Copyright © Installshield
Express.

Due to the complex nature of computer software, Guardall Limited does not warrant that this
software is completely error free or is compatible with all equipment and software
configurations.

No part of this document may be reproduced, stored in a retrieval system or transmitted in any
form or by any means, including photocopying, electronic or mechanical recording or
otherwise without the written permission of the copyright holder.

This document contains proprietary information of Guardall Limited. The contents are
confidential and any disclosure to persons other than the officers, employees, agents or sub-
contractors of the owner or licensee of this manual, without the prior consent of Guardall
Limited is strictly prohibited. This document is provided, as is, without warranty of any kind
either expressed or implied including, but not limited to, the implied warranties of quality and
fitness for a particular purpose. Guardall Limited’s policy is one of continuous development
and consequently Guardall Limited may make changes or improvements in the equipment,
software or specifications described in this document at any time and without notice. These
changes will be incorporated in new releases of the document.

This document has been prepared with reasonable care but it may contain technical
inaccuracies or typographical errors. Guardall Limited accepts no responsibility for any labour,
materials or other costs of whatever nature which may be incurred resulting from the use of
this document or the software described in this document. Guardall Limited shall not be liable
for any damages, including but not limited to consequential, indirect or special damages, or
loss of profits or data even if they were foreseeable and Guardall Limited has been informed
of their potential occurrence, which arise out of or in connection with this document or its use.

This document is not intended to form part of any contract between Guardall Limited and any
other party unless and to the extent expressly so agreed in writing by Guardall Limited.

GSR will not run without a licensed dongle connected to the PC.
("GSR Direct" can be run without a dongle).
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Introduction

GSR is a stand-alone product running on a Windows PC used to connect to Guardall based
security control systems.

GSR will run on the following operating systems:
e Windows 2000
e Windows XP
e Windows Vista
e Windows 7

GSR has a number of optional components, which may be purchased separately.
Please contact your supplier for pricing information.

Feature list:

Support for all the PX (V3.00 or above) panel types

Support for all the QX and RX panel types

Produce detailed reports

Display of status information

Up to 99 operators (including the supervisor) can be set-up to control the system
Ease of use: based on Microsoft Windows explorer interface

Access Control Features (optional feature):

Used to manage and monitor access features of the control panel
Used to open/close ACMs (doors)

Display of Diagnostic information

View Access Event logs

Rollcall

Security Control Features (optional feature):
View Security logs
Call monitoring

°
[ ]
e Migrate configurations between Panel Types
e Compare panel configurations

Interactive Maps (optional feature)

e View/Edit Site Plans and location maps
e Monitor panel activity through the site plan

Windsor 500 Support (optional feature)

e Allow Management of Windsor 500 panels
¢ No configuration editing.

Vigil Support (optional feature)

e Allow Management of Vigil panels
e Allow configuration editing with VCF

Polling (optional feature)

e Check a connection to a panel
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Remote Service operations (optional feature)

e Detailed Circuit/System Diagnostics to be stored and Viewed
e Group Task operations

Video (optional feature)
e Connect to a video server and view cameras

Health Check (optional feature)
e Checks PX/QX/RX panel configurations for any potential problems/errors.
Produces PDF reports on the current configuration.

Grid View (optional feature)
e Shows overview of each customer status for quick response to any alarms.

Common Panel User (optional feature)
e Sends Pin Code and schedule from a common user database of 1,000 users to a
group of customers.
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GSR Variants

1. GSR Direct (W76010)

GSR Direct is used to manage and monitor the security features of the control panel. It
can only be used to connect to a panel that is connected to the PC through a direct cable.
No dongle is required for this variant.

2. GSR (W76293)

GSR is used to manage and monitor the security features of the control panel. It can be
used to connect to a panel that is connected to the PC either through a direct cable, a
Modem or Ethernet Network. Please see the features list for additional capabilities that
can be added. This variant requires a licensed dongle.

3. GSR Basic (W76667)

GSR Basic is a variant of GSR that only supports a single customer (it is not suitable for
more than 1 site). It includes Security, Access, Maps, & Remote Service. Possible routes
are Direct, Modem or IP. The License code for GSR Basic is "FGSR-1456-8239-1234-
1234". No dongle is required for this variant
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Logging On

To operate GSR you must enter a valid user name and a password. Please refer to the GSR
Installation Manual for a list of the default names and passwords. User names and
passwords are not case-sensitive.

System Login il

—GSR Corporate {(¥4.33 210110)

Username: ||

Password: I

Copynght (2] 2007 -2009 Guardall Limited
See Help about window for conditions of uze.
Ok | Cancel |

The GSR logon window.

If the user name and password are accepted you will be logged on and your name will be
displayed at the bottom left of the main window.

If the username and password do not match, a login failure message will appear (and is
logged in the audit trail). The operator then has another chance to log on or to quit the system.

GSR |

! ‘_-. Login Failed: &ccess Operatar tned to Log on but Accesz Contral i Mat
zupported. [Dongle may be mizzing)

If an access Operator tries to log on but Access Control is not available, a warning box will
appear. To successfully log the user back on either re-attach the dongle or change the
operator back into a normal operator by logging onto the system as the supervisor and
changing the operator's authorities.
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Logging On The Main Window

Once an operator has logged on, the main window will appear.

Fin Tos Fe
ole ! -_; s e 3] Deavesw | 145 Tast System & (ID: 0005, Panel Type: PXHS)

G Guardall

A UTC Fire & Security Company

Wairnma 1n GHH

The GSR program window.
The GSR main window is divided into different sections:

The Menu Bar (containing the File, View and Help sections)

The Toolbar (containing shortcuts to popular actions).

The Selection Tree (containing the Customer and Admin trees)
The Footer bar (containing file and status information).

The Main contents page (displaying the Guardall Logo on start-up).

The main window can be re-sized using the window handle at the bottom right of the screen.

(Note: If you do re-size the window, the Editor page may not appear correctly at first, but once
a refresh is done, the screen object will adjust).

-10 -
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Received Events List

You can configure GSR to display a "Received Events list" at the bottom of the screen. Any
events received by GSR, will be added to this list as they occur. For more information on how
to do this, please read the GSR setup window section in this manual.

Date & Time | Received Events

Logging On The Selection Tree

On the left hand side of the window is a large selection tree. This contains 2 tabbed pages
marked "Customer List" and "Administration".

From the "Customer List" Tab you can select:

e Map View (optional feature)
e Grid View (optional feature)
e Customer List
e Customer Details (Customer Name)
e Customer Configuration
Panel Event logs (optional feature)
Access Event Logs (optional feature)
Rollcall (optional feature)
Customer Site Plan (optional feature)
Service Data (optional feature)
Video (optional feature)
Panel Connection

From the "Administration™ tab you can select:

Received Events (optional feature)
Polling (optional feature)

Group Tasks (If supported)
Comms Status

Remote Service (optional feature)
Operators

Audit Trall

Trace

Note: The separator bar between the left hand window and right hand window can be moved
so more of the tree list can be viewed.

11 -
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Customer List

Cuztamer List | &dministration I

- Grid Wiew

E% Cusgtomer List

: anel In Training Room
-2 Configuration

----- E Ewert Log

----- E Access Log

~F Rollzal
Site Plan
Semvice Data

--bgmp Video
----- > Panel Connection

The Customer List Tab Page for PX/QX/RX panels

The Customer list tab page contains the Customer tree as shown above. Every stored
customer is displayed on the list with the current customer expanded. You can change the
current customer by clicking on a customer in this list. There can be only one current
customer at any given time. To view the current customer's configuration, you can double click
on the "Configuration” sub-item to see the configuration sections.

-12-
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Customer List Customer List

Cuztomer 1D Custamer M ame Customer Address Panel Type
123 Guardall ltaly Office Fe<234 %300 LK,
a060 Guardall France Office Fe<80°% 300 Lk
gaan Guardall UK QOffice Lochend Ind Estate. Fe<12%300 LK,
gaannz Guardall Edinburgh Office Fea0%300 LIE
gaanna Test Site 1 F12%300 FR
gaannd Test Site 2 F=12%300 FR
BaR005 Test Site 3 F-18%300 FR
gaa00e Test Site 4 F=12%300 FR
aaa020 Test Site & FiHS %300 Uk
gaa021 Test Site B F=12%300 FR

The Customer List.

Selecting the "Customer List" item at the top of the Customer tree will display a list of all the
available customers on the main contents page. Each line displays the customer ID, name,
address and panel type. To make one of the displayed customers the current customer,
double click the line.

From the Customer drop down list you can select the following searches:

Display all Customers.

Find Customer Number

Find all customers containing words in the name.

Find all customers containing words in notes.

Find all customers containing words in address.

Display customers visited today.

Display Customers who have polling disabled (If polling is enabled).

The "Find all customers containing words in address" can be used to locate customers who
live in a particular street or locate them by a postcode.

Press the "Find" button to perform the search selected in the list. A text box will appear next to
the "Find" button if parameters are needed.

If the "Polling™ feature is enabled, you can view all the sites which have polling disabled by
selecting the “Display Customers who have polling disabled” search from the Customer List.

-13 -
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Customer List Grid View

This is an optional GSR component. Please refer to the help about for a list of features
included which are included in your GSR license.

Customer List | Aciministaton | [T 0002 0003 0004 0005 0154 12233 22 257534 391225 5004 5555 55563
[& GuardStation

5557 55667788 6262 6456 661457 6666 666666 667788 676264 744567 7766889 78334455 733345
783365 7878 876766 88000 88001 88002 83004 88005 88006 88007 83008 88009 88010
83014 88015 88016 88018 83019 88020 83021 88022 88023 88024 88025 88026 88027

Test Site (B51457)

= Configuration 88028 88031 88033 88035 88037 88039 88042 88043 88044 88045 88050 88051 88053
g izz:;ttﬂ; 83054 88055 88057 88059 83060 88062 88065 88066 83067 88068 88070 88071 88072
@ ?:!DFE\L 88073 88075 88079 88080 88081 88083 88085 88089 88091 88094 88095 88097 88098

Service Data 83100 88101 88102 88103 83104 88105 83106 88108 83109 88111 88112 88113 88114

4% Panel Conneclion 88116 88117 88118 88119 88120 88122 88123 88125 83127 88128 88135 88138 88142

83144 88145 83146 88148 88149 88152 88154 88155 88157 88159 88161 88162 88163
88164 88166 88168 88170 88171 88173 88174 88175 88176 88177 88181 88183 88185
88191 88192 88193 88195 88136 88198 83200 88201 88202 88205 88207 88209 88211
88213 88214 88215 88216 88217 88220 88221 88223 88227 88228 88233 88234 88236
88237 88238 88239 88241 83242 88247 88253 88257 88263 88266 88270 88272 88273
88274 88275 88276 88277 88279 88281 88284 88286 88289 88290 88292 88293 88294
83295 88297 83298 88293 88300 88301 88304 88305 88306 88308 83309 88310 88311
88313 88315 88316 88317 88319 88321 88322 88323 88324 88325 88326 88327 88328
88335 88336 88338 88339 83341 88342 88343 88347 88348 88349 88350 88351 88353
88356 88358 88359 88362 88363 88367 88368 88369 88375 88377 88378 88379 88392
83393 88395 88397 88398 83401 88402 88405 88425 88427 88430 88437 88433 88446
83447 88463 88464 88468 88475 88476 88477 88482 88515 88517 88522 88523 88524
88525 88527 88530 88537 88538 88539 88540 88542 88543 88545 88546 88547 88551
88552 88553 88554 88556 88557 88559 88561 88562 88563 88565 88567 88568 88571
88572 88573 88574 88575 88578 88579 88580 88583 88585 88586 88587 88588 88589
88590 88591 88592 88593 88595 88596 88597 88599 88601 88602 88603 88605 88606
88607 88608 83609 88611 88614 88618 88619 88621 88622 88623 88624 88625 88627
88628 88629 88630 88631 88632 88633 88635 88636 88637 88639 88641 88642 88643
83644 88646 88647 88648 88651 88653 88654 88656 83658 88659 838660 88661 88663
B3664 88665 88666 88668 88669 88671 88672 9876

The GSR customer database is represented by a cell grid. Each customer cell shows the
unique customer ID and is colour coded to show the state of the site. Clicking on a site in the
grid will bring up a customer window (as shown below). The colours displayed can be changed
in the setup window (under the "Colours" section). As events are received, the colours of the
grid cells change.

Site ID : 7766359 .

Guardall Test Site

Xl
Connect |
Guardall Lid, Select Custarmer |
Lachend Industrial E state,
Mewbridge,
E dinbwrgh,

Mo E wents received from thiz panel in the last 3
Manths,

The Customer Details Window (Status Grid)

The information used to determine the state of each site is derived from the alarm reports
from each panel. Therefore, the true state of a site can only be indicated after the site has
reported an alarm or set/unset status. A site will be considered in alarm until the site is unset
and the alarm event(s) is reset successfully.

Note: The customer details window contains a connect button in the pop-up box. If an
operator chooses to connect to a site and subsequently disconnects, then the cell grid will be
re-displayed (jumps back to that page).

-14 -
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Customer List Map View

This option is only displayed if the "Interactive Maps" feature is available.

GSR Corporate

File Tools Help

Dle(al @l 28 @ & v | PX500 V43X UK My desk (ID: 220208, Panel Type: PX500)

Custamer List | Administration |
<« | Shaw/Hide |
IE GuardStation wow/Hide

= I ap View
-~ Grid View
E-Ty Custamer List
622 PRE00 V432 UK My desk
-2 Conlfiguration
~-[=] Event Log
~{=] Access Log

F, Rallcal
Site Plan
g} Service Data

- Video
-4 Panel Connection

30108

Current Operator ; # (04) _ Z

The Interactive Map system is made up of layers onto which images (e.g. map pictures,
photographs) and map symbols (circuits, doors, concentrators, keypads and link buttons) can
be placed. When a new layer is created, a link button is automatically generated to navigate
between the previous layer and the newly created layer. Each time the "Map View" item is
selected in the tree, the main window will display the top (start) map layer. It is not possible to
make the top layer a customer page, i.e. you cannot add circuits to the top layer [since, this
would limit the system to only showing one customer].

Before any layers (or pages) are created, some thought should be made as to how the system
is to be laid out:

A user can choose the type of main screen that is most appropriate. This could be;
1. Logically placed: e.g. A company logo with site link buttons positioned anywhere
on the page.
2. Geographically placed: e.g. a map with link buttons to customer sites in the
correct geographic position.

Geographically placed:

If a system covers a large number of sites spread across remote areas then one possible
design would be to create the first screen as the picture of the country (or countries). Then
several layers could be created to zoom in on defined districts and cities. A city could be
further broken down into more layers using local street map pictures. When completed,
customer sites would then be added to the system in their correct geographical positions.

When a customer has been created, new layers could be added to signify floors and areas of
a building. Site plans could be used here to clarify the positions of detectors. There is no limit
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to the number of layers made to traverse to a site from the start page and equally the number
of layers a site can contain.

Logically placed:

If the user is not interested in the geographic location of sites, they could simply add new
customer sites to the start page (up to a maximum of twenty sites). If more sites are needed a
layer could be created and given a relevant name so that another twenty sites could be
positioned. The first screen could be made the company logo.

-16 -



GSR Version 4.33 User Manual — Issue A

Customer Information

Selecting a customer site on the customer tree list, map or grid will display the customer
information stored for that site. There are 3 tabs on the customer information windows:

e Customer details
e Miscellaneous
¢ Video details (optional component)

The Customer Details Page.

Customer Information Customer Details

The customer details include the customer name, address, ID, contact details (hame and
contact number), customer notes and control panel information. There are three essential
fields which must be completed before a save to the database is successful:

e Customer Name.

GSR ID.
e Panel Type.
Item Maximum size

GSR ID 10 characters.
Customer Name 40 characters.
Customer Address | 150 characters.
Customer Notes 750 characters.

Contact Names 20 characters.

Contact Numbers 20 characters.

The New, Delete and Save buttons are only displayed if the operator has the correct authority
to do these actions (given in the operator page). Use of these buttons is noted in the Audit
trail.

The "New" button can be used to create a new customer on the system. A prompt window will
appear if you are sure you wish to add customer. If you continue, a new blank customer will be
added and you can fill in the new customer's details.

The "Delete" button is used to delete the current customer. A prompt window will appear
asking if you are sure you wish to delete the customer. If only one customer exists on the
system and you try to delete it, the system will display an error box saying that at least one
customer must be present on the system.

The "Save" button is used to save any edits made to the current customer. If edits are made
to the current customer and the operator tries to change customer, a warning box will appear
asking if the edited customer is to be saved first.

When the save button is pressed, the program will create a new default configuration
file if the configuration filename is blank.

Customer Details GSRID 10 Characters Max.

The GSR ID programmed in the database must also be programmed in the control panel.
GSR will use this ID in all communications with the control panel. The GSR ID can be any
length up to 10 characters. When a customer is saved, the GSR program ensures that all
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GSR IDs are unique and will display a warning box if a site with the same ID is already found
on the system.

Notes:
1. This field has been referred to as "Customer ID" and "Site ID" in previous versions.
2. Changing the Customer ID in the database will not change the GSR ID in the config.

Customer Details Primary Number

The "Primary number" is also used to store the Customer panel's IP address if an IP
connection is being used.

Customer Details Panel Type

The "Panel type" allows the operator to select which panel type the customer has. This list is
built up from the available editors in the GSR BIN directory.

Customer Details Configuration

The "Configuration" contains the name of the config file to use. If the config name is blank,
and the save button is pressed, the program will ask if you want to create a new blank config
file. The Browse button "..." next to the configuration box allows the user to choose a
configuration to use for that site. When it is pressed the following window will appear:

Configuration File Options -0l x|

Diefault the current configuration file. Default |

Search for an existing file. |
Browze..

Pressing the "Default” button will default the configuration file for the site. Pressing the
"Browse" button will bring up an open file dialog box to allow the user to search for an existing
configuration file to use. Pressing the "Cancel" button will return the user to the Customer
window.

Note: It is recommended that all configuration files are stored in one directory, so they can be
easily located and backed up. The "Configs" directory in the GSR "Data" Directory is provided
for these reasons and it is strongly recommended that configurations are saved there. If you
choose to use a configuration file which is not in this directory, a notice will appear.
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EN— x|

& Matice: The zelected configuration file iz not stored in the Data Directom
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Customer Details Contact Details

The "Contact Details" section contains the space for four contacts or Keyholders (their
names and contact telephone numbers). These numbers will be displayed in the alarm reports
window when an event is received (if Call Monitoring is supported).

Customer Details Support Info

The “Support Info” button opens the “Technical Support Telephone Numbers” page. This
can be used to display any contact details that are common across all sites (e.g. Technical
Support or Alarm Monitoring centres). These numbers are taken from the Assist page in the
setup window.

Technical Support Telephone Numbers £ |EI|£|

M ame ITeI Murnber 1 ITeI MHumber 2 ITeI Murnber 3
Guardall 01313332900

Cancel |
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Customer Information Miscellaneous

Customer Details - Miscellaneous l\u"ideo Detailsl

Inclusion List

[~ Usze Double Call [windsor Madem] [~ Usze Inclusion List in Check Mode and Map

[~ Pallthis site Inclusion List.. |

—Femote Service Options

% Upload All Mew Events

= Upload Last | Events

Event Log last uploaded on _. Customer Record last changed on 13/03/2008
by john.
Last connected to site on 2971172007 Configuration last edited on 291142007 by john.
Miscellaneous Tab Inclusion List

The Inclusion list for a site can be edited. This list decides which Circuits, Conc, Keypad,
Video Cameras and Doors are updated in the remote "Check Mode" page (when fast status is
off), and also in the Map page when GSR is connected to that site.

If you want the Inclusion list to be used in the map page, you should also set the Map Status

Mode to be "Full Status (Use Inclusion List)" in the "Map/Site Plans" section of the setup
window.

|ruzlzion List

[T Usze Inchusion List in Check Mode

Inclusion List,

When the "Inclusion List.." button is pressed, a window will appear allowing the user to
individually select the items they wish to monitor.
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e
Circuits - L] Cet1 il
I J [ Cet2
[JCct3

Selecting an ltem in this list will allow its status ] Cot 4

to be displayed in the kap and Check mode [ Ccth

pages. [ CctB

O Cet 7

[]Ccta

[JCct9

[JCet10

Select All Select Mone [ Cet11 ;I

[ Kal

Each tick box in the list indicates if that item is to be monitored. Press the "Select All" button
to select all items in the list or press "Select None" to clear the list. If an item is greyed out, it
has either been switched off or is not available in the configuration. The drop down list on the
left side of the window selects the item type: Circuits, Keypads, Doors, Video Cameras or
Concentrators.

Miscellaneous Tab Remote Service

This option is only displayed if the "Remote Service" feature is available.

When performing a remote service, the event logs will be uploaded from the panel. The
default is to upload all new events from the site, however on busy sites that are not contacted
regularly this may cause the remote service to take an unacceptable amount of time. The
Remote Service Options lets the operator choose whether to upload all new events or a
number of the most recent (up to 255).

—Remate Service Optioh

i* Upload Al Mew Events

i~ Upload Last I Events

Miscellaneous Tab Polling

This option is only displayed if the "Polling" feature is available.

Selecting the "Poll this site" option will include the site when polling is performed. When a
site is selected or deselected for polling a record will appear in the polling display. If it has
been registered as in poll failure then a reset poll fail message will be sent to alarm
forwarding. Note: This option is only available if the "Polling" feature is available.
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Miscellaneous Tab Double Call

The "Use Double Call [Windsor Modem]" option if you are dialling a panel which has the
double call feature enabled. For more information on Double Call please read the "Using
Double Call on Windsor Modem Connections" section later in this manual.

This page also displays the following information:

When the configuration was last edited and by whom.
When the Panel event log was last uploaded.

When the customer page was last edited and by whom.
When the customer site was last connected to.
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Customer Information

Video Details

This option is only displayed if the "Video" feature is available.

If the "Video" feature is available (and the panel type supports Video and the operator has the

"Edit Video Camera" authority), an additional page ("Video Details") will be displayed.

This displays a grid showing which cameras each operator is allowed to view. To change a

value either double click a cell in the grid or press the spacebar when a cell is selected.

The "Select All" and "DeSelect All" buttons can be used to change all of the values in one
button press.

seectal | DS slect Al

Operator 1 |Jperatar 2 |Dperalor 3 |Dperator 4 |Dperator 5 |Dperator B IDpelator 7 |Dpalator 8 |Dparato| g |Dperatn| 10 |Dperatnr 1 |Dperator 12 IDperator 1ﬂ
Camera 1 D On On On On On On On On On On On On
Camera 2 |On On On On On On On On On On On On On
Camera3  [On On On On On On On On On On On On On
Camera4  [On On On On On On On On On On On On On
Camera  [On On On On On On On On On On On On On
CameraE  [On On On On On On On On On On On On On
Camera 7 |On On On On On On On On On On On On On
Camera 8 |On On On On On On On On On On On On On
Camerad  [On On On On On On On On On On On On On
Camera 10 [On On On On On On On On On On On On On
Camera 1l [On On On On On On On On On On On On On
Camera 12 |On On On On On On On On On On On On On
Camera 13 |0n On On On On On On On On On On On On
Camera 14 [On On On On On On On On On On On On On
Camera 15 [On On On On On On On On On On On On On
Camera 16 [On On On On On On On On On On On On On
Camera 17 |On On On On On On On On On On On On On
Camera 18 |0On On On On On On On On On On On On On
Camera 19 [On On On On On On On On On On On On On
Camera 20 [On On On On On On On On On On On On On
Camera 21 [On On On On On On On On On On On On On
Camera 22 |On On On On On On On On On On On On On
Camera 23 |0n On On On On On On On On On On On On
Camera 24 [On On On On On On On On On On On On On
Camera 25 [On On On On On On On On On On On On On
Camera 28 [On On On On On On On On On On On On On
Camera 27 |On On On On On On On On On On On On On =
i of

GSR can support up to 16 cameras per DVR server and can support up to 8 DVR systems per

site.

Note: GSR does not support IP cameras attached to the DVR system.
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The following table shows the maximum number of cameras supported by each panel variant:

Feature RX16i QX32i PX48i PX80i PX500 | PX250HS
DVRs 1 2 8 8 8 8
Video cameras 16 32 128 128 128 128

Each DVR can have 4, 8 or 16 camera inputs. The camera number references are fixed as shown in the
following table:

DVR 1 2 3 4 5 6 7 8
1 17 33 43 b5 g1 =R 113
2 18 34 a0 BE g2 55 114
3 19 34 81 e 83 =] 115
4 20 36 52 B3 g4 100 116
] 21 37 83 B3 85 101 M7
T a] 2 33 54 70 Gl 102 118
= 7 23 39 85 71 g7 103 119
é g 24 40 56 72 83 104 120
E 4 28 41 a7 73 g4 105 121
E 10 26 42 e 74 a0 106 122
S A e 43 59 75 a1 107 123
12 24 44 B0 76 892 103 124
13 29 45 B1 i 93 109 125
14 an 45 B2 70 94 110 126
14 31 47 B3 79 95 1M 127
16 32 43 B4 80 95 112 128

Camera Mapping information
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Customer Configuration

This option is only available on PX, QX and RX control panels. Selecting the "Configuration”
item on the customer tree will display the current configuration of the panel.

rg_ GuardStation
@ Map Yiew

=-F3y Custarner List

=& Guardall UK Office [B58001)
(=ME=E Configuration
& System Size
& Circuit
=& Input Map
-2 Set Group
.55 K.eypad
=-El Uszer

- Output Fr.
=& Output Map
-8B Comms
-2 Tel Mumber

The Configuration tree.

On the main contents page, the panel version string will be displayed together with the
operator who last edited the configuration and the date it was done.

Click on a configuration item on the left-hand tree, a grid will appear on the right allowing the
operator to view and edit the configuration.

Print Section Help Copy Config Circuit Programming

The Configuration page buttons.
The "Help" and "Print Section" buttons appear on all of the config pages. The "Copy Config"
button appears on configuration pages which have more than one item (e.g. circuit
programming).

The description strings listed on the left-hand side are as they appear on the panel keypad.

Option Y alue I
Area 2
Corz n
K.eypad 1
QP 0
Shd 0

The system configuration page.

When the operator double clicks on an item or presses the "Enter" key while on an item, the
Edit window will appear. This allows the operator to change the value of the configuration item.
If the operator does not have the authority to edit configurations or this feature is not
supported a warning box will appear with the appropriate message.
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Note: To speed data entry up, when you are on a numeric item, you can press a number and
the Edit window will appear with the new number typed in. Also, with On/Off items you can
press the spacebar to toggle the current value.

x
[ =
=
[Tt 2]
Qk | Cancel |

The Edit window (with Numeric data).

For Numeric items, the range which can be entered is given in brackets below the current
number. You can either, type in a new value or use the up/down buttons to the left of the box
to increment/decrement the current value.
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Edit Configuration x|
:

ak | Cancel |

The Edit window (with list data).

For list items, the available items are displayed with the current selection highlighted in blue.
You can use the up/down keyboard buttons or mouse to make a new selection.

Edit Configuration x|

Cct 1

[16 Character Limit]

] | Cancel |

The Edit window (with character data).

For character items, the current text is displayed highlighted in blue. The maximum valid
length of any string is given in brackets below the text box.

O ptian Circuit-1 I

Cct Type Final E =it
Teut Cet 1
Brea 1

Set
Urizet

Set Commz

Urzet Comms
ER

Start Entry
PySet Entry
F+Set Alarm (ff

Part of the Circuit page (with hidden items).

In some pages, configuration items are greyed out because they are not applicable for the
current settings. As seen above, a circuit type of "Final Exit" does not have the Set option.
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Copy Window ' x|

Copy Option

" Copy Configuration Test and Data
{~ Copy Configuration Test Only

£+ Copy Configuration 0'ata Onlg

From Item Mumber |1 j
To Item Mumber |2 :II To |3 ﬂ

)4 | Cancel |

The Copy Config Window.

In the example above the configuration for circuit 1 is being copied to circuit 2 and 3. Since the
"Copy Config Data Only" option is selected, the text descriptor for circuit 1 will not be copied
over to the other circuits.

The copy window allows you to copy the configuration from an item in the current section to a
range of values. Some items such as Telephone numbers do not have text descriptions and
so only the "Copy Config Data Only" option will appear.
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Customer Configuration Access Users

This option is only available if the "Access Control" feature is available and if the current
operator has access authority, i.e. the "View Access Config" authority is ON and the "View
Security Config" is switched OFF for the current operator

- E| Haoliday
LB ACM

----- El Access Logs

K Rollcal

----- ¥ Panel Connection

The Site Configuration showing the defined users.

An Access operator is typically only allowed to view/edit four configuration sections: User,
Schedule, Holiday and ACM (door) programming. Since the Security configuration would
typically not be changed by an Access operator.

== Configuration
=2 User
- € Reid, John [User 2)
= | SBEH Il Fobert [Uzer 3
| Mame
2] Authority
2B ACM Autharity
i Schedule
- B Jones, Mark [Uzer 4)
-8 Connar, Jason [Uzer 5)
- B Uzer b
- B zer 7

|

The Site Configuration showing the defined users.

The User tree displays the first and last name of each user in the system. Selecting one of the
users will display the User programming page.

Frnt Secton | Help [ [ielete | Send [ Find | USBr Prﬂgramming
First Marme pr_hn Last Name IH eid =

Lizes Code 202

The User Programming Page

If there is a connection to the panel, a "Send" button will be shown, allowing the operator to
send any configuration changes that have been made to the panel.

To delete a user's details from the configuration, press the "Delete" button. The user names,
pin code and all other data about that user will be cleared.
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To search for a user in the configuration, select the "Find" button from the user programming
or user summary page. Pressing this button will display the user search window.

* - search For User H=] |

Search String; Iiu:uhn

Cloze |

The user search window.

If more than one user contains the search word, keep clicking the "Search" button to find
them. Note that a case in-sensitive search is done. If no user matches the search word then a
message window will appear.

Access Users First Name & Last Name

The first and last names can each be up to 16 characters long. These names are stored
locally and are displayed in the user list on the selection tree.

Access Users User Code

All users can be identified by a PIN code (4, 5 or 6 digits), an electronic key or proximity token.
If a 6 digit hex Code is used, use the "' character to format the data, for example,

01:01:02:03:04:05

Access Users Card + Pin

If the panel type you are editing supports Card and PIN codes then the "User Code" is
replaced by Card and PIN input boxes as shown below:

PIM |4444

Card |FF:1 1:22:33

The PIN code must be 4 characters in length. The Card code can either be up to 8 digits long
or typed in Hex format (as above).

Access Users User Photograph

The user photograph is used to store and display an image of the selected user. This image is
stored as a JPEG (.jpg) and should be located in the IMAGES subdirectory of the Program
directory (typically c:\program files\quardall\). The image dimension displayed is 100
pixels in width and 130 pixels in height (a picture of any size will do but it will be enlarged or
shrunk to fit). Pressing the small button at the top left-hand side of the image will display a file
open dialog box to locate an image.
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Access Users Personal Information

If the "Display Additional Customer Information" option is on in the setup window (under
"Access Control options"). Then additional personal information is displayed.

Perzonal Infarmation I

Address 1 I Car Registration I
Address 2 | Wlisc2 |
Address 3 | lise |
Address 4 | liscd |
Cantact 1 | iscE |
Cantact 2 | HiscE |
Mobile: Murber | Wlise7. |
Tel Murnber | MizcE |
Pagzzport Mumber | isz3 |
Wi | Hise10 |

Each field can hold up to 30 numbers and characters.
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Customer Configuration Configuration Options

Configuration lazt edited on 14,/11/2007 by john,

GSR Editor Yersion: 4,308 To edit the configuration, please expand the configuration tree on the left,
rConfig Migration Option Help Information
Migrate Config Help
—Compare Canfiguration Optics Health Check:
Compare Configs.. Health Check..

The Configuration page.

Three buttons will also appear allowing the operator to migrate the configuration, to view the
help file on editing the configuration and to compare configurations. A fourth button, “Health
Check” will appear if the optional Health Check feature is available.
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Configuration Migrate Config

The Migrate panel Configuration option will allow a PX/QX/RX panel to be migrated to a
different panel type and/or a different version number. The migrate option will be available to
panels of the same type or to panels with larger circuit capacity.

The window shows the original configuration file and the target panel type:

Migrate Customer Panel !EI |

2406_P=20_w300_UEK. cab l.‘..?

Mate: Thiz will update the Customer panel type and configuration file name in
the customer databaze.

Migrate Cancel

The migrate option will also apply changes to the customer database. This option will only be
available to operators with the edit database authority.

Note: Since features may be changed between panel versions, the migrate function may not
be able to transfer every configuration item between panel versions. It is recommended that
the Engineer check the configuration after a migration has been done.

Note: When migrating from a PX/QX V3.XX panel to a Version 4.00 or above panel, user PIN
Codes may be truncated. This is because V4.00 User PIN Codes may (depending on how the
panel is configured) have a maximum length of four characters. PIN codes in PX/QX V3.XX
panels that have 5 or 6 characters would be truncated to 4 characters (e.g. a PIN Code of
"123456" would be changed to "1234"). Card codes from PX/QX V3.XX panels are migrated
to the "BASIC" Card format.
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Configuration Help

Pressing the help button opens up the Engineer Manual for the panel.

Custamer List |Admu ¥ adobe Reader - [PX_¥4.pdf] =13l x|
& Guawdotation o File Edt Yiew Cocument Tooks Window Help o [ S| Configuration

Buxver f3 RO @ B[O D W[ 8 - ®iD-

=&y Customer List = Help - | Senge
562 Panel In 1@re- ]

& configuration tree on the left.

formation

Health Check..

PX/QX System

Version 4

Engineer Manual

Issue A

J i al - fppif@ @ O J8 H
Current Operator : # (04) ’7/
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Configuration Config Compare

Pressing the "Compare configuration” button on the configuration page will display the
following window:

Compare Configurations : 3 ;Iglil

Existing Yersions

Date and Time FileM ame

02/05/2007 (14:41]  007_P»500_V420_CHUBE_REFOT.CAR il

02/06/2007 (14:42]  007_Px500_V420_CHUBE_REFOZ.CAR

02/06/2007 (14:54]  007_P»500_V420_CHUBE_REFO2.CAE

02/06/2007 (14:54] 007 F-500 V420 CHUBE _REFO4.CAE
E -5E] 007 CHLUEBE _REFOS.CAE

Carnments:

Test Configuration.

I~ Show Reference files anly Compare How »> |

Differences

System Size, Area: (Curent: 2, Other: 1] ﬂ
Syztem Size, Conc: [Current: 18, Other: 1]

Syztem Size, Keppad: [Current: 2, Other: 1)

Swyztem Size, S.Dial [Curent: On, Other: []

Circuit 1, Cot Tupe: [Current: Final Exit, Other: Alarm)
Circuit 1. Entry Time: [Current: 30, Other: 80]

Circuit 2, Cet Type: (Current: Off, Other: Final Exit)
Circuit 3, ER: [Current: OFf, Other: On)

Circuit 3, P#Set Entry: [Current: On, Other: OFf)
Circuit 3, Bupazz: [Curent: On, Other: OFf)

Circuit 4, Bupazz: [Curent: On, Other: OFf)

Circuit 5, Bupazz: [Curent; On, Other: OFf)

Circuit &, Bupazz: [Curent: On, Other: OFf)

Circuit 7, Cot Tupe: [Current: Off, Other: Alarm)
Circuit 8, Bupazz: [Curent: On, Other: OFf)

Circuit 9. Cct Type: [Current: Alam, Other: Off)
Circuit 9, Area: [Curent; 1, Other: 0]

Circuit 9, Set: [Current: On, Other: OFf)

Circuit 9, Set Comme: [Curent: On, Other: OFf)
Circuit 9, Bupazz: [Curent: On, Other: OFf)

Circuit 9, Werify Al [Curent: On, Other: OFf) LI

Save Config Az Reference File | Frint Differences | Cloze |

The Compare Configuration Window.

The Configuration Comparison window allows the operator to select a configuration either
from a previous version of the same config or from a different site.

The operator can, at any time, save the current configuration as a reference configuration. By
savings reference configurations, an operator can go back to using a previous version of a
configuration.

A list of the stored Reference files is displayed at the top of the window, from which the
operator would select one file. The Date and Time are included to help the operator choose a
reference file to use.

When the "Compare Now >>" button is pressed a text file of the differences between the
current configuration and the selected reference file is generated and displayed to the
operator.

Note: To use an existing reference file as the current configuration, go to the customer page
and press the "..." button next to the configuration file location box. Press the "Browse" button
when the window appears. A file dialog window will appear listing all the available
configuration files that can be used (including reference files). It is recommended that a copy
is made of the reference file and then renamed so the original file can still be used/compared
later.
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Configuration Health Check

This option is only available if the "Health Check" feature is available.
There are 6 health check options:

Perform Health Check
Create Engineer Manual
Create Certificate

Create Customer Manual
Print List

Close

The Health Check option will allow a PX/QX/RX (V4.21 or above) panel configuration to be
checked for any potential problems/errors. When the "Health Check" button is pressed the
following Health Check window will appear:

HealthCheck 1_

Rule

x|

&

=7
ES
=
[y
=
[

Error Section

ustification 5ection
STSTEM SIZE : RADIO MODULE: Specialist Module

Customer request

STSTEM RESET :En Grade attribute Mot "2 Customer request

SYSTER OPTIOMS :Set 230v Fail attribute OFF Customer request

Acknowledge 5Section
SYSTEM SIZE : ACH: Specialist Maodule

I=
[¥]
i
5
=]
=
o
[=
0
T
(=9

Perform Health Check i Create Certificate | Print List |
Create Engineer Manual | Create Customer Manual | Close |

An operator with the correct authority can change the category of each health check rule. For
example, a health check rule can be changed from being an "error" to an "acknowledgement".
Refer to set-up/health check page for full details.
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Health Check Perform Health Check

The "Perform Health Check" button will run the health check and display the results in the
window.

The Health Check results are split into 3 sections: "Errors", "Justifications" and
"Acknowledgements".

If a line is highlighted in red, it indicates that there is a problem with a part of the configuration.
The description on the left side of the table is the problem description. If this line is in the error
section, then the operator will need to edit the configuration to fix it. If the line is instead in the
"Acknowledge" or "Justification" sections, then the operator will need to either acknowledge
this line or by typing in an explanation.

When a line is double-clicked in the "Error" section, the program will take the operator to the
appropriate config page.

When a line is double-clicked in the "Justification" section the following window will appear:

<Place Text Herer

Edit Canfig ok

Pressing the "Jump To Config" button will take the operator to the appropriate configuration
page. Pressing the "OK" button will close the window.

When a line is double-clicked in the "Acknowledge" section the following window will appear:

B |

HOT Acknowledged

Pressing the "Jump To Config" button will take the operator to the appropriate configuration
page. Pressing the "Reset" button will set the acknowledge button back to "Not
Acknowledged". Pressing the "Acknowledge" button will set the line to "Acknowledged".
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Health Check Create Engineer Manual

The "Create Engineer Manual" button will create an Engineer manual based on the current
configuration. This is a PDF document and will be displayed in a new window.

Document Information 30
Contracl o Created Al
Panel - RX161 V42X il
Creator john WNumber
System Size 31
Areas : 2 ACMs 0
Cones : [u] Audio Mods 0
Keypads 1 RlMs 0
OFMs [u]
Guardall Conmuricirs o2

Int

i Dhaller WES Enginser Reset - yes

P = Int i LF yES FManaged Reset : na
E.i? Fineer .SN{'? R{?ﬁ?? ence 3rd Farty na Remote Reset Seed 1]
Concentrator Locations 33
There are no Concentrators
Contract - (0 ACM Locations 34
Created At @ 11:56 AM There are no ACKs

On @ Wednesday 23 Jamiary 2008 St Groups 18
There are no Set Groups
Area Ref - Area ;1 36
Cct 1 Cct1
Cet: 3 Cct3
Cet. & Cels
Cet: 7 Cot7

Area Ref - Area:2 =

Guardall Led. ¥F1.00

Paga 3

The Engineer Site Reference (Engineer Manual)

Health Check Create User Manual

The "Create Customer Manual" button will create a Customer manual based on the current
configuration. This is a PDF document and will be displayed in a new window.

Health Check Create Certificate

When there are no errors in the health check and all the acknowledgments and Justifications
have been made, the "Create Certificate" button will appear. This will create a PDF certificate
to indicate the configuration has passed the health check.

Health Check Print List

The "Print List" button will print out all the rules currently displayed in the list. After pressing
the button, a print dialog window will appear allowing the operator to choose a printer.

Health Check Close

The "Close" button will close the Health Check dialog box.
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Security and Access Event Logs

The Security and Access event log page allows you to select the following actions:

Display all events from this month

Find Event number

Find all events containing words in description
Display's today's events.

Display Yesterday's events.

Selecting the "Event Log" or "Access Log" (if available) items on the Customer list tab will
display either all the Security or Access event logs held in the database for the current
customer. Each entry in the log is uniquely numbered in the range 0-65535. The log entry
numbers are displayed in the "Index" column of the page. The log entry numbers displayed
are the same as the log entry numbers printed by the control panel and are also used to
uniquely identify panel events.

If text descriptors are available GSR will display the descriptor as part of the event description.
The descriptors used will be the descriptors stored in the site configuration file.

In the example shown below, the log displays the Index number, the date and time when the
event occurred and a description of the event. You can use the scroll bar buttons to move up
and down the log. If no logs are available the page will be blank.

Q I Search Critenia IDispIa_l,l all events. j
Index Date Time Degcription
179 023720 Spetem[Uzer 0) Changed Time KP O
2005 09/07./2007 15:48:30 [GSR 4] PC Disconnect Op 1
2008 08/07 /2007 15:43:00 [G5R 4) PC Access Op 1
2007 03/07 /2007 15:56:38 [G5R 4] PC Disconnect Op 1
2008 10407 /2007 Syztem(Uszer 0] D ate Change
2009 104072007 095314 [G5R 4) PC Access Op 1
2007 08/07 /2007 15:56:38 [G5R 4] PC Disconnect Op 1

Displaying all the Panel Event logs.

The "Security Logs" page displays the refresh button used to redisplay the contents in the
table. In addition to the refresh button the "Access Logs" page contains a Mode button
allowing you to switch between "Live Mode" and "Historic Mode".

When the page is in "Historic Mode" an additional search option will be displayed in the drop
down list: "Display all events from a specific date (dd/mm/yyyy)".

B o~
The Mode button (left) and the refresh button (right.)

- 40 -



GSR Version 4.33 User Manual — Issue A

Q | Search Criteria IDispIa_l,l all ewents from a specific date [dd/mmAmy). j
Search ‘woards: |1 0A07 /2007
Index [rate Timne Dezcrption
2008 1007 /2007 System(Uzer 0] D ate Change
2009 10407 /2007 09:53:14 [GSA 4] PC Access Op 1
2008 1007 /2007 System|Uzer 0] D ate Change
2009 10407 /2007 09:53:14 [GSA 4] PC Access Op 1
2010 10407 /2007 09:53:30 [GSA 4] PC Disconnect Op 1
2011 10407 /2007 09:57:58 [GSA 4) PC Access Op 1
2009 10407 /2007 09:53:14 [GSA 4] PC Access Op 1

Displaying specific Panel Event logs.

Case-insensitive searches are done.

@ | (g3 | Search Criteria IFinI:I event number. j
Mumnber: || Find | Fririt |

[nidex Date Time Dezcription

Systern[U zer 0] Date Change

The Access Log page in "Historic Mode".

Note: When in “Historic” mode an explanation mark will appear in the refresh button if any
updates are made to the data while the operator is viewing the page. The user can view the
new data by pressing the refresh button (the blue arrowed button). “Live” mode automatically

updates the data.

Reminder: The Access log has both Live and Historic data modes. The Security log only has
the Historic data mode option.

The table contents may be printed out to a printer by pressing the "Print" button. Please see
the "Printing" section in this User manual for more information.
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This option is only available if the "Access Control" feature is available.

Pressing the Rollcall button on the toolbar will display the list of the users who are in/out of the
building.

From the drop down list you can select the following actions:

Rollcall ordered by User Number.
Rollcall ordered by User Name.
Find User Number in Rollcall.
Display users that are IN.

Display users that are OUT.

¥ | Search Crileria ]Fh:-lcal Ordered by Uzer Mumber j
rd | Piet |

Uszer Mo Uze Infdut  Penmeter In Paiimetes Out Last Doo
B Lser5 OUT Twe2BAug14:D3[INACM 1] Tue 25 Aug 1415 [OUT ACM 1) Tue 26 Aug 14:15 [DUT ACM 1)
5 User B our = Tue 25 Aug 1415 [OUT ACM 1] Twe 26 Aug 1415 [0UT ACK 1)
7 Uzen 7 OUT  Tusz 2B g 1d:0d [IN ACM 1] Tue 25 Aug 1415 [OUT ACM 1] Twe 26 Aug 1415 [DUT ACM 1)
] User 8 M T 26 2ug TH15(IN ACM 1) - Tes 26 2ug 1415 (IN ACM 1]
| Uzen 3 M T 26 Sung T4:04 [IN ACM 1] - Tz 26 Aug T4:04 [IN ACM 1]
10 User10 M Tue2BAugl404(NACMT] - Tuet 26 g 1404 [IN ACM 1]
1 User 11 M Tz 26 Pung 1414 [IN ACW 7] T 26 Aug T4 14 [IN ACM 1]
12 User12 M Tue 26.Aug 14:04 [IN ACM 1) Tuse 26 fug 14:04 [IN ACM 1)

The Rollcall window.
The following information is displayed for each user:

The user's number.

The user's status (in or out of the building).

The most recent perimeter door the user has entered through.

The most recent perimeter door the user has exited through (if the user is out).
The last door (internal or perimeter) the user has been through.

The list of perimeter doors can be viewed/edited in the "Access Control" setup page. Pressing
the F5 function key (at any time in the program) will print out the rollcall list to the default
printer.

Note : An explanation mark will appear in the refresh button if any updates are made to the
data while the operator is viewing the page. The user can view the new data by pressing the
refresh button (the blue arrowed button).

Note: If a user opens a door with his/her card without coming in through a perimeter door, that
person will still be marked as being in the building.
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This option is only available if the "Interactive Maps" feature is available.

SETE
File Tools Help
Dielal 9 2ol @ € caveuxmn | Panel In Training Room (ID: 080205, Pansl Type: PX500)
Customes List | sdrinitation | i
|E Guardstation Test Customer (080205.MPU) i‘ Show/Hide
- MapView
Y Panel Gid

=& Customer List
£1-€2 Panel In Trairing Raam [080205)
- Configuration
[E) Eveni Log
- [E Access Log
Extemal Dome

I Roleal -
Ste Plar
@ Service Data '] Stores PIR

i Video Keypad 2
4 Panel Connection Aread

IT

¢ Office PIR i Area d
L
IT Int Dt Store

*
IT Door Stores Door int

Keypad 1

Area 2

m
Office : Main Doar

Stores Door Ext

Training Room X8 Detector

Reception
Recep Int Door

Area 1
Reception ® ey Mok Do

L]
T [Black]

T Iwhite)

Fieception PIR

Current Operator : john (01) |

The Site Plan Page.

The site plan of a customer can be viewed from the customer tree by pressing the "Site Plan"
icon. When pressed, the program will display the layout of the site and the positions of
keypads, sensors, doors etc on the page.

"<<" Button:
e Hide/Show Symbols
e Back: When clicked, this button will take the user to the layer page above the current

page.

Near the top of the Customer tree is the "Map View" icon. This allows the operator to manage
the customer list through the map interface. When a new customer is created, a customer link
button is placed at the top level of the map (this can be moved at any time). When the
operator selects this button, the Current Customer will change and the customer details page
will be displayed.
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Map Options Editing Site Plans

The Maps system in GSR works in two modes: View and Edit mode. In View mode the user
cannot edit any of the map pages. In edit mode, the user can edit pages by clicking the right
hand mouse key and a list of options will appear.

The "View/Edit" button will display the current mode. Clicking this button once will change the
mode.

v Edit Maode

FPaste Ikem

Edit Lavwer
add Mew Laver,.

If you position your cursor on a symbol when you right-click, a different edit menu will appear.
The exact menu will depend on the type of symbol clicked on.

Note: There are several Map options available in the "Map/Site Plans" page of the Setup
Window.

Map Options Automatic creation of Site Information

When the "Site Plan" item is pressed on the customer tree, the program checks if the site
already has a site plan. If no site plan exists then one is automatically created from the current
customer configuration and the user is presented with a symbolic representation of the site.
The Customer name and page description is also filled in with the text description given by the
user.

Normally, at this point, the user would then create at least one map layer indicating a floor of a
building or an area in the building. If pictures of the building were available, then a layer could
be created entitled "Photographs”, and link buttons to the pictures would be created inside it.

Three example site plans are included in the Images directory.

Map Options Editing Map Images

Individual items can be selected and Cut/Paste from the item Menu by right clicking the item.
Groups of items can be selected by using a selection box.

Note: To deselect a single item, draw the selection rectangle over the item again. Pressing the
Escape button ("Esc") will deselect all selected (highlighted) items.
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Map Options Editing Symbols

If the user is in edit mode, left clicking the mouse button over a symbol will display the edit
symbol menu. The types of symbol displayed on a Map page are:

Symbol Type Description Maximum
Door Symbol Representation of a door. 32 per site
Circuit Symbol Representation of a circuit. 512 per site
Keypad Symbol | Representation of a Keypad. 32 per site
Conc Symbol Representation of a Conc. 64 per site
Link Buttons Move to another Map page. 20 per page

Each of these symbols has a text descriptor. This descriptor is taken directly from the
configuration.

When you right click on a symbol, when in Edit mode, an edit menu will appear. This will offer
the user the opportunity to edit the object's properties or cut the symbol from the page. The
options available for each symbol are now explained in more detail:

Note: Symbols cannot be deleted or added since the symbols are based on the data held in
the customer's configuration. If, for example, a circuit symbol is cut but not then pasted and
the program re-started, the circuit symbol will be recreated when the operator goes back to
the customer "Site Plan". This ensures site plans are accurate representations of customer
configurations.

Map Options Link Buttons

A Map link button provides a link to another page. It could point to a customer site, a map
layer or a picture.

When the user creates a new site, a link button is automatically created on the current map
page to the new customer. Similarly, if the user creates a new layer, then a link button is
created to point to the new page. When created, the new link button is placed where the user
clicked on the screen to select the main edit menu.

To edit the link button, right click on a circuit point and select "Edit Button".

Map Options Circuit Symbols

Circuits are represented by coloured symbols (dots) on the map pages; the state of a circuit is
represented by the use of colours. For more information on what status the colours represent,
please see the colours page in the setup window.

Each circuit has a text descriptor, which is obtained from the current configuration of the site.
If the text descriptor of a circuit is changed by editing the configuration file, the circuit
description in the map will also be changed.

Note: When an operator is viewing a site plan and they are not connected to the
customer’'s panel, the colour of the circuit symbols will be set to the default map
symbol colour (usually bright green).
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Map Options Site Plans When Call Monitoring

When an event is received, the site map will automatically appear if the option "Start Map on
Remote connection" is switched on in the "Call Monitor" page of the setup window. The
colour of the affected symbol will change to reflect the new status due to the event received.
For example if the event was a tamper on circuit 2, the colour of the circuit 2 symbol will turn
to yellow.

Note: When an alarm is received, the circuit status will be changed. After the panel has
disconnected, if the operator clicks on the map button again the circuit status values
will all be put back to the default symbol Map colour (usually bright green).

Map Options Real-Time Status

If GSR is connected to the panel and placed in "Circuit Status" mode, the site plan can be
used to show the real-time status of the Circuits. Click the "Site Plan" item on the customer
tree, circuits in Tamper are displayed in yellow while Open circuits are displayed in blue.

The "Fast Cct" option can be useful on a site with a large number of circuits to speed up the
response between the event and the display on the map package. The disadvantage to this is
that the Circuit properties (e.g. Bypassed, Isolated, and In Tamper) are not displayed in GSR -
only the Open/Closed state is monitored.

When not connected to the panel, the colour will change back to the default symbol map
colour (usually bright green). If a circuit is Armed (i.e. the circuit is in a Set Group which is
currently set and the circuit is not bypassed/Isolated) then the circuit will change colour to the
"Armed" Colour. Warning: If the panel is Set or Unset at the Keypad while the program is
monitoring the panel, the armed status will not be accurate. To see the status of a circuit in
more detail, right click the circuit and the following pop-up menu will appear:

Caonfiguration

Circuit Properties

To view the local configuration of the circuit select the "Configuration" option. Selecting the
"Circuit properties” option will display the following window:
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ose x|

t Circuit 1 {(Reception PIR)

Statuz Clear
Attributes
Resistance 4100k,
Location Conc-1 IF1
Apply Soak, Apply [zolate
Apply BEypasz

OF. |

From this window, the circuit properties are displayed and the circuit can be Bypassed,
Isolated or placed in Soak. Similarly to see the status of a Door, Keypad or Concentrator in
more detail, right click the symbol and the select the Properties option from the pop-up
window.
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Map Options Video Integration

Cameras can be viewed and controlled on the map page if the customer panel supports video
and at least one video server has been setup in the panel configuration.

The camera numbers displayed are calculated on the location of the camera on the video
servers (based on 16 input video servers). This means camera 1 is the first input on server 1,
camera 2 is the second input on server 1 and camera 17 is the first input on server 2. This
remains true even if video server 1 is only a 4 or 8 port video server.

Trairireg Rooom [Camers 1]
o Aecspbon [Camsra 2]
Frond Qoo [Caimera 3]

Caneta o [ Camerad]

Fiore: Coor

Map with 3 camera Views.

Camera Views:

A camera view is a box which appears on the map page and is used to display video from
cameras. Up to 16 camera views can be created for each customer site. Each camera view
can be moved around the map and re-sized (when the map is in edit Mode).

To add a camera view, go into edit mode on the map page and select the "Add Camera View"
option. A camera view will appear on the map. To select which camera to display in it, right
click on the camera view and select the camera from the list. To delete a camera view, right
click on the camera view and select the "Delete Camera View" option.

Each camera view can be programmed to either display one camera continuously or to display
a number of cameras in a sequence. To enable camera sequencing, right click on the camera
view and select its properties. The window displayed has the following options:
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ENE—— x|

Camera View 4

width (pivels]  [150 =

[ Display ‘When Event Triggered (and In Edit Maode).

—LCamera Sequencing
" Dff
= Al Cameras

Fleaze enter camera numbers seperated by commas.
Far examplz 1.3.5

Duration [secs) 2 :ll 1 to 100]

Ok | Cancel

Width: The width of the camera view.

Display when Event Triggered: When ticked, the camera view will only appear when an
event is triggered (e.g. when a door is opened) or when the map page is in edit mode. See the
section on "Event Triggers Actions" for more details.

Camera Sequencing "Off": Camera View will only display one camera.

Camera Sequencing "All Cameras”: The camera view will display each camera on the
system one after the other for a specified number of seconds (given in the duration field).
Camera Sequencing "Range": A comma separated list of cameras to display.

Duration: How long to display each camera in the sequence.

In addition to camera views, camera icons will appear on the map showing the location of the
cameras. Right clicking on a camera, will display the following options:

Frant Tianr
Caonneck to camera
Wiew Wideo Lisk
Camera Setup

Selecting the "Connect to camera" option will display the camera in a new window. The
"View Video List" will display a list of all the stored video files from that camera (these will
have been recorded by the DVR from panel events).
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1=
it o vdeo rlesMII=IEY

Drate: 0747142008 Time; 1116
Drate: 074171/2002 Time: 11:20
[rate: 0741172008 Time: 11:21

Cloze | ‘

The Camera Video List.

Selecting the "Camera Setup" option will display the camera setup window. This will allow you
to indicate whether the camera has PTZ functionality.

Gsr x|

Camera 2

[+ Has PTZ Contral

oK |

Double clicking on a Camera Image (or selecting the "Connect to Camera" option) will
display the camera in a new window. If the camera is setup as a PTZ enabled camera, then
PTZ controls will appear at the side. Selecting the Up/Down/Left/Right buttons will move the
camera. Additionally, it is possible to zoom the image in and out and select a preset from the
numbered drop down list.
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Live ¥ideo

.
|x

VA =k

=4

S S
-'"J PTZ Presets |1 'l

Event Triggered Actions:

Right clicking a door in the map will display the following options:

'l':'l mhkd 1
i_onfiguration

Ewent Triggered Action

The Door Event Trigger Action.

The second option listed, "Event triggered actions" allows video to be displayed quickly when
a door event occurs (when you are connected to the panel and viewing the map page).
Selecting this option will display the following window:
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N x|
ACH 1

[T ShowVideo On Trouble
[~ Showideo On User Entry

Camera; IHeceptinn [Camera 2] j
Camera Yiew I Camera Yiew 1 j
Duration [zecs) 1| ill [1 ta 999]

aF. Cancel

An Event Triggered Action.

If the "Show Camera on Trouble" option is selected, the program will display video on a door
forced event. If the "Show Camera on User Entry" option is selected, the program will
display video when the card is presented and the door is opened (in the case where no door
contacts are used and the "Log Card" panel configuration is on, it is when the card is
presented).

Select which camera you want to display from the list of cameras (It will show all of the
available cameras on the system) and then select which camera view you want the video to be
displayed in. The duration gives the length of time (in seconds) the video will be displayed.

Note: If you only want the camera view to appear when the event is triggered, select the
"Display when Event Triggered™ option in the camera View setup window.

Note: To ensure door events are sent quickly, please ensure the "Access" option is switched
on (in the system option of V4.31 and above panels). Also ensure the "Prioritise Event
Uploading" option is switched on in the Comms section of the GSR setup window (if Windsor
500/700 panel types are not being used). If a door does not use door contacts then there
could be a delay of up the 15 seconds between the user opening the door and the video being
triggered. For this reason, it is not recommended that such a door configuration be used.
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This option is only available if the "Remote Service" feature is available.

[famazepsts) w| [ ViewFauls View Data > | B l Print |

Wiew Remote Service Data

Remote Service Dane By: john -
Clock OK.

altage Current Battery Yoltage Battery Charge Curent Battery Size Battery Standby

14.172¢ 05134 13.860W 0.0004 Thh 13 Hours

Line Fault:  Case Tamper: Bell Tamper: Lowe alts: tains Fail: Fower Fail

|nactive Inactive Inactive Inactive Inactive Inactive

Sounder: Audio: Strobe: Fuzel: Fuze: Fused:

|nactive Inactive Inactive ok ok ok

Item Statuz Attributes Flesistance Location HiB Info

Cct 1 Clear 4100k, Conc-1 1P1

Cit 2 Clear 4170K Conc-1 P2

Cct3 Clear 4.170K Cone-1 IP3 _v_l
Remate System Checks

Review Period is from 28/02/2008 to 13/03/2008:

Total Mumber of Logs : 200

Set Actionfz): 13

Unszet Action(s] : 13

Circuit &utoCheck. Success(es): 0

Circuit AutaCheck failure(s] - 0

Anti Mask : 0

Last Set Event: : 06/03/2008, 10:43:00 J McBrinn(User 3] Set Area 1
Last Unset Event: : 06/03/2008, 10:43:10 J McBrinn(User 3] Unset Area 1

The Service data of a Customer's site.

If a remote service has been done on this site, it will be displayed in the drop down list. All the
services done for this site are displayed in this list arranged by the date and time of the service
(the most recent service will appear at the top of the list).

When the operator presses the "View Data >>" button, the Remote service data uploaded on
the Date/Time selected is displayed in the upper text box. The operator can press the "Print"
button to print out the data.

In the Remote Service Data box, the values for the selected remote service are displayed.
The first line displays the System Voltage, System Current and Battery data. The next two
lines display panel status information (for example Tamper and fuse information). Then
Circuit, Concentrator and Keypad data is displayed.

Any values that are outside a given range are treated as faults and are highlighted in red. The
values used to determine when a value is outside this range are found in the Setup window
under the "Remote Service" page.

The "View Faults" checkbox (Press the "View Data" button again).

Note: A Remote Service can be started by connecting to the panel and pressing the "Start
Remote Service" button on the connection page. Alternatively, if the "Group Tasks" feature
is supported in GSR, then a Group Task can be setup to do a Remote Service at regular
intervals or at a specified time.

When the "Compare .." button is pressed, the following window is displayed:
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Compare Remote Services ) i m [

Compare Remote Service data

Date/Time #1 |orsnzeznoe a2 ¢

Print |

Date/Time #2  [07/02/2008[1059) =]

Item Date & Time Yoltage Current Battery Yoltage Battery Current  Battery Size
Parnel 070242006 [14:25] 0152 01634 14.098% 01224 174h
0740242006 [10:59] 0182/ 03734 14.098% 01254 174h
4| | i

Close |

The Compare Remote Services Window.
When the operator presses the "Compare Now >>" button, the Remote service data for those
two dates are compared and their differences displayed in the lower text box. Differences in
the values are highlighted in Red.

The operator can press the "Print" button to print out the data.

Pressing the "Close" button will close the window.
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Video

This option is only available if the "Video" feature is available.

To view the "Video" page, select the "Display Customer video page" option from the Video
page in the Setup window. If the customer's panel supports video, then the Video Page can be
selected. To view live video from the Server, select the "Video" item from the customer tree,
select the video server from the list on the right hand side.

[edec a1 =] =g Rocn =l

You can change the camera being viewed by select a different camera from the camera drop
down list. Selecting the "List All Cameras" option will display all the cameras on the page.

GSR Corporate

N 18X
Fle Tools Help
Dlelal @ 2o @ @ cmwwon ### Test System 5 (ID: 0005, Panel Type: PX500)

Custanex List | Ackrinisiation | =
[& Guatiiain Ve Saiver 1 | |
@ Mapisw : =
[T G View
182y Cusstomes L
5652 B Ta Syan 5 [0005)
-l Corfaaation
1 [ Eveni Log
B Aoons Log
By Feleal
Ske Flan
Server Dot
i Video
& Fansl Connection
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Panel Connection

When the operator is not connected to the customer panel, the panel connection page will
only show the date that the event log was last uploaded for that site and when the customer
site was last connected to.

Pressing the "Connect" button on the page will allow the operator to connect to the panel.

Connect | Panel Connection

LA > _) Last cormected to site an 17/06/2003, Log last uploaded on 12/06/2003,

The Panel Connection page (when not connected).

Panel Connection Logon

There are several ways to connect to a control panel:
e From the File Menu.
e From the Connect button on the toolbar.
e From the Panel Connection page.

GSR will fail to connect to the control panel if;

e There is a problem with the selected Com port or cable.
e The panel is not programmed for remote access
¢ The authentication codes do not match

¥ Message =] E3

Attach Failure

The attach failure message.

Note: If you still have problems connecting to the panel, please refer to the
troubleshooting section of the GSR Install Manual.

If the customer database site ID and the panel site ID are different both numbers will be
displayed. GSR will allow you to continue with the connection if the panel Site ID is defaulted
to'0".
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¥ Message =] E3

Customer Site (D [27734] doez not match panel |D. Breaking connectiorn.

Panel Site ID does not match Customer Database.

The panel must also be programmed with the same authentication code as GSR before a
connection can be made.

If the customer database variant and the panel variant are different, both types will be
displayed.

Guardstation E3 |

1\

Contral panel wariant is FEE0%3.00, variant in customer record in databaze
iz P34 %3.00; Breaking connection,

Panel Types are different.

If during a session GSR loses communication with the panel (e.g. the cable is removed) you
will see the link status changing from Active to Retrying. If the retry sequence fails the
program will display a fail message.

Some panels require that the GSR Serial Number (from the "Help", "About" window) is
programmed at the keypad before a panel connection is allowed. If the number does not
match the number setup in the panel, the program will display the following message and
disconnect.

GuardsStation |

N

Connection Failed: The GSR 1D may not be zetup correctly at the panel.
Catinat lagon o Cantral Panel

Panel Connection Using Double Call on Modem Connections

Double Call is a feature intended to overcome any high ring counts programmed into remote
modems. The modem dials the requested number, then looks for remote answer or ring back
tone. When it detects a ring back tone(s), it will abort the call, return on hook for 5 seconds
and reattempt a connection to the same number. If the panel detects this second call as being
within the ‘double call’ time [located in the Engineer Comms Menu of the panel], it will answer
immediately, and a connection will be established.
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Panel Connection Options

When the GSR is connected to the customer panel, a series of items are added to the Panel
Connection item in the Customer list allowing the operator to manage and monitor the
connected panel. For more information on connecting to the panel, please read the
"Connecting to the panel” section later in this manual.

E@' Test 2 Customer [5555)
-2 Configuration

----- El Event Log

------ El Access Log

: Fallzall
@ Site Plan
-4 Panel Connection

=

----- e Fead Logs

=

----- e Set/nzet

=

----- e Llzer Codes

=

----- & Keypad Message

=

----- & CDutput Control

=

----- e Cuztomer Addreszs

----- & Comms Test

=

----- e Door Cantral

=

..... e Feypad Dizplay

----- B& Configuration

-5 Check Modes

The Customer tree list when connected to a panel (with Security Control).

E@ Test F=a0 Config [3077]
_E| Configuration
L [E] Access Logs

% Rallcall

=] FPanel Connection

=

----- e Configuration
ool ACH Status

The Customer tree list when connected to a panel (Operator with Access Control only).
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ﬁ &> :D Lazt connected to site on 03/02/2008. Ewvent Log last uploaded on 07 /02/200E.
Line Fault: Inactive Sounder: Inactive
Case Tamper: Inactive Audia: Inactive
o Bell Tamper: ** Active Stobe: Inactive
Panelersior: 4.10C [u/76195] Low Vaolts: Inactive Fuzel: DK
Mains Fail: Inactive Fugez: Ok
Power Fail: Inactive Fuge3: OK

“Remote Service

Start Remate Service |

ToViewfsnalyze Remote Service Data, please view the “Service Data™ item on the Customer tree.

The Panel Connection page (when connected).

From this page, the operator can view some of the panel status values and can reset or send
a new Pin of the Day Seed value to the panel.

The panel W number and firmware version is displayed on the left-hand side.

Panel Connection Remote Service

This option will only be available if the "Remote Service" feature is supported.

When the "Start Remote Service" button is pressed, GSR will start a remote service on the
panel.

An indicator bar will appear to display the progress of the Remote Service to the operator
(since it may take a few minutes to complete). The operator can stop the operation at any time
since the "Start Remote Service" will change to "Stop Remote Service" during the operation.

Note: To view the results of the Remote Service, select the "Service Data" item on the
customer tree.
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Panel Connection View/Edit Clock

This option is only available if the clock authority is configured for the panel and the current
operator has the "Clock" authority enabled.

The "View/Edit Clock" page on the connection tree will display the following options.

Clack Option

Fead Panel Clock Clock Update

When the "Clock Update" button is pressed, the time and date used by GSR is obtained
from the operating system. It is important therefore that the PC time and date are set correctly.

The "Read Panel Clock" Button allows the operator to view the date and time indicated by
the panel. A window will appear with the panel date and time displayed, as shown below.

Guardstation Remote |

A

The Current Panel Date and Time iz 16/04,/2004 17:57

Note: The "Read Panel Clock" feature is not be available when connected to a Windsor 500
panel.

-60 -




GSR Version 4.33 User Manual — Issue A

Panel Connection Read Event Log

This option is only available if the current operator has the "View/upload security events"
authority enabled.

—Option
Fead Mew Entries o
Read Last 100 Ertries

Fead Access Log | Fead Event Log

The Read Event Log Window.

If the operator selects the "Read New Events" option, GSR will only read events which have
been logged by the panel since the last read request.

If the operator selects the "Read Last Events" option, GSR will read the last given number of
events.

The "Read Access Log" and "Read Event Log" buttons allow the operator to choose which
type of logs to upload (Access or Security).

As the logs are uploaded, GSR will show the event log numbers being uploaded. When you
read an event log the new events will be added to the current customer's log database.

Notes:

1. When you read an event log it is appended to the current customer database log.
This file can become very large and should be periodically archived to save disk
space. If you archive a log file the next time event logs are uploaded GSR will
create a new database. The first entry in this file will be the first event to be
uploaded since the previous event log was archived.

2. This page will only appear in the remote options tree if the current operator has
the "View/Upload Security Events" or the "View/Upload Access Events" authority
enabled on the operator page.

3. Since new logs are always appended onto the end of the customer's log file, if the
last "x" events are uploaded, it may lead to duplication within the log.

4. Logs will automatically be read during a Remote Service
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Read Event Log Event and Access Log Upload

All event logs uploaded by an operator are added to a security log database for each site e.g.
Logs generated by site "2322" will be stored in the file "2322_SL.DBF". Similarly, all Access
Logs uploaded by an operator are added to an access log database e.g. Logs generated by
site "2322" will be stored in the file "2322_AL.DBF".

GSR can (assuming there is a connection to the panel) automatically upload Access logs.
This is explained further in the setup page.

Notes:

1. Security logs are only available if "Security Control" is supported in GSR and the
current operator has the "View/Upload Security Events" option tuned ON in the
operator page.

2. Access logs are only available if "Access Control" is supported in GSR and the current
operator has the "View/Upload Access Events" option tuned ON in the operator page.

3. These logs can be viewed in Microsoft Word and Excel (but do not save any changes,
as the format may be slightly different).

Panel Connection Set/Unset

The "Set" and "Unset" buttons will only appear if the current operator has the appropriate "Set"
and "Unset" authorities enabled on the operator page and if the panel is configured for remote
set and/or unset.

—Set/nzet Option

(1 Set Group 07 [Group 1) Unset
[[1 Set Group 02 [Group 2] : Unzet
[1 Set Group 03 [Group 3] Unset Set
[] Set Group 04 [Group 4] : Unset

Unzet

The Set/Unset page.

The Set/Unset page displays all the Set Groups that are configured with their text description
and current set status also displayed. You can use the mouse button to select one or more
groups and press the "Set" or "Unset" button to send the request to the panel. Note: If the
panel has been manually set/unset from a keypad, you may have to perform a System Status
to refresh the list status.

If an area was already set when GSR requested setting, a Set success message will still be
displayed. A set request will fail if there is an alarm condition or if a user is logged on a keypad
in a setting area. An unset request will fail if the event programmer schedule prevents
unsetting.

If the panel cannot set or unset, the reason for the failure will be displayed
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Panel Connection Reset

This page will only appear in the remote options tree if the current operator has the "Reset"
authority enabled on the operator page and if the panel is configured for remote reset.

Rezet Option

Reset

When the "Reset" button is pressed, GSR will attempt to reset the alarm logs, the circuit

multiple alarm counters and the call engineer indication. The reset request will fail if an alarm
condition is not clear.

Panel Connection Download Seed

This page will only appear in the remote options tree if the current operator has the "Pin of the
Day Seed" authority enabled on the operator page.

Seed Option

Download Seed

The "Download Seed" button will transfer the Pin of the Day seed stored in GSR. You can
view its current value by selecting the general page from the setup window. If Pin of the day is

already on at the panel, downloading a new seed will fail (Valid seed values are between 1
and 32,000).
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Panel Connection User Codes

This page will only appear in the remote options tree if the current operator has the "Change
PIN" authority enabled on the operator page.

—Pin Option

Izer Humber |2 ill
few PIN I 0K

The PIN page.

You can change the PIN code for any user between 2 and the maximum users available for
the connected panel. Valid PIN codes can have a length of 4, 5 or 6 digits.

If the panel you are connected to supports "Card and PIN" then the page will be displayed as
below:

—Uzer Code Option

= FIN

Uzer Murmber |2 j " Card
Mew Code I k. |

The card code should contain digits only (not HEX format).

Note: if you want the local configuration to have any Pin/Card changes, you should upload the
User Pin/Card configuration data afterwards.

Panel Connection Keypad Message

This page will only appear in the remote options tree if the current operator has the "Keypad
Messages" authority enabled on the operator page.

drite |

The Keypad Message page.

The keypad Message window allows an operator to send a text message to be displayed on
all the panel's Keypads. This message is removed when a user logs on to a keypad.
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Press the "Write" button to send the contents of the message box to the panel.

Notes:

1. If you want text to be wrapped over 2 lines rather than one, do not use the "Enter" key;
instead pad the rest of the first line to 16 characters with spaces and then write the
contents of the second line. The maximum number of characters that can be sent is
32.

2. If the enter key is used in the text box - two arrow keys are displayed on the panel's
keypad. This happens because the "Enter" key is actually sent as 2 characters (CR
and LF).

Panel Connection Door Control

This page will only appear in the remote options tree if the current operator has the
"Open/Close Doors" authority enabled on the operator page.

—Door Option

igm ; = Lock Doors) |
UnLack Doarls] |

A

[la

[ Al

[

A

4

[ Al

[JACK 13 Select All Doors |

[JACKH 14 LI

The Remote Door Control Page

The Door Control page allows an operator to lock or unlock multiple doors in a short space of
time. The "Select All Doors" button can be used to quickly select all the doors in the list.

Panel Connection Output Control

This page will only appear in the remote options tree if the current operator has the "Output
Control" authority enabled on the operator page.

—Output Option

GSH Output IDutput Fr. & j

The Output Control page.

The GSR Output list will contain all the output functions which are set up as "GSR". This list is
built up from the current local configuration (stored on the PC). The output can then be
switched On or Off by selecting the appropriate checkbox and pressing the "OK" button.
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Note that the "GSR Output number" in output programming controls which one of the eight
outputs on the board is to change.

Panel Connection Customer Address

This page will only appear in the remote options tree if the current operator has the "Address
Info" authority enabled on the operator page. This feature is only available on the PX panels.

Demn Boom Panel Read

Delete

The Customer Address page.

The current address is taken from the GSR Customer database (it combines the site name
with the site address) this can then be downloaded to the panel using the "Write" button. To
view the stored name and address on the panel, press the "Read" button.

The "Delete" button will remove the current name and address stored at the panel.
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Panel Connection Comms Test

This page will only appear in the remote options tree if the current operator has the "Comms
Test" authority enabled on the operator page.

—Commz Test Option

Start Comms Test T esting Channel Humber 4

The Comms Test page.

Press the "Start Comms Test" button to trigger the main PCB TX Outputs (sequentially 1 to
8) each for 5 seconds.

As shown above, as each TX output is tested a status message is sent to GSR.
Please note that if a comms check is started, it cannot be stopped (i.e. it will still test all 8
outputs). This means that if a Comms Test is being done and you try to upload logs, nothing

will happen until the test is finished.

Note: Do not disconnect during a comms test as it may cause the last output that was in test
to stay on.
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Panel Connection Keypad Display

This page will only appear in the remote options tree if the current operator has the "Virtual
Keypad" authority enabled on the operator page.

The "Keypad Display” (also known as "Virtual Keypad") feature allows an operator, when
connected to a panel, to see the messages being displayed on all of the Active keypads (apart
from an Engineer keypad) in real time. If a keypad is not active (i.e. a user is not logged on to
that keypad, then the line "No User Logged on" is displayed).

EF 01 — EF 02 (Engineer) —

To aid the operator, the name of the user logged onto the keypad is displayed next to the
keypad number. The small button on the upper right hand corner allows the user to interact
with the keypad. The view will then change to display a single large fully interactive keypad.

-
—
—

ooeo,
coo
@00
coo"’

When a key is pressed on the virtual keypad (either using the keyboard or the mouse) a
sound similar to the actual keypad beep is emitted to indicate that a button has been pressed.

The keyboard buttons used to control the keypad are as follows:

Keypad Key Keyboard Equivalent
0to 9 Keys 0t0 9
X Escape Key
v Enter Key
? ?
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Up Up Key
Down Down Key

Any operator wishing to control a keypad in this way must have "Interactive Keypad" Authority

switched on. The panel must also be configured to allow it as well (the "Virtual Keypad" option
in the GSR Menu).

Reminder: A user must be logged onto the keypad at the panel before a GSR operator can
view/control the keypad.
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Eng. Keypad Display

The "Eng. Keypad Display" feature allows an operator, when connected to a panel, to see
the messages being displayed on the Engineer Keypad.
Note that the keypad is always available, on-site user logon is not required.

C XX N
coo_
@00 .
coo '

— o ——

When a key is pressed on the virtual keypad (either using the keyboard or the mouse) a
sound similar to the actual keypad beep is emitted to indicate that a button has been pressed.

Any operator wishing to control a keypad in this way must have "Interactive Keypad" Authority
switched on.

The panel must also be configured to allow it as well (the "Virtual Keypad" option in the
Engineer Comms Menu).

GSR will only display the item in the menu tree if this line is added to the file gsr.cfg (in the
"Options" section):

[Options]

DisplayEngineerVirtualKP=1

Note: This feature is available on panels at or above V4.30.

Note: This page will only appear in the remote options tree if the current operator has
the "Virtual Keypad" authority enabled on the operator page, and GSR has the "Eng.
Keypad™" authority enabled in gsr.cfg (as described above).
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Panel Connection Configuration Read/Write

This page will only appear in the remote options tree if the current operator has the
"Read/Write configuration” authority enabled on the operator page.

When you select the configuration item on the tree, GSR will compare its stored configuration
for the site with the configuration being used at the panel. This will take a few seconds and a
"Please wait ...." prompt will appear.

When the comparison is completed, a message will appear stating if the configuration
matches or not. Pressing the "More Details” button will display which section(s) of the
configuration do not match. From this information you can decide whether you want to read or
write the config.

™ | " \;j The configurations at the Control Panel and on GSR match.
w

Lack Config |
Less Detail << |

Service Murmber Changes unavailable for this G5R at the
Contract Mumber panel.

Cets Data

User Data
Keypad D ata

Set Group Data
Feset Data
Sounder Data
Syztern Data

Eng Comms Data
Tel Num Data
Carnms D ata
Times Data

Size Data

Alarm Report Data
Area Alarm Report Data Select Mone Select Al
Responze Data

Output Data

Output Map Conc
Output Map Keppad
Output Map OPM
Output Map T

Input Map Conc

Input Map Keypad
Output Map Panel Data
Input b ap Panel
Schedule Data

Area Data

Input kap SOI

Output Map 501

Output Groups

Fadio Data

Fadio T+ Data

Audio Module D ata
Serial Module Data
Dialler Data -
Third Party Dialler Data

Wisonic Pendant D ata

Conc

Wideo Server

[] Cet Descriptions

[ User Descriptions

["1 Set Grouo Descriotars LI

—LConfiguration D etail

|»

The Remote Configuration page.

The "Select None" button is used to clear all the checkboxes and "Select All" will select all of
the checkboxes.

Note: If pin codes are not allowed to be read/written on the panel (this is a configuration option
in the Remote Comms section) then the User PINs checkbox will be greyed out.

The program also asks the panel if any changes are available. If local changes are available
then a "Write Changes™ button will appear. Similarly, if there are changes available at the
control panel then a "Read Changes" button will appear.
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If no changes are available at either end, you have the option of reading or writing one or more
sections of the panel configuration.

' ProgressWindow =] E3

Ilploading Config 45%
ANRENNNNEEE

The progress window displayed when reading a panel configuration.

When you choose to read or write the configuration, the program will display a progress
window showing the percentage of data packets transferred.

Sometimes the configurations can match but it will say changes are available. This can
happen if an engineer changes a programming option at the keypad but then changes it back
to its original value. This could also occur if an option was changed by an engineer at the
panel and an operator at GSR changed the same option in the GSR config: the configs would
match but a change would be noted at the panel. Pressing the "Read Changes" button will
clear the change information at the panel (and the configuration should still match).

If the panel supports config locking and unlocking then a "Config Lock" or "Config Unlock"
button will appear. If the configuration is locked at the panel by GSR, then no editing of the
panel configuration is allowed at the keypads. This button acts as a toggle.

Panel Connection Check Modes

There are five check modes to choose from:

ACMs
Circuits
Concs
Keypads
System

The message "There are no items to display" will appear in the grid if no items of the selected
type exist on the panel.

Check Mode ACM Check Mode

This option will only be displayed if the current operator has the "View access config” authority
enabled on the operator page. ACM is an acronym for "Access Control Module".

Each line in the list displays the door number and its name together with the current state of
the door. Doors can be open/closed, locked/unlocked, held open, forced and locked out.

In the example shown below, GSR has connected to a PX with one door configured. The text
descriptors displayed are the ones stored in the configuration of the panel.

Item I Statuz I Altributes I Yoltage I Current I
H Clear Clozed, Locked 13530 01284

Part of the Check ACM Page.

Each line in the list displays the following information:
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The door number and its name.

The door status (Clear or Tamper).

The door attributes (Open, Closed, Locked, Unlocked, Held open or Forced)
The door Voltage value.

The door Current value.

The value (if attached) of an auxiliary power supply.

Doors that are not configured are blank. The colour and text in the line indicates the state of
the door. The colours are configurable from the colours page in the setup window.

State Description
Door Closed & Locked Normal condition : Currently closed and locked.
Unlocked The door is unlocked but is not open.
Open The door is open.
Held Open The door has been open for longer than the door
time is allowed.
Forced The door has been forced open when locked.

A bleep sound will be made if any door is either forced or held open (approx. every 5
seconds).

Note: Since the Door status can be delayed in a heavily loaded system between the ACM and
the panel, the Door Status may miss an open/close.

The table contents may be printed out to a printer by pressing the "Print" button. Please see
the "Printing" section in this User manual for more information. The "Fast Status" is used to
speed up the attribute refresh rate. In this mode, the Status, Voltage and Current values are
not updated.

Three action buttons are available for controlling the doors (if the operator has the authority):

Lock ACK ALCM Lockout Remove ACM Lockout | Print | [~ Fast Status

The ACM action buttons.
Button Description
Lock/UnLock ACM Locks or unlocks a door.
ACM Lockout Disables all access through a door.
Remove ACM Lockout Allows normal operation of a door after a
lockout has been enabled.
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Check Mode Circuit Check Mode

This option is only displayed if "Security Control" is supported in GSR and the current operator
is enabled for “View Check modes”.

Each line in the list displays the circuit number and its name together with the current state of
the circuit.

In the example shown below, GSR has connected to a PX with one conc and one keypad
configured. The text descriptors displayed are the ones stored in the configuration of the
panel. Circuit 8 is in tamper and is highlighted in yellow.

|tem | Status | Attributes | Reszizstance | Location |
Circut 1 [Cct 1) Clear 4 030K, Conc-1 1P1
Circuit 2 [Cot 2) Clear 4,030k, Cone-1 1P2
Circuit 3 [Ct 3) Clear 4 030K, Conc-1 1P2
Circuit 4 [Cot 4) Clear 4,030k, Conc-1 1P4
Circut & [Cot B) Clear 4 030K, Conc-1 IPS
Circuit B [Cet B) Clear 4,030k, Conc-1 1PE
Circutt 7 [Cot 7) Clear 4 030K, Conc-1 IF7
Circuit 8 [Cet 8) Tamper > 20K Conc-1 P8
Circuit 9 [Ct 9) Input kap Off
Circuit 10 [Cot 10) Input Map OFf

The check circuit display
Each line in the list displays the following information:

The circuit number and its name.

The circuit status (Clear, Tamper, Alarm, Marginal, Anti-Mask).
The circuit attributes (Soak, Isolated, or Bypassed).

The circuit Resistance/Voltage value.

The circuit Location.

XiB Info (for circuits mapped to a XiB detector).

As shown below, if a circuit is mapped to a XiB detector, the line will display the XiB detector
voltage value and (on some PX panels) which XiB bus system the device is on.

Irput b ap OFF

Circuit t11] Input kM ap O
Circuit 12 [Cet 12) Clear 13,348 Det-1 PATG #iB Buz 3

Apply Soak Apply [zolate Apply Bupazs Yiew kap Frirt r Fa

The circuit action buttons.

Button Description
Apply Soak No audible alarm response given
Apply Isolate Alarm and Tamper response will be ignored
Apply Bypass Alarm response will be ignored.

Select the circuit you want to bypass by clicking on the grid of circuits then select the "Apply
Bypass" button. A result window will appear. List of Attributes will change.

The request will fail if;

e The circuit number is not programmed for bypass.
e You are removing the bypass on a 24hr circuit which is in alarm
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State/Attribute Description
Clear Normal condition
Tamper The Circuit is in a Tamper condition
In Soak The Circuit is in Soak.
Marginal The Circuit resistance is near the threshold.

Note: The colours of the circuits are configurable from the setup window.

If the circuit is an XiB detector, then you can double click the circuit to display more
information on the detector. A window will appear with the following information:

_lojx]

#IB Detectar Infarmation I

FIR-Fault: Off Antibd ask-Faulk: OFf
Microwawe-Fault: Off PIR-&larrn: OFf
PIR-Mazk: On Microwawe-dlarm: OFf
Microwawve-t azk: OFf YWaltage: 1.3.991%

Anti-k azk Calibration: Qff

PIR Fault: The PIR detector or PIR circuitry is faulty
Microwave Fault: The microwave source or microwave circuitry is faulty
PIR Mask: The detector has determined that the PIR detector is Masked

Microwave Mask: The detector has determined that the microwave source is Masked

Anti-Mask Calibration: The anti-mask calibration has failed
AntiMask-Fault: The anti-mask circuitry is faulty

PIR Alarm: The PIR has detected something

Microwave Alarm: The UW has detected something
Voltage: The voltage at the detector
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Check Mode Conc Check Mode

This option is only displayed if "Security Control" is supported in GSR and the current operator
is enabled for “View Check modes”.

In the example shown below, GSR has connected to a PX with one concentrator configured.
The text descriptors displayed are the ones stored in the configuration of the panel.

Item | Status | Yalkage | Current | A PSL |
Cone 1 [Canc 1] Clear 14.0268% 0.0324

The check Concentrator display.
Each line in the list displays the following information:

The Concentrator number and its name.
The Concentrator status (Clear or Tamper).
The Concentrator voltage.

The Concentrator current.

The Concentrator aux PSU (if present).

There are no action buttons for the concentrators.

Check Mode Keypad Check Mode

This option is only displayed if "Security Control" is supported in GSR and the current operator
is enabled for “View Check modes”.

In the example shown below, GSR has connected to a PX with one keypad configured.

Item | Statuz | Y oltage |
K.eppad 1 Clear 14,002

The check keypad display.
Each line in the list displays the following information:
e The keypad number.
e The keypad status (Clear or Tamper).
e The keypad voltage.

There are no action buttons for the keypads.

Check Mode System Check Mode

This option is only displayed if "Security Control" is supported in GSR and the current operator
is enabled for “View Check modes”.

In the example shown below, GSR has connected to a PX panel. The panel has no battery
attached

YYioltage | Cuirrent | Batter Valtage | B attery Current | Battery Size | Batter Standby |
14.096Y 01394 B BN 00002 &k 0 Hours
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The System check display.
Each line in the list displays the following information:

The Panel voltage.
The Panel current.
The Battery Voltage.
The Battery Current.
The Battery Size
The Battery Standby.

There are no action buttons for the system check mode.
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The Administration Tab Page

Customer List  Sdministration |

----- % Received Events
Palling
Group Tasks
Comms Status
Remote Service

The Administration tab page.

The Administration tab page contains the items shown above. From this tree, you can manage
GSR operators and view/configure the running of the GSR program.

Administration Options Received Events

When GSR is in Call Monitor mode, all received events are placed in the "Received Events"
page.

m’ I Search Criteria | Display all Everits j
Fird Pt |
Customer 1D Date Tima  Descriphon
ITO277 13/0772007 08:44-38 Program Starbed
ITO277 13/0772007 (0916:43 Program Starbed
ITO27F7 13/07/2007 032555 Program Starbed
ITO277 13/07/2007 100502 Proaram Starbed

The received Events display.

The Index number is the event number and it is a unique reference number (being the same
number used to identify the event in the event log). If the event log is viewed or printed by
GSR or printed at the control panel then the event number will be the same. If text descriptors
are available GSR will display the descriptor as part of the event description. The descriptors
used will be the descriptors stored in the site configuration file.

The button shown on the left, places the page in dynamic or historic mode. In dynamic mode
(the default) events are added into the bottom of the list automatically. This will display the
most recent 500 events. In historic mode, all the data is displayed and previous month’s data
can also be shown (by changing the month from the month list).

Note: If the page is in historic mode, an explanation mark will appear in the refresh button if
any updates are made to the data while the operator is viewing the page. The user can view
the new data by pressing the refresh button (the blue arrowed button).
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Received Events Video

If the "Video" feature is enabled, and video is setup on the panel, then some events can have
video files attached to them. If this is the case then a small Video Camera icon will appear in
the event list. If this icon is green, then the video is available for viewing. If the icon is red it will
be available soon. The received events window also displays the start and stop times of the
video file.

Index Date Time Cugtomer [0 Deszcription ideo Start Stop Camera
| 45T 1456 07/11/2008  11:30:32 0oos 00:12:74 Alarm Cet 1[Cet 1] 11:30 4
1498 07/11/2008 11:37:44 0005 00:20:26 Alarm Cot 1[Cat 1) 11:28 11:36 4

The Received Events Window.

If the event has a green video icon in it, then double clicking the line will display the following
window:

_loix

—Ewent Details

This event has a video file associated with it.
Do you want to play the video file or view the
customer information page?

Live Video | D ViewViden Cuztomner Info |

Cancel

If the "Live Video" button is pressed, then the program will change to the customer video
page and display live video of that camera mentioned in the event. If the "View Video" button
is pressed then the stored video for that event is displayed. The video files are in AVI format
and are played, by default, by the "Fileplayer.exe" program.
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2009_( =1l zl|
FileiF) Wiewi¥) Control{C) Option{P) HelofHY
—| C:\Program files\guardall\DatalvWIDEOY000S _3_1¢

=009 Tue O:HP9:20

L Camera 03

4T I, .|
LTI R R T R T T g
speed normal 634817 00:00:02400:00:32

Note: A limit on the number of weeks a video file is kept for is configurable in the database
section of the setup window (see the setup window description in this manual for more
details).
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Administration Options Polling

This feature is only available if "Polling" is supported in GSR.

The polling mechanism is used to check the communications status of panels on a frequent
basis, without affecting alarm monitoring or management connections. The decision to poll a
site is based on two factors:

1. Whether Poll this site is selected on page 2 of the Customer Details for the site
2. Whether polling is enabled in the polling page of the setup window. Polling can be enabled
and disabled for each comms type (Modem, IP and Direct).

| Search Critena IDispIa_l,l all Events j
Customer D [rate Time  Description
ITOZFY 13072007 08:44:38  Program Started
ITO2F7 13/07/2007  03:16:43  Program Started
ITOZFY 13072007 0%:25:85 Program Started
ITO2F7 13/07/2007  10:05:02 Proaram Started

All polling messages are logged to a database table. A new table is created automatically
each month and is named using the current year and month.

Each message in the polling table contains the following fields;

e The customer id.
e The date and time.
e The description of the Polling action.

The Polling table displayed to the operator contains all the polling messages during that
current month, unless a different search has been done in the drop down list.

From the drop down list you can select the following:

e Display all Polling messages (from the selected month)
e Find all messages containing words in description (from the selected month)
¢ Find all messages related to a site number (from the selected month).

The button shown on the left, places the page in dynamic or historic mode. In dynamic mode
(the default) polls are added into the bottom of the list automatically. This will display the most
recent 500 polls. In historic mode, all the data is displayed and previous month’s data can also
be shown (by changing the month from the month list). The following messages may appear
in the list:
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PoIIing Message

Description

Program Started

Notes the time GSR was started at

Network Online

Notes the time that Polling check box for a
particular comms type was selected in the Setup
Dialog. Polling is now being run on this comms
type.

Network Offline

Notes the time that Polling check box for a
particular comms type was deselected in the Setup
Dialog. Is no longer being run on this comms type.

Polling Period has Started

A new poll cycle has started

Polling Period has finished

All panels have been or have attempted to be
polled.

Panel was successfully polled on
Primary Comms

A panel was successfully polled. This message may
be suppressed by deselecting the Log Successful
Polls button in the setup dialog.

Panel Failed Poll on Primary Route

This site failed the poll : the panel could not be
contacted. Either the panel is not functioning or the
communication between the GSR and the panel is
down.

Last Polling Period has not yet finished.

Indicates that the time for the next poll has arrived,
but the previous poll has not yet finished.

Resetting Unfinished Poll Routes

If the previous poll has been unable to finish more
than three times in a row then all outstanding polls
will be cleared. This will eliminate any obscure
communications faults that are preventing poll
routes from clearing.

Association failure on Primary

If GSR is already connected to this panel via a
management session and remains connected for
more than two polling periods, this message will be
displayed.

Site not Initialised

The panel in question is a Vigil or Windsor 700
panel and has not been commissioned yet.

Note: GSR will continue to poll a customer site even if a "Panel Failed Poll on Primary Route"
message was logged on the last attempt. If the site still cannot be polled, the program will not
repeat the Poll fail message in the Polling log. This is to stop the log being filled up with Poll
fail messages. If the panel is eventually polled, a successful Poll message will be logged and
the operation will continue as before.
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Administration Options Group Tasks

This feature is only available if "Remote Service" is supported in GSR.

Select Task Name | TEST HOURLY =] FunMow | Clear Windaw | Stop

Frogress Meszages:

EustnmerIDl D ate | Time | Dezcription

The Group Tasks Page allows the user to perform certain routine remote tasks on one or
more panels without the operator having to dial in to each site by hand. Each group tasks can
be configured to run at a set time, at a given interval and starting on a certain date. At present
the remote tasks that can be performed in this way are limited to Log Uploads, Clock
Updates and Remote Services.

If GSR is configured so that several licensed copies are sharing a common database, only
one copy should be delegated the job of running group tasks. In the other machines the option
Run Group Tasks From This Machine should not be selected in the setup dialog. Any
machines that do not have this option will show the message This client is not configured
for Group Tasks in the Progress Messages window.

Each Group Task is configured in the Group Tasks page of the Setup dialog and displayed in
the Select Task Name drop down list. The status of any group tasks that have been
performed is listed in the Progress Messages display.

In addition to the Progress Messages display, the Start and Finish of a Group Task are logged
in the Audit trail. Any panels that fail to connect are also logged in the audit trail. If the group
task is performing Remote Services then their success and failure will also be logged in the
Remote Service admin page

To run a group task immediately:
1. Select the required group task in the Select Task Name drop down list.
2. Press the Run Now button

The Clear Window button will empty the contents of the Progress Messages window. The
Stop button will halt any group tasks that are in progress. This button will work on both Run
Now and Time Triggered group tasks.
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Administration Options Comms Status

The status of all the routes can be seen in the Comms Status page.

DIRECT 0= WiMODEM Ol IP O&

The Comms Status Page.

If the polling feature is available, then the number of comms routes available goes up to 50,
rather than the standard 4.

1 Oz 20z 30z 40z s0Oz & 0Oz 7 0Oz €Oz s Oz wO:
i N = I = S c = A 5 0 = S 8 = -9 =) M 0 0 = NI - I A - e - I
g I O3 = . Y ) " 8 .- ] . 35 I ) S D . S0 .. A
30z :0: wO: 30z 30O w0z 370z 3@ 0a 390a 400

4 O 2 0O: «a0: «a0: S0z «460: <20z 0= 403 5 O:

The Comms Status Page with 50 routes (Polling Supported).
GSR comms routes use the following colours to highlight a connection:

For a standard outgoing connection from GSR to a site, the route box is highlighted in yellow.

1 Oal 2 Os| 3 Oa| 4 Oa| &5 Oa| & Oa
For an incoming call from a panel, the route is highlighted in red.

1 M| oz 0= 3 Oa) 4 Oaf 5 Oa| & Oz
If GSR is polling the panel the connection is shown in green.

1 M| 2 0Oa| 3 Oe 4 Oz 5 Oa 5 Oa
If GSR is in call monitor mode the connection is shown in blue.

i LlE | 2 OF | 29 0OF | 408 | 80 | & O
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Administration Options Remote Service

This feature is only available if "Remote Service" is supported in GSR.

| Search Criteria IDispIay all Remate Services (from this month). j
Find | Print |

Customer D [ ate Time  Description
a004 02/07/2007 153912 Pass
a004 02/07/2007 153918 Pass
a004 02/07/2007 153921 Pass

This page lists all the remote services done in the currently selected month.
From the drop down list you can select the following:

Display all Remote Services (from the selected month)

Find all messages Remote Services on a customer (from the selected month)
Display all Remote Services from a specific date (from the selected month).
Find all Remote Service Failures (from the selected month).

Press the "Find" button to perform the search selected in the list. A text box will appear next to
the "Find" button if parameters are needed.

Each record in the list is a remote service performed on the indicated site at the given
date/time. The Pass/Fail value states if the Remote Service found any problems. If no
problems were found then a "Pass" is indicated otherwise a "Fail" is noted.

Note: The Pass/Fail value is calculated when the Remote Service is done. It will use the
Remote Service tolerance values stored at the time the service was done. To view the
"Remote Service" tolerance values, go to the GSR Setup page and select the "Remote
Service" page.

Note: To see why a particular Remote Service failed, go to the "Service Data" page for that
customer (on the customer tree) and select the service with that date/time.

The button shown on the left, places the page in dynamic or historic mode. In dynamic mode
(the default) services are added into the bottom of the list automatically. This will display the
most recent 500 services. In historic mode, all the data is displayed and previous month’s data
can also be shown (by changing the month from the month list).

Press the "Print" button to print out the data.
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Administration Options Common Panel Users

This feature is only available if "Common Panel User Database" is supported in GSR.
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The Common Panel Users page.

GSR will contain a common panel user database of 1,000 users. This will be the reference
access user configuration. It will contain the user name, type, card code.

When the user clicks on one of the user records, the "Panel User Details" section will display
information for that user. The User data (Name, Type and Card Code) can be edited and
saved here.

“Type 1” maps to schedule 1. “Type 2” does not map to a schedule. Once the Apply button
has been pressed the Status will change from “NC” to “C”.

Only users that have changed status will be sent. Although User 1 can be selected, it can not
be edited.

The user database can be sent to a single customer by entering the Site ID and then clicking
the “Connect” button. This is useful if a single panel needs to be updated quickly.

Alternatively a group task can be used to update the users. To create a group task, select
“CPU Transfer” from the Task Function pull-down menu. All panels that are selected will be
sent this information.

Task Functiom

I CPU Tranzfer j Froperties |

The Group Tasks “Task Function”.
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This group task can be set up to be run at a particular time and can also be run immediately
using the "Run Now" button. The Group can be set to update all the panels sequentially or
several groups could be used to update different panels.

Task Name [CPUD TRANSFER = RunNow | Clear Window siop |
Progress Messages
Cusztomer 1D | [ ate | Time | Description
11/04/2008  09:40:08 CPUD TRAMSFER: Group Request Started
0ooz 11/04/2008 05:40:09 Started Remate Connection
0ooz 11/04/2008 053:40:16 Dizconnect
ooav 11/04/2008 03:4017 Started Femote Connection
ooav 11/04/2008 05:40:24 Dizconnect
11/04/2008 034025 CPUD TRAWSFER: Group Request Completed
11/04/2008 034025 2 attempts of which 2 were successful

The Group Tasks Window.

If an update to either one or many panels failed, a warning is displayed at the bottom of the
"Common Panel Users" page.

(Note: The card format used should be Guardall Format. PIN RW should also be enabled on
the panels.)
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Administration Options Operators

The available operator options will depend on the installed GSR components.

Opeietar Heme  [ianage:

Dperator Mamag:

Supendzn
o

|»

ACCESE

Operaice 04
Operator 05
Opeiston 06
Operator 07
Opeiatod OB

Operateor 19

Operater 10
Operaton 11
Operator 12
Opeigio 13
Operatcr 14
Operator 15
Operator 16
Operator 17
Opeiaton 16
Operator 19
Operatoi 20

—Genesal Dptiore
[ Edit Customes Detals
[¥ Wi duacit Tral
[ Weew Tanls
[w Dizabla Poling
[w Irestall Upgiades
[~ Customer Grd

S ecunity Optons
[ Wiesw Canfigue slion

¥ Wiesw/Upload Securiy Everes
[w Cal Mariter

—Acoaes Optiong
¥ Vimw ficomss Canbig
P DpenCloze Doar:
¥ View/Jplnad Acoess Events
[ View Persenal Uzer Dala

¥ Edt Op=ratar:

[ EditSaolup

[ Ecit Map Layouts
¥ Wigw Video Cameras
¥ Ecbl Wides Cameas

I~ Edi Corligueatian
¥ Pin cf Ihe Doy Sesd

¥ Ediéccess Config

F EdtLzer Cades/Fine
¥ “isw Ficlesl

[ Edil Paizana Uzai Data

Remote Managemen Doliors

gnmfnrg} [ Set [ Uraet
Qperator 23 ¥ fes ¥ Clock
Operaior 24 =l [ Soak # laclaie
[¢ Hypas ¢ Charg= FIM
Clear Dprerator I o o et | [ Eeupad Messages W Addiess Infa
[ Output Conbiol ¥ Coerimz Test
Claar &1 I ceral | ¥ Seed Download ¥ ReadMutia Configuraton
[w Wi Check Modes I Wiilual Kepped
The Operators page.

All remote options are configurable for the panel. The remote options offered to an operator
will therefore depend on both the programmed Operator Authority and the programmed
control panel remote options

Up to 99 operators are displayed. The authority of each operator (apart from the supervisor) is
configurable. The Authority defaults are detailed in the Installation Manual. The Supervisor
has authority for all options.

You can change any Operator Name (apart from the supervisor) in the Authority window. A
Name can be any length from 1-32 characters and any keyboard character can be used.

You can also change your password using the "Change Password" button. You must enter
your new password twice. A password can be any length from 4-32 characters. Any keyboard
character can be used in a password. The password default for each operator is the same as
the Operator Name. A * is displayed for every character of the entered passwords.
Passwords are not case sensitive.

As a security measure you should change your operator name and password from the
default setting. You should also change the supervisor password. The "Apply" button
must be selected after changing operator details

The "Clear All" button will set all the authority checkboxes to off. The "Set All" button will set
all the authority checkboxes to on. The "Clear Operator" button will reset the operator name
back to the default, set all the operator authorities to off and clear the operator's password.
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Administration Options Audit Trail

When GSR is running all actions are logged in an audit trail. A new audit trail file will be
opened automatically each month and will be named using the current year and month.

Each event in the audit trail file contains the following fields;

e The date and time.
e The operator number and site number.
e The event description.

The audit trail displayed to the operator contains all the actions during that current month,
unless a different search has been done in the drop down list.

From the drop down list you can select the following actions:

Display all actions (from this month)

Display all actions from today

Display all actions from yesterday

Find all actions containing words in description (this month)
Find all actions on customer number (this month).

Display all actions from specific date this month.

@ | Search Criteria IDispIa_l,l all actionz [from this month). j
Find | Frirk |
Date Time  Operator Mo, Operator Name Cuztamer ID0 - Description
17072007 10:06:42 1] Program Started ITO277
17072007 10:06:42 1] Call Monitor Opened
17/07/2007  10:06:43 1] Program T erminated I TO277
Part of the Audit page.

A text box will appear next to the "Find" button if parameters are needed.

If the "Allow Updates" checkbox is checked, new audits generated by the program will be
added while the operator is viewing the page.

Case-insensitive searches are done.

The table contents may be printed out to a printer by pressing the "Print" button. Please see
the "Printing" section in this User manual for more information.

The button shown on the left, places the page in dynamic or historic mode. In dynamic mode
(the default) audit events are added into the bottom of the list automatically. This will display
the most recent 500 audits. In historic mode, all the data is displayed and previous month’s
data can also be shown (by changing the month from the month list).
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Administration Options Trace

If this feature has been switched off in the GSR Installation program then this page will be
blank.

Trace Option
131456600 FAST Mode Pressed
¥/ Trace ON 19:714:55.640  RtcList_add RTCLIST_GRPTSK_START 019/12/2005 22:00:00
191455640  IRtcListMode: RTCLIST_GRPTSK_START 0 19412742005 22:00:00
Iv| Trace Al 131455718 InitPollLists Success
191455780 BroadcastTodlClentdddreszes: Sending 10 to 10.64.8.75
¥ Comms 191455750  BroadcastTadlClientsddresses: Sending 10 to 10.64.8.72

191455700  SendGSRAMeszage_PallingStatusChange: Sending P ¢ 0to All Clients
o e 131455780  BroadcastT edlCientiddresses: Sending 10 to 10.64.8.75

131455750  BroadcastTodlClientdddresses: Sending 10 to 10.64.8.72
121455796 ProceszsServerdctionClientM otify: Received c 0

IV Database PallFailList_t:ClearetwaorkPollFails - Mebwork 12 MumSites 0

PollF ailli it ebwork PollF ails - Mum Bemaved 0 Mum Bemaining 0
v Files
[ Editar

W Alarm Forwarding

¥ Palling

¥ Irnter GSR

Free Data Areas: 520

The trace options on the tools page.

This option will only be available if the current operator has trace authority switched on (in the
operator page). To give more information about what GSR is doing, you can turn on tracing in
the Trace Options window. If tracing is on, then trace information is written to the trace
window, and the information is written to a file called "trace.txt" location in the GSR program
directory. If you have all the trace options on or leave tracing on for a long time, then
this file can grow very large. The trace window contains only a sub set of the trace
information, which is stored in the trace file.
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Trace Options Starting GSR in Trace Mode

You can start GSR with tracing on from the start by using the -t command line option in the
program's shortcut (see window below).

GSR ¥3.10 Properties H |

General  Shortout |NetWare ‘-.fersin:nnl

9 GSR V210

T arget type: Applicatiaon

T arget location: ger. 310

T arget: "C:\program files\quardalhbinhgmanager. exe’’ -

[¥ BEunin zeparate memory space [ Fiun as different uzer

Start in: I"E:'xpru:ugram filezhguardallbin*'

Shortcut key: INDne

Rur: I Mormal window j

Comment: I

Find Target.. | Ehangeln::n:nn...l

k. I Cancel | Apply |

The program shortcut with tracing (-t) switched on by default.

-91 -




GSR Version 4.33 User Manual — Issue A

The Menu Bar

There are 3 main GSR menu options.

File Tools Help

In the following sections each of these options is explained in detail. If the current operator
does not have access to an option it will be greyed out.

The Menu Bar File Menu

Print From here you can print the current customer details, print the
current customer config or print the entire customer database.

Connect Selecting the "Connect" option from the File Menu allows you to

connect to an attached PX panel. The program will use the serial
port defined in the "Setup" page. Please refer to the section
entitled "Connecting to the PX Panel" for further details.

This action is noted in the Audit trail.

Disconnect Selecting the "Disconnect” option from the File menu will close a
connection to an attached PX panel. This action is noted in the
Audit trail.

Start Call Monitor Starting the Call Monitor will allow the PC to answer incoming

alarm calls and log alarms [If "Security Control" is enabled].

Stop Call Monitor This will stop the PC from answering incoming calls [If "Security
Control" is enabled].

Log Operator Out If you select "Log Operator Out” then the current operator is
logged out, the introduction screen is displayed and the login
window appears for a new operator to log on. This action is noted
in the Audit trail.

Note : When you are logged off, no menu options are available.

Exit This will quit the program. You should only select Exit if you want
to stop running GSR. If you want to log out and leave the
program running then select the "Log Operator out™ option
instead. You must leave the program running if you want to
monitor the system.

Note: It is advisable to disconnect from the panel before exiting
but no damage is done.

Note: A configuration save is always done before exiting the
program.
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File Menu Print

Configurakion
Cuskomer Dakabase
Current Cuskorer

When the "Print"” button is pressed, a printer dialog box will appear, prompting the user for
additional information.

e “Configuration” prints the entire system configuration of the current panel.
e “Customer Database” prints the customer detail information on all customers.
e  “Current Customer” prints the customer detail information on the current customer.

From here you can chose which printer to print to, how many copies to print, whether to print
to file and the printer properties.

Print | 7| |

— Printer

M ame: MWEWBRIDGEYRDE000D. Guardall Froperties. .. |

Status: Fieady
Type: HF Lazerlet 5000 Senez PCL 6
where:  MWHEWEBRIDGESRDS000D G uardall

Cornmmerit: [ Prirt to file
— Print range — Copiez
Lo | Murber of copies: 1 =
€ Fages  from; fo
I e
€ Selection z 3

ak. I Cancel

The Print dialog box.

To print the requested information, press the "OK™" button.

— Printer
M arne: Generic/Text Only Printer j
Shatus: E;r: EwWEBRIDGENRDE000D. Guardall
Tvpe: GenencTest Only Printer
wihere:  FILE:
Comment:

Choosing the printer.

If you wish to send the output to a readable text file on the PC, select the printer as a
"Generic/Text Only Printer". If this is not listed in your printer list, then it can easily be added
using the "Add Printer" icon on the "Printers" section of the Start Menu on Microsoft Windows.
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The Menu Bar

Tools Menu

Configuration File Merge

Backup Database

Restore Database

Import Data

Export Data

View Setup ...

This option will merge data from a configuration into the
current configuration.

From here you can backup the GSR database files.
From here you can restore a GSR database backup.
This option will import customers into the Customer
database..

This option allows the operator to export data to other
applications.

This will display the setup window.

Tools Menu

Configuration File Merge

The "Configuration File Merge" feature (found on the "Tools" item of the toolbar) is used to
merge User Pin Codes and User Descriptions from a PX80 or PX500 V1.2x configuration file
into the configuration of the current customer.

Configuration File Merge [ [O] x| |
Configuration File: I _I
FiB0/F=000 panels anly: This will merge User Pin Codes and User
Drezcriptions from a P20 ar F<b00 YW1, 28 configuration file into the
configuration of the current customer.

Merge | Cancel

When selected, a window will appear asking the operator to select a configuration file (a file
open dialog window will appear if the ".." button is pressed). When a file has been selected,
press the "Merge" button to import the user pins and user descriptions from that configuration
into the current customer's configuration.

Note: PX500 V1.2 files end in the extension "p18". PX80 V1.2 files end in the extension "p17".
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Tools Menu Backup Database
GuardStation Remote _ | O] x|
Type of Backup
[:mrs't Cuztomear data only. 3
Folder Location:
il::‘~J:re:'n|:-'-.-‘-'-.&.1 _1
Ok, Cancal

The Backup Window.

From the backup window you can chose which type of backup you want to do and where the
file is to be saved.

The following table shows the differences between the backup types.

Current Customer only All GSR Data
Customer Database Record Full Customer Database
Customer Historic Log file All Historic logs
Customer Access Log file All Access logs
Customer Config file All Configuration files

- All GSR Audit logs

- All Operator Data

- The Received Events file.

The operator is also able to select a directory where the backup file(s) are to be stored
(typically this would be a floppy disk or network drive). For convenience, both types of backup
store the data to a single compressed file. When the operator wants to restore data from a
previous backup, they will choose the restore file to use. To aid the operator, the program
displays the folder location of the last backup done.

From the "Type of Backup" list, you can select:

e Current Customer Data Only.
e Al GSR Data
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Tools Menu Restore Database

Guardstation Remobe

Thiz festure i used to restare information from & previows backup.

File Location

ChlemphAa1\3933 50 cab _i

Ok Cancel

The Restore Window.

From the restore window you can chose the location of the restore file to use. Press the "..."
button to pick a backup file to use. There are two types of backup files:

e Single Customer Backup (*_SC.cab)
e GSR Data Directory (*_DD.cab)

A single customer backup file is generated from a "Current Customer" backup and is used to
restore information on a single customer.

A data directory backup file is generated from an "All GSR Data" backup and is used to
restore a full GSR data backup.
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Tools Menu Import Data

GuardStation Remote

Thez feature iz uzed to import Customer detals stored in a tesd He.

Fils Lacafion:
[Chickhnn TEMP J5

K Cancel

The Import Window.

The "Import Data" feature (found on the "Tools" item of the toolbar) is used to import customer
details stored in a text file. Typically, this text file will have the extension ".CSV" (stored in a
comma delimited text file). This data could be generated from an external database system, or
from the "Export Data" feature of GSR.

Tools Menu Export Data

Guardstation Remote H[=] E3

Pleasze choose which type of data to expart.

ICush:mm Data ﬂ

Folder Location:
|C-hiohrts TEMP i

‘Waatning The BDE iz not setup to export the vear as 4 digts [(BOE Admin Tool).

(. Cancel

The Export Window.

The "Export Data" feature is used to export data from the GSR system. It can export four
types of data:

Customer Data

Audit Data

Received Events Data

The Current Customer's Security Logs
The Current Customer's Access Logs

The data will be exported to comma delimited text file(s) with the extension ".CSV".

If a warning appears at the bottom of the screen (as shown above) then the Borland Database
Engine is not setup to display years as 4 digits. This can be fixed by starting the "BDE
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Administrator" program (From the "Start", "Programs" button). Select the "Configuration" tab
page and set "System", "Formats", "Date", "FOURDIGITYEAR" to be TRUE.
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Tools Menu View Setup ...

When the "View Setup ..." button on the toolbar is pressed, a window will appear enabling you
to view and modify a variety of setup parameters.

M ame of Computer IITEIE??
Language on starbup: I[.en] Englizh Ll
Fin O The Day Seed |1

[~ Enable Automatic Configuration Transfers
[ Auto Reconnect [Evep 30 Seconds)

¥ Use Single lter Custamer Tree

Language Option

[¥ Show Pop-up Success Messages v Teathoi: Find Test

[~ Prompt For Passwaord On Exit

[ Use Secondary Comms %hen Primary Fails

The Setup window.

These settings are stored when the "OK" button is pressed.
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Setup Options General

The “Name of Computer” setting allows an identifying name to be used in polling, audit trails
and other reports. This is especially used if multiple GSRs are using the same database.

The "language on Startup" parameter tells us which language is used when GSR is started.
The current language can be changed at any time to French, Italian, Dutch or English.

The "Pin of the Day Seed" value is a number between 1 and 32,000. This value can be sent
to a panel using the "Download Seed" button from the remote window.

The "Allow automatic configuration transfers" option ensures that any changes made to
the configuration, at a panel keypad, are sent across to GSR. This means that when access
users are added to the system, GSR is able to receive that data and display it to the operator.
If changes are made to the local configuration, then they will be sent to the panel when the
operator changes the configuration section they are in (or in the case of Users if they change
the user number) e.g. if the operator modifies User 10 then selects User 11, the configuration
changes made for User 10 will be sent to the panel.

If the "Allow automatic configuration transfers" option is not switched on, then the operator
can send any configuration changes by pressing either the "Send" button on a configuration
page or the "Send Changes" button on the remote configuration page.

If the "Auto Reconnect Every 30 Seconds" box is checked, GSR will try to connect to the
current panel every 30 seconds. This is useful when a panel is setup for alarm reporting to a
central station and so may disconnect from a session unexpectedly. GSR will then afterwards
be able to reconnect to continue as before.

If the "Use Single Iltem Customer Tree" box is selected, then only the current customer is
displayed in the customer tree. To select another customer, the operator should go to the
customer list and select a customer from there. This option is recommended when there are
many customers in the system (e.g. over 100) to keep the display looking orderly.

If the "Show Pop-up Success Messages" box is selected then all action requests (e.g. log
uploads) will display a success message when they complete successfully. If this option is un-
ticked, then it will only display a message when the action has failed.

If the "Prompt For Password On Exit" box is selected, then the operator must type in their
password to quit the program.

If the "Use Secondary Comms When Primary Fails" box is selected, then the program will
try to use the secondary route (if one is available) for the current customer when the primary
route has failed. The secondary route is listed in the Customer Details page for each
customer.
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The "Language Options" section allows the operator to change the text displayed in the
program. If the "Text Mode" option is selected, then when the operator clicks on a piece of
text, a button or tick box, while the shift key is being pressed then a window will appear

allowing the text to be changed. If the operator wants to change some text that is in a grid or
pop-up message then they can select the "Find Text" button. This will display the "Translate
Text" window. The operator can type in text they are looking for, and the program will try and
locate it in the string list. If the text is found, the operator can type in a new string to replace

the existing one.

Translate Text )

Search For Text:

=10l x|

Find |

B

By |Va|ue

From panel

Detault

GSR

GSR Direct

GSR

GSR

GSR

off

G5R Corporate
o Change &Password
]

— = O~ M O] & L] ] =

Carrupt Configuration File

J=I

Close

The Translate Text window

Note: Pin of the Day is only available if "Security Control" is supported in GSR.

Note: Values between 1-999 are known as fixed PINs. This means that the code generated

from them will not change from day to day.
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Setup Options Comms

Note: If using "GSR Direct"”, only Direct panel connections are allowed.

Each PC COM port and the Ethernet port may be configured individually. There are four
routes that can be configured. The comms set-up options are shown in the screenshot. An
additional tick box option is included for each route to indicate if it should be used for call
monitoring. When Call monitoring is started, each route that has been setup for monitoring will
begin to monitor (the colour of the route in the status bar will change).

[ Mote: Routes 17 to 50 are IP Routes |Foutes 1 to 4 [
Device Type COM Part Baud Rate
Roue1:  [DIRECTH |SeralModule Direct] =] |COM1 x| |2400 x| ¥ Call Moritor
Route2 | ot = = El I calitaritor
Route3 | ot =1 = Bl Tl calibonitor
Routed | for = = =l I CallMariter

Authentication Code ID IP' Part Mumber IEDDEI

[~ Prioritize Event Uploading

The Comms Setup page.

The "COM Port" parameter tells the program which COM Port the panel is connected to. In
the above example, the program is using a direct connection through a (crossed) RS-232
cable with a baud rate of 9600.

The first eight COM ports are displayed in the drop down list. If you select a new port number
you do not need to re-start the program before the selection takes effect.

Note: Normally, the Number of routes available is 4 plus an IP route, however if the
Polling feature is supported the number of routes increases to 16 plus a further 34 IP
routes (making 50 in total).

If you are using a USB to Serial connection, you can find out the COM port you should use by
selecting the Ports list from the Device Manager (in the System properties of the Control Panel
- from the "Start" button on the Windows desktop). You should see an entry "USB to Serial
Com Port" listed (as shown below). The port number given in brackets is the value you should
use in GSR. [Note: Please ensure that the driver supplied with the converter has been
installed properly.]

Manitars
- BlE Network adapters
=5 r;y" Ports (COM & LPT)

e r;’i Pralific USB-to-Serial Comm Part (COM7)
[+ video and game controllers

EEI-- System devices

-8 Universal Serial Bus contraollers
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The PC device manager list.

The "Device Type" parameter tells the program the type of communication being used to
connect to a panel. The options are:

Direct A crossed cable is being used to connect a serial port of the PC to a
serial connector on the panel (typically this would be a serial module).
The allowed baud rates for a direct connection are 1200, 9600 and
38400.

Windsor Modem | When the Windsor modem is selected as the device the baud rate
should be set to 2400. If the Windsor modem is connecting to a panel
with a communicator operating at a different baud rate the modem will
switch baud rates automatically. When a Windsor modem is selected as
the PC communicator the default AT commands include the country
code for the UK (AT&CN44). If operating outside the UK this command
must be changed to the correct country code.

The Windsor modem can be used to connect to a large number of
panel and communicator types. Refer to appendix A for details.

IP You can connect to a PX panel through an IP module. If a hub is to be
used then connect a normal 10 Base T - Cat 5 cable between the IP
module and the Hub, and another cable between the PC Network card
and the Hub.

The IP connection can be used as a replacement for a direct connection
(no serial module would then be needed). To achieve this, use a
crossed Cat 5 cable. One end of the cable will be plugged into the PC
Network card and the other side into the IP Module.

For more information on setting up an IP link, please see the "IP
Connections" section at the end of this manual.

Modem Use this option to connect to a panel which has a GSM DualComms
Dialler attached to it.

Guardall Recommend using a Nokia GSM phone. The modem must be
configured to do a data call at a baud rate of 9600, which is done by
setting up the modem control strings.

Please refer to the modem manual if you are unsure how to do this.

Note: If using "GSR Direct", only Direct panel connections are allowed.

The "baud rate" for each route is displayed. If you select a baud rate which is not allowed
GSR will display a warning when you attempt to close the PC Comms Options window.
Please note when connecting to a PX panel using a direct connection the baud rate
should be set to 9600 baud. [GSR will display a warning if you try to connect using any
other baud rate].

GSR and the control panel can be programmed with an "Authentication Code". This code is
used in all communications with the control panels. If you do not need communications to be
authenticated then you should program a value of 0 at GSR and the control panel.

If a non-zero value is programmed then GSR will only communicate with a panel which has
the same code programmed or have authentication disabled (code 0).

The programmed authentication code is not the actual code used when logging onto the panel
but is a seed code for a pseudo-random PIN code generator. When authentication is enabled
GSR will use a different 6-digit PIN code every time you log onto the panel.

The "IP Port Number" box allows the operator to type in a new "Well Known Port Number" for
IP panel communications. If this value is changed, you should ensure the panel has its port
value changed to the same value. The default Port used is 6000.
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The "Prioritise Event Uploading" tickbox allows the operator to speed up the response time
when events are triggered at the panel and being displayed at GSR (not recommended for
systems that may connect to Windsor 500/700 panels). This can be of benefit when Video
Event Triggered actions are setup.

Setup Options Modem

IWindmr todem j —todem Contral String Dial Type

I nitializatior IAT ECM44 IT.:.ne Dial 'I

Connection Speed I.-’-'l.T L1

Dial 7D
v Dizconnect with DTR
Half-duplex dial |.-’-\.TD
ATh
Angwer I S ave |
Hang-up Ezcape |+++

Defaults |
Hang-up IAT HO

The Modem Setup page.

In the "Modem" page of the setup window, you can select which type of modem setup is
displayed using the drop down selection list on the left side of the window.

Press the "Save" Button to store the Modem Control Strings to the configuration file. Press the
"Defaults” button to put the Modem Control Strings back to their default values.

The modem control strings are determined by the modem manufacturer. In general, all Hayes
modem commands start with the characters “AT” and all command strings should be in
uppercase. The strings used by GSR are listed in the table. Modem control strings are limited
to 30 characters in length. If the modem being used has error correction or data
compression or both, then these features should be turned off. This should be entered
as part of the initialisation string. Auto answer must also be turned off and carrier detect
should track the presence of carrier.

GSR will use “ATT” to select tone dialling and “ATP” to select pulse dialling, depending on the
selection made for Dial Type. In the unlikely event of another command being used by a
modem to control the dialling type, it is normally possible to specify this in the dial string. Not
all modem manufacturers use the same Hayes AT command value for setting baud rates. You
must check your modem manual for the ATB value required for the baud rate that you have
programmed in the GSR comms options.
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Windsor Modem

Control String Default Description

Initialisation ATZ144 This will set the modem profile (ATZ1) for use with
GSR in the UK (code 44). The country code and
should be changed to the appropriate country code if
operating outside the UK, for example, ATZ139 for
operation in Italy.

Connection Speed | ATLA Speaker high volume

Dial ATD Dial the customer’s phone number. GSR will add the
phone number after the last character in this string.

Half duplex dial ATD

Answer ATA Answer the phone immediately.

If you select defaults the modem control strings will be set to the default values which are
shown in the table.

Using a Nokia Phone for GSM connections.

A Special Cable is used to connect a mobile phone to a serial port on the computer. The RS-
232 Adapter cable "DLR-3P" is used to connect a Nokia 6210. This will change depending on
the type of Nokia phone being used. Use a program (such as Hyperterminal) to setup the
Nokia phone correctly.

Control String Description
AT+IPR=9600 Set the Command speed to 9600 baud.
ATX Ensure no intermediate results are given.
AT&W Store the current profile.

The following values should be used in the GSR modem strings for the Nokia phone:

Nokia GSM Phone (6210)

Control String Default Description
Initialisation ATEOVO This will set the modem profile (ATZ1)
Connection Speed | AT+CBST=7,0,1 Sets the Data Rate to 9600 Baud.
Dial ATD Dial the customer’s phone number. GSR will add
the phone number after the last character in this
string.

Ensure the "Disconnect with DTR" option is selected.

If the "Disconnect with DTR" option is selected the DTR line will be used by the host, instead
of the programmed hang up sequence, to instruct the modem to hang up.

With the "Dial Type" option, you can specify pulse or tone (DTMF) dialling. The dialling type is
only required if you are using a Hayes Modem.

Note: You can use the "ATDR" command instead of "ATD" in the Dial string, if you are dialling
a panel which has the double call feature enabled, although it is recommended that instead of
changing the dial string, the option "Use Double Call [Windsor Modem]" on the Customer
Details Page is used instead.
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Setup Options Call Monitor

The "Beep on arrival" option, will cause the PC to emit a beep noise from the PC's speaker
when a call arrives from a panel. The computer will continue to beep until the alarm is
acknowledged.

If the "Start management session after alarm report" option is selected then a management
session will be started automatically when an alarm report is received.

If the "Start map on remote connection" option is selected then GSR will automatically
display the site plan when a connection is made to the site. This option applies to both remote
management sessions and alarm reports

If the "Display acknowledge box on arrival" option is selected the GSR will display an
acknowledge popup window when a call is received.

If the "Ignore unknown sites" option is selected, then if a site which is not listed in the
customer database tries to report an event to GSR, it will not be logged.

If the "Check for On-Line Events" option is selected, then if a panel has event reported to
GSR, the program will ask for any more events that occur while connected. [Normally, the
panel would wait until GSR has disconnected before sending new events]. This only happens
when the "Start Management Session after Alarm Report" option is in use.

If the "Start Call Monitor on Program Startup” option is selected, then GSR will immediately
go into call monitor mode when the program starts. You should check which routes are setup
for call monitoring in the "Comms" setup page.

If the "Start Call Monitor on Disconnect" option is selected, then GSR will go into Call
Monitoring mode when you disconnect from a panel.

If the "Display Events List" option is selected, then GSR will display an event list at the
bottom of the screen (events received by GSR, will be added to this list).

The "Clear Grid Status Info" button will reset the status of all the sites displayed in the Grid
View (if this feature is supported).

Note: Call Monitoring is only available if "Security Control" is supported in GSR.

Note: If the Call Monitor feature has been switched off in the GSR Installation program
then this page will not be displayed.
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Setup Options Colours

Item IEDIDur Iﬂ
T arnper Teat

Module Mo Reply/Cect Mot Mapped Test

Door Open
Door Clozed
Dioor Held Open
Door Forced
Door Unlock
Door Lockout Edit Itern
Circuit Open
Circuit &larm

Default |

Cireuit Noend T amner

The Colours setup page.

The colours listed above are used in the site plans (if the Map feature is available) and the
check mode pages (when connected to a panel). To edit the colour of an item either double
click the entry or press the "Edit Item" button. To return to the default colours, as listed above,
press the "Default" button.

The last entry in the table describes the colours displayed in the Map page. The background
colour (defaulted to Black) is the colour displayed behind the symbols (which the image is on).
The symbol colour refers to the colour of the symbols and symbol text.
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Setup Options Map/Site Plans

This page will only be displayed if "Interactive Maps" is supported in GSR.

kap Status Mode
£~ Fast Skatus [Circuit/Doors)

[~ Stream Map Data to file £ Full Status [Usze Inclusion List]

W et e il £ Full Status [lkems on Current Page]
% Full Status [all Items an all Pages]

[~ Use Shaortened Cet Descriptions in the Site Plans.

v Jurnp bo Circuits i dlarn T amper

Update kap Links

The "Use shortened Cct Descriptions in the Site Plan" option will put only the circuit
number next to a Circuit point on the map (this is useful when many circuits are close
together). The full description will appear when the mouse is placed over the circuit.

The "Stream Map Data to File" option will make GSR store all the circuit information it
receives into a text file. Normally this option should be kept off, it is only for external third party
software programs that may need this info.

The "Jump to Circuits in Alarm/Tamper" option will cause the map to jump to the page on
which a circuit has changed into the Alarm or Tamper condition. This requires that the
operator be connected to a site. A message window will also appear notifying the operator that
a circuit has Alarmed/Tampered.

If there are many circuits are on a map, it may be helpful to show the circuit status as only
being in one of three conditions: Normal, Alarm or Tamper. The "Show Circuit
Alarm/Tampers only" option will achieve this.

The "Update Map Links" Button: Pressing this button will cause the program to scan through
the customer database checking that each customer has a link button somewhere on the Map
View (either on the top map or somewhere in the map layer). This is useful if customers have
been imported from an external database and you wish to automatically place customer link
buttons on the Map View.

In the "Map Status Mode" group, you can configure how the Map status is updated. There
are four choices:

Fast Status (Circuits/Doors).

Full Status (Use Inclusion List)

Full Status (ltems on the Current Page)
Full Status (All ltems on all pages)
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The "Fast Status (Circuits/Doors)" option is used to speed up the refresh rate. In this mode,
the Status, Voltage and Current values are not updated. This option should be ticked if large
customer sites are used (more than 250 circuits) and only the circuit active/inactive
information is needed.

The "Full Status (Use Inclusion List)" option: In this mode, the Inclusion list is used to
decide which items are updated when doing a status. E.g. if a circuit is not ticked in the
customer Inclusion list, then its status will not be asked for.

The "Full Status (Items on the Current Page)" option: In this mode, only the items displayed
in the current map page are updated. E.qg. if a circuit is on a different map page then its status
will not be asked for.

The "Full Status (All ltems on all pages)" option is recommended when you have a small
system and wish to monitor all the items configured in the system. All circuit, Door, Keypad
and Concentrator data is continually asked for.

Setup Options Access Control

Note: This page will only be displayed if "Access Control" is supported in GSR.

B e I1 r—Additional Customer Info

v Dizplay &dditional Customer Infa

[T Auto Access Log Upload

Address 2
Address 3
Address 4
Contact 1
Contact 2
tMabile: Number ;I

IAddress 1

The "Perimeter door" list is used by the rollcall feature to indicate whether a user is in or out
of the building. It is important that entry/exit door(s) in the building should have entry/exit
readers and the "Log Access" and "Exit Reader" configuration options for the door(s) should
be switched ON. Enter the perimeter door numbers separated by commas into the box. For
example: 1,3,5.

The "Auto Access Log Upload" should be ticked if you want GSR to upload any new access
logs when the system is connected to a site.

The "Display Additional Customer info" box should be ticked if you want GSR to display
personal information fields in the user access page. The list contains all the fields which can
be displayed. To change the name of a field, select it in the list and type into the box
underneath. When finished hit the return key. Up to 20 fields can be displayed. If you do not
wish a field to be displayed you should un-tick it from the list.

N.B. To update the field names, type in the desired name and press “Enter”.
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Setup Options

Audio

Ewent

Circuit Alarm Received
Personal Attack Receved
Fire Alarm Received
Duress Received

Tamper Received

Fault Received

| o File
C:hjohnrhgzr A00NEPBeep. way

C:Mohnrtgzr 4000 PBeep way
<Empty

<Emplyz
<Mo Audio File:
<Mo Audio Filex

Browze. |

GSR can be configured to play an audio file on receiving an event during Call Monitoring.
Use the "Browse" button or type directly into the audio file path to select an audio file to play
(.wav format). The table below shows how the individual events are mapped to event types.

Alertable Event Type

Specific Events

Circuit Alarm Circuit Alarm, Verify Alarm, Entry Alarm, Auth Alarm
PA Alarm Personal Attack.
Fire Alarm Fire Alarm.

Duress Alarm

Duress Alarm.

Tamper Event

Circuit Tamper, Conc Tamper, Keypad Tamper,
OPM Tamper, SM Tamper, Panel Tamper,
Sounder Tamper.

Fault Event (Trouble)

Line Fault, Mains Fault, Battery Low,

Power Fail, Battery Monitor Fail, Keypad Lockout,
Conc Fuse, OPM Fuse, SM Fuse,

Panel Fuse, Door Fuse, Circuit Marginal,

Comm Fail, Anti-Mask, WatchDog Fail.

Setup Options Assist
Technical Support Telephone Mumbers
M ame Tel Humber 1 Tel Murber 2 Tel Humber 3
1313332900
Guardall #1 131333290
Guardall #2 1313332902

The Assist page is used to store up to 5 contact names and telephone numbers. This
information is displayed when the user presses the small "Support Info" button on the first

customer page.
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Setup Options Polling

Note: This page will only be displayed if "Polling” is supported in GSR.

The polling feature on GSR is used to check that customer panels are attached to a
communications system (IP Network/Telephone line or directly) and are able to be contacted.
A poll operation on a panel means the system will connect to the panel, exchange data and
then log off, all within a short amount of time. If a panel fails to answer a poll session, a polling
failure message is logged in the GSR system.

—Polling Option : : =] :
. Palling Period |2 = bing
[~ IP Falling
™ Madem Paling Dedicated Polling Foutes |1U I~
Direct Pall
] Bzl ¥ Log Successful Paolls
—Poll Failure
When a Pall Failure occurs, a recheck can be done before a Poll Failure mezzage
iz signalled.
Pall Fail Rechecking IHecheck at end of Period j

Fd &w B et Attempts I1 :ll

|rterval[zec] I2 :ll

The "Polling Options" group contains the 3 types of communications types that polling can
be done over: IP Polling, Modem or Direct. Any combination of the types can be used.

When a polling type is enabled (by ticking it) a message "<Type> Network Online" is displayed
in the Polling Page (on the administration tab). When a polling type is disabled (by un-ticking
it) a message "<Type> Network Offline" is displayed in the Polling Page (on the administration
tab).

The "Polling Period" value states how often (in minutes) a new polling period will begin. At
the start of a new polling period, GSR will go through the customer database and for each
customer that has polling switched on (on page 2 of the customer page) it will poll that site.

If a new polling period starts before the last one has finished, then a warning message ("Last
Polling Period has not yet finished.") is added to the polling page. You should ensure that the
Polling period time is set high enough so that all panels can be polled before the next period
starts.

GSR can poll more than one panel at a time, the maximum number of polls it can do at any
time is given by the number of "Dedicated Polling Routes". This value states how many
communication routes are assigned to polling.

The "Log Successful Polls" should be ticked if you want GSR to add a message into the
Polling page each time a panel is successfully polled. It is recommended that this option be
switched off if many panels are polled frequently.

The "Display acknowledge box on poll fail" should be ticked if you want GSR to display an
acknowledge box when a poll failure occurs.
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Setup Options Remote Service

Note: This page will only be displayed if "Remote Service" is supported in GSR.

Item IHange —Remote Service Options——————————————
System Yoltage 12,00 ko 14.50Valts

Syztern Current [2.5 PSU) taw 2,50 Amps ¥ Ignore State Changes

Spstem Current (1.5 PSLU] tdax 1.50 Amps Check Lags |2— il
Systern Current [1.0 PSL) bl & 1.00 &rmps

Eattery Valtage [Mominal 13.7%) 1200 to 14,50 Yolts [™ Include a Comms Test

Eattery Charge Current [2.5/1.5 PSU) tau 080 Amps I Update Clock \When Required

Battery Charge Current [1.0 PSU] tdaw 0.60 Amps

Circuit Resistance Tolerance tda 0,60 %

Peripheral Max Current taw 0.75 Amps

Peripheral Vaoltage 12,00 ko 14.50Valts

Comparison Y oltage Tolerance [+#] 200 olts i a
Comparizon Current Tolerance [+/-10.20 Amps LI —l | |

The "Remote Service" page displays all the limits and tolerance values used to calculate
when a panel has passed or failed a Remote Service. These Pass/Fail values are displayed in
the "Remote Service" page on the Administration tab of GSR. These values are used to
highlight Service data which is faulty in the "Service Data" page for each customer.

To edit an item in the list either double click the entry or select the item and press the "Edit"
button. A window similar to the following will appear:

Edit Configuration x|

1250 :Il i 140 :Il
(12.00 ta 1450 Volts)

Remote Service Values for System Voltage .

In the example above, any System Voltage value between 12.5 and 14.0 Volts will be
acceptable. If a value outside this range is reported by the panel, it will be highlighted as a
fault (and would fail a Remote Service). The default acceptable upper and lower system
Voltage values are 12.00 and 14.50 Volts respectively (displayed in brackets above).

To default all the values in the list, press the "Default" button.

If the "Ignore State Change" checkbox is ticked, then circuit open/close values are ignored
when the Remote Service is performed. This is useful if the Remote Service is being done
during the day when the building is occupied and circuits are being triggered.

The "Check Logs (Weeks)" value is used to determine how many weeks worth of log data to
analyse when a Remote Service is being done. This data is presented in the "Remote System
Check" section in the Customer "Service Data" page.

If the "Include a Comms Test" checkbox is ticked then during a Remote Service to a panel,
GSR will perform a Comms Test.
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Item

Description

System Voltage

The range of acceptable System Voltage Values.
(Typically between 12 and 14.50 Volts)

System Current (2.5 PSU)

The upper limit of an acceptable system current value (of a
panel with a 2.5Ah Battery).

System Current (1.5 PSU)

The upper limit of an acceptable system current value (of a
panel with a 1.5Ah Battery).

System Current (1.0 PSU)

The upper limit of an acceptable system current value (of a
panel with a 1.0Ah Battery).

Battery Voltage (Nominal 13.7V)

The range of acceptable Battery Voltage Values.
(Typically between 12 and 14.50 Volts)

Battery Charge Current (2.5/1.5 PSU)

The upper limit of an acceptable Battery charge current
value (of a panel with a 2.5Ah or 1.5Ah Battery)

Battery Charge Current (1.0 PSU)

The upper limit of an acceptable Battery charge current
value (of a panel with a 1.0Ah Battery)

Circuit Resistance Tolerance

This value indicates the maximum acceptable percentage
difference between the recorded and actual Circuit EOL
resistance value. Typically (4.2K) +/- 2%.

Peripheral Max Current

Indicates the maximum acceptable peripheral current (e.g. in
Concentrators and Doors).

Peripheral Voltage

Indicates the maximum acceptable peripheral voltage (e.g. in
Concentrators, Doors and Keypads).

Comparison Voltage Tolerance

Used when comparing Remote Services, this value indicates
the maximum acceptable difference between two Voltage
values. If the difference is greater than this, the values are
highlighted.

Comparison Current Tolerance

Used when comparing Remote Services, this value indicates
the maximum acceptable difference between two Current
values. If the difference is greater than this, the values are
highlighted.

Comparison Resistance Tolerance

Used when comparing Remote Services, this value indicates
the maximum acceptable difference (as a percentage)
between two Resistance values. If the difference is greater
than this, the values are highlighted.

Clock Accuracy

The maximum acceptable number of minutes the panel clock
can differ from the PC clock.
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Setup Options Group Tasks

Note: This page will only be displayed if "Remote Service" is supported in GSR.

Select Task Mame [se

Task Name  [CPUD GROUP
GROUP RS =

T azk Function
EEBHE iigﬁ ﬁ% ILDg Upload j e s | Select Sitez for Group T azk:
GROUP TASK #4 Al
GROUP TASK #5 N
GROUP TASE #E —Time Trigger oS
GROUP TASK H#7 e Select.. |
GROUP TASK #8 [ Enabled " Daiy [000 = Gl
GROUP TASK #9
GROUP TASE #10 " Weekly Every | Wieeks
GROUP TASK #11 1
GROUP TASK 12 = Monthly Every I Wonths
GROUP TASK #13 |—_I
FOOND TACEKE H14 ;I Ffl:lm 14."":'34"20':'8 X

Save Cancel
Edit Dekte |

Group Tasks refer to background connections to one or more panels in order to perform
routine remote tasks that do not require an operator present. At present group tasks are
limited to Log Uploads, Clock Updates, and Remote Services.

Group tasks can be configured to run on demand, or be set to run at a given time and at set
intervals. All panels may be selected or individual panels. Up to 16 Group tasks may be
entered.

To create a new Group Task:

1. Select a group task in the Select Task Name dialog box and click on Edit.

2. Change the Task Name to something memorable

3. Select the Task Function from the drop down list.

4. Select the sites that the group task is to be performed on. This will be one of All, None or
Individual. If Individual is selected the Select... button will be enabled. Click Select... to
show a list of all customers. Select which customers that the function is to operate on.

5. If the function is to be performed at a certain time or interval, click the Time Trigger
Enabled checkbox. This will enable the controls within the Time Trigger group. Select the
time this function is to be performed at in the time box. Select the interval it is to be run at
as Daily, Weekly or Monthly. For the Weekly and Monthly options enter the number of
weeks or months interval between group tasks into the appropriate box. In the From box
the date on which the first group task is to be run can be set.

6. Press Save to store these details or Cancel to abandon them.

The group tasks can be run and monitored in the Administration page for Group Tasks

Note: Be sure to press the "Save" button to save any changes before clicking on the
"OK" button.
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Setup Options Database

—automatic Database Purge
[ Daily Purge Enabled

B acklog Limit IB Months

Yideo Limit [+ Weeks

Purge Time 1202 =

When the "Daily Purge Enabled" checkbox is ticked, GSR will delete old information stored in
its databases. The "Purge Time" specifies the time the database Purge will occur. The
"Backlog Limit" value states how many months data is to be kept, any data older than this will
be removed. Similarly, the "Video Limit" value states how many weeks video data is to be
kept, any video files older than this will be removed.

This will delete data in the historic Logs of all the customers in GSR, Video files and the GSR
Audit trail.
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Setup Options Health Check

This page will only be displayed if the "Health Check" feature is supported in GSR.

Fiule I.-’-‘n.ction -
SYSTEM SIZE : OPM: Specialist Module Justification j
SYSTEM SIZE - ACM: Specialist Module Acknowledge

SYSTEM SIZE - AUDIO MODULE: Specialist Module Justification

SYSTEM SIZE : RADIO MODULE: Specializt Module Jugztification

CIRCUITS: No push buttons programmed [BREAKS ENG0131] Qff

CIRCUIT  :Shunt type circuit but no Shunt attibutes in its group Error

CIRCUIT  :Shunt attribute ON but no Shunt pe circuits inits group Enar

CIRCUIT :KEY: Unuszual circuit type Jugtification

CIRCUIT :FIRE: Unuzual circuit type Acknowledge

CIRCUIT :EMG RST: Unusual circuit type Justification LI

Drefailt |

This page gives the operator the ability to change the level of the health check rules. Each rule
has the following:

Off (the rule is ignored).

Acknowledge (the rule only need to be acknowledged)

Justification (the operator must type in an explanation before the continuing)
Error (the rule is always enforced)

Pressing the "Default" button will return all the rules to their default values.

Setup Options Video

This page will only be displayed if the "Video" feature is supported in GSR.

v Display Customer Yideo Page

Yideo Upload "Wait Time [zecz] IEEI :II

If the "Display Customer Video Page" checkbox is ticked, GSR will display the Video page in
the current customer tree. The "Video Upload Wait Time" specifies the amount of time (in
seconds) that GSR is to wait after an event (with video) has arrived before logging onto the
video server to retrieve the video file. The minimum length of time is 20 seconds and the
maximum is 1200 seconds (20 minutes).

A suitable length of time to use is to add together the following values:
DVR video pre-record time + DVR video post-record time + 30 seconds.
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The Menu Bar Help menu

Contents This will display the on-line help.

Check For Updates... Check for any GSR updates available.
About... This will display the GSR about window.

Selecting the "Help", "Contents" option from the menu bar will display this help file.

Help Menu Check for Updates

The “Install Upgrades” check box in the “Administrations Tab”, “Operators”, “General Options”
section must be enabled to allow this feature.

Selecting the “Help”, “Check For Updates” option will check for any GSR updates available.

Check For Program Updates

There are 3 files to uplaad. Please press the Upload b

L— Clicking the More Detail >> button displays
all patches available for upload.

More Detail »>

Upload File[s] |

Close GSR and Start Patch Installer .. |

x|l -Click the “Upload File(s)” button to upload
There are 3 files to upload. Please press the Upload buttan to upgras the fileS_
G5R 4. 30C (260288 update
i Less Detal << Upiated 557 Marual (UK)
Panel Editor Updates

Upload Filels)

Cloze GSR and Start Patch Installer .. | Cloze |

x||_~Once uploaded click the “Close GSR and
Filefs) Uploaded Successfully Start Patch Installer” to run the patch
cvescc | [T ProdrEm

W42 Panel Editor Updates

Upload File(s]

Cloze GSR and Start Patch Installer .. |

ol

X

Clicking “Install Patch” button installs the

FileMame. | Comments [ State |
BERVAAIC TIPERADE LA (GSR V4,300 (260208] update Hot Installed patC h €s.
GSAVA30_MANLAC_UFDATE.CAB  Updated GSF: Manual [UK) Hot Installed

\42¥_PANEL_EDITOR_UPDATE.CAB V42X Panel Editor Updates Not Installed

Using "Program Files” Directary Install Patch

Close:

Information displayed in the "Check For Updates..." window
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Help Menu About

Selecting the "Help", "About" option from the menu bar will display information about the GSR
program.

G GS5R Corporate ¥4.31E 050309

Copyright in the whole and every part of GSF belongs to Guardall
Limted [the 'Owner’] and may not be uzed, zold, licensed,
transferred, copied or reproduced in whale or in part in any manner
or form or in any media to any person ather than in accordance
with the terms of the Dwner's Agreement or atherwize without the
prior written consent.

the operator.

Features | Limnits I

o /The dongle Serial Number is displayed to

Security Contral - Y4
Azcess Contral
Interactive Maps
“whindzor 500 Support
Paling

Femaote Service LI
e ——— — The license numt?er allows a\{ailable
| features to be switched on. It is based on
S ——— the dongle serial number. The dongle serial
= | number is also used in communication with
the control panel and is used to identify the
G5F System Info... GSR number.

Information displayed in the "About” window

The window shows the version number of GSR, the Copyright notice and details on the
features of GSR. A list of the available features is displayed with tick marks indicating if a
feature is currently available or not. Each Guardall dongle has a unique Dongle Serial Number
(programmed by the dongle manufacturer). To request a feature that is on the list but not
ticked, you would request a new License number. To obtain a new License number, contact
your supplier who will need to know the Dongle Serial number (displayed below the feature
list) and your address details. A 20-character License number would then be told to you. This
License number would only be valid for that particular dongle. This method of copy protection
requires only a single dongle to be attached to a PC and will allow a customer to be given an
upgrade code quickly and easily. The "GSR System Info.." button will display details on all the
panel editor DLLs available to the program. If needed, this file can then be saved to a directory
and emailed to Guardall customer support to help diagnose editor problems.

For convenience, both USB and Parallel dongle types are supported by GSR.

If you are operating GSR without a dongle connected to the PC then the program will display a
missing dongle message and quit.

Warning

Dongle nok found ar nok programmed.
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The Tool Bar

The main GSR toolbar buttons are (from left to right):

Dlﬁlﬂl @| 2|l ) Eallrlndcunitur:EIN |

The toolbar icons.

New Customer Creates a new customer

Open Customer Displays the current customer list.

Save Customer This will save all changes made to the current customer.
Print Screen Prints the screen currently displayed

Connect Connect to the current customer's control panel.
Disconnect Disconnect from the current customer's control panel.
Help Displays GSR help documents.

Call Monitor To Start/Stop Call Monitoring.

The Tool Bar Call Monitoring

This feature is only supported if "Security Control" is supported in GSR.

If you turn on the Call Monitor the PC will answer incoming alarm calls and log alarms. Alarm
events are logged in an event database and displayed in the "Received Events" page. When a
PX panel is configured for auto-log upload, GSR should be placed in Call monitor mode.
When the panel connects to upload log messages a line will appear in the "Received Events"
page indicating an auto-log upload is in progress.

Note: If the "Line Fault" option is enabled at the panel for a serial module and GSR is not in
Call Monitor mode, then the panel will generate a Line Fault message after a programmed
number of seconds. If call monitoring is switched back on at GSR and the panel reset, the line
fault will clear.

Acknowledge Window [_ O] x|
! E Event |U4:DT-":14 IJzer 2[Uzer 2] Commis Test KP 1
Custamer 1D |4522 (1]
(2]
(31
Custanner Mame |Test P HS UK (4]
Custorner Mates ;I
Acknowledge |
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The Event Acknowledge window.

The acknowledge window shows the Event description, the Customer ID, name and notes. If
any contacts are defined for that customer they will also be displayed. The event description
contains the date, time and explanation of the event. An acknowledge window will appear for
each site that reports an event (up to a maximum of 20 acknowledge windows).

If a GSR operator is logged on and the Start Management Session option is on then, when
an alarm report is received, GSR will stay connected to the panel if the auto logon option is
configured. This will allow the GSR operator to select any of the programmed remote options,
for example, reset or status check.

If the "Interactive Maps" feature is available, a "View Map" button will appear on the
acknowledge window and can be used to jump to a plan of the building to show where a circuit
alarm was activated (if a plan for the site has been done).

You can log off while the Call Monitor is still running — any received events will be added to the
database as before and an acknowledge box will appear (if the program is setup to do so). If
you try to exit the program by pressing the cancel button on the login window, the system will
display the following warning message:

If more than one event is received, all the events will be added to the drop down event list, for
the operator to check.

Message |

N

There muzt be a operatar with Call monitor autharity o cloge the monitar.

Ok |

To leave the program, you must first log on as a valid operator, stop the Call monitor and then
exit the program.

Note: You can still edit configs etc while in Call Monitor mode.

Note: The PX panel will use the GSR ID (from the system options) in all GSR
communications.

Note: Because the communications route is being used in Call Monitor mode, GSR cannot
logon to a panel when Call Monitor is turned on.

Note: You should ensure that all panels which are to alarm report to the program have a
customer database entry already stored in the customer database and that the Customer ID
matches the GSR ID in the panel.
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The Tool Bar Print

Also the Print Screen button on the toolbar will print out a copy of the current page.

Dl ] @l ¢l @ B camorioon
Custommer Liz Print Screen ti-:nn |
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Appendix A - Customising GSR

The Introduction Page

When you successfully log on, the program will display the customer list down the left-hand
side of the screen. On the right hand site, the program will display the Guardall Introduction
Page. This uses the "logo.bmp" file in the "IMAGES" subdirectory. The image is 720 x 635
pixels in height and width. This file may be replaced by a bitmap image of your choice which
has the same dimensions as logo.bmp.

Removing Features

Once GSR has been installed, the supervisor can customise the GSR installation by using the
"Customise" option on the GSR Installation program. This gives the installer the ability to
remove some features of GSR that may not be needed.

These functions are:

Alarm Monitoring (If supported).
Multi-Language.

Trace Control.

Allow Management-Only features to be used.
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Appendix B - The GSR BDE Database

GSR uses the Borland Database Engine (version 5.20). No aliases are needed for the
software to run. Since the program is a 32-bit windows application, the 32bit BDE Engine is
used. This can be installed from the Installation CD or downloaded from the Borland/Inprise
website.

Important Notice: Don't share the customer database with GSR V2.6 (slightly different format).

The database files are Dbase DBF files (dBASEIV 2.0). A production index is maintained on
the GSRCUSTS.DBF called GSRCUSTS.MDX.

Important Notice: Although these database files can be viewed in Microsoft Word and Excel
do not save any changes to them as the format stored is slightly different. You can download a
utility for editing Borland DBF files from Borland (or contact Guardall technical support).

Guardstation Remote E3 |

:-:) Databaze upgrade available: 1 new field(z] will be added to the Custorner
Databaze. Upgrade now?

Ok |

To simplify customer database upgrades, a message box will appear on program start-up if

any new fields need to be added to the customer database. Previously, the database had to

be upgraded from the Installer program. Since the program may require the new fields, if the
operator presses the "Cancel" button, the program will close.
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Appendix C — Cable Connections

Direct Cable Connections

This following (crossed) cable arrangement will allow GSR to be connected directly to a PX
panel.

The serial cable should be good quality serial communications shielded cable (preferably 6
core cable). One end should be attached to a serial port on the back of the PC and the other
end to a serial module.

The five underlined connections given below should be used, the other connections are not
needed if the cable is only going to be used with this product.

Note: It may be useful to mark on the cable or connector shield that it is a "Crossed Serial
Cable" for future reference.

PC Serial Port Connectors (Crossed Cable)

DB9S DB9S
1 1 DCD (Data Carrier Detect) 1 _....&
2 3 RxD  (Receive Data)
3 2 TxD  (Transmit Data)
4 4 DTR (Data Terminal Ready)
5 5 GND _ (Signal Ground)
6 6 DSR (Data Set Ready)
7 8 RTS (Request To Send) g 8
8 7 CTS (Clear To Send)
9 9 RI (Ring Indicator)
Shell Shell  FG (Frame Ground)
PC
5 GHND G 5
3 TXD T XD 3
2 FFD EXD 2
1 DCD DCD 1
4 DTR DTE 4
7 RTS ETS 7
B CTS A CTS B
Qoway Dawray
‘D" type (F) ‘D" type(F)

Note: Please ensure that the COM port being used on the PC is the same one selected on the
setup page of the program.
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IP Connections

GSR can connect to a PX panel (V3.00 or above) through an IP module. If a hub is to be used
then connect a normal 10 Base T - Cat 5 cable between the IP module and the Hub, and
another cable between the PC Network card and the Hub.

The IP connection can be used as a replacement for a direct connection (no serial module
would then be needed). To achieve this, use a crossed Cat 5 cable. One end of the cable will
be plugged into the PC Network card and the other side into the IP Module.

Note: Port Number 6000 is the IP Port used to initiate sessions between the panel and the PC.
Thereafter, the PC uses another Port but will continue to send to Port 6000 on the IP module.

To find out the IP address of your PC, in Windows 2000 go to "Start Menu", "Settings",
"Network and Dial up connections", "Local Area Connection". Select "Properties”, on the tab
page. Then select "Internet Protocol (TCP/IP)" from the list and hit the "Properties” button.
You can use the ping command (on the DOS command line) to see if a reply is made.

Note: Guardall may not support installations that use serial to IP converters (if in doubt
please contact Guardall).

To Start Call Monitoring on PC Start-up

To start the program Call Monitoring when the PC boots up do the following:

1. Add a shortcut to GSR into the "Programs, Startup” Group in Windows.

2. Ensure the "Start Call Monitor on Program Startup" option is switched on in the setup
window.

Note: An operator does not need to be logged on for GSR to Call Monitor.
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Appendix D - Technical Support

Refer to the GSR installation manual for a list of potential problems and remedies. If you have
a problem which you can repeat, please turn on tracing, repeat the problem, and send the
"trace.txt" file to Guardall. You can contact Guardall for support at

Guardall Ltd,

Lochend Industrial Estate,
Newbridge,

Midlothian,

EH28 8PL,

United Kingdom

Tel: 0131 333 3802
Fax: 0131 333 5369

If you do contact Guardall, please supply the version information from the Help, About
window and also the DLL information displayed when the "GSR System Info.." button is
pressed (on the same window) .
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Legal Disclaimer

This manual was written for use with the GSR system, version 4.31. This manual and the
GSR system described in it are copyrighted, with all rights reserved. This manual and the
GSR system may not be copied, except as otherwise provided in your system license or as
expressly permitted in writing by Guardall.

Export of this technology may be controlled by the United States Government. Diversion
contrary to U.S. law prohibited.

Copyright © 2008 by Guardall. All rights reserved.

Microsoft, Windows Media Player and Windows are either registered trademarks or
trademarks of Microsoft Incorporated in the United States and/or other countries.

All other trademarks and service marks are the property of their respective owners.

Use of the GSR system and its documentation are governed by the terms set forth in your
license. Such use is at your sole risk. The system and its documentation (including this
manual), are provided "AS IS" and without warranty of any kind and GUARDALL AND ITS
LICENSORS EXPRESSLY DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE AND AGAINST INFRINGEMENT.
GUARDALL DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE
SYSTEM WILL MEET YOUR REQUIREMENTS, OR THAT THE OPERATION OF THE
SYSTEM WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE
SYSTEM WILL BE CORRECTED. FURTHERMORE, GUARDALL DOES NOT WARRANT
OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE
USE OF THE SYSTEM OR ITS DOCUMENTATION IN TERMS OF THEIR CORRECTNESS,
ACCURACY, RELIABILITY, OR OTHERWISE. NO ORAL OR WRITTEN INFORMATION OR
ADVICE GIVEN BY GUARDALL OR A GUARDALL AUTHORIZED REPRESENTATIVE
SHALL CREATE A WARRANTY OR IN ANY WAY INCREASE THE SCOPE OF THIS
WARRANTY. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY.

UNDER NO CIRCUMSTANCES INCLUDING NEGLIGENCE, SHALL GUARDALL, ITS
LICENSORS OR THEIR DIRECTORS, OFFICERS, EMPLOYEES OR AGENTS BE LIABLE
FOR ANY INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES (INCLUDING
DAMAGES FOR LOSS OF BUSINESS, LOSS OF PROFITS, BUSINESS INTERRUPTION,
LOSS OF BUSINESS INFORMATION AND THE LIKE) ARISING OUT OF THE USE OR
INABILITY TO USE THE SYSTEM OR ITS DOCUMENTATION, EVEN IF GUARDALL OR A
GUARDALL AUTHORIZED REPRESENTATIVE HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE
LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL
DAMAGES SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY.

In no event shall Guardall's total liability to you for all damages, losses, and causes of action
(whether in contract, tort, including negligence, or otherwise) exceed the amount paid for the
system and its documentation.

Guardall Limited
Lochend Industrial Estate
Newbridge

Edinburgh EH28 8PL

Tel: 0131-333-2900
FAX:0131-333-4919

Technical Hotline: 0131-333-3802

Part Number: 320490-0K



