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SERVICE DESCRIPTION: ON-DEMAND INTELLIGENCE ACCESS

1 Service Overview and Objectives

On-Demand Intelligence Access is part of Mandiant’s Applied Intelligence service offerings. It is a remotely delivered
service that provides subscribing customers the ability to have our expert analyst team develop succinct, tailored
deliverables answering customer’s cyber threat related questions. Customers use the Analyst Access (AA) system to submit
requests, up to six (6) per quarter and our experts develop a response using all the resources that empower Mandiant
Intelligence—our technical and threat intelligence analysts, their extended access to threat data, and subject matter
expertise. The nature of the requests must be related to cyber threats, but can vary in scope, topic, and expected result.
Additionally, customers receive enablement support to assist them in integrating and obtaining maximum value from the
On-Demand Intelligence Access service.

1.1 Table of Contents

e On-Demand Requests The Analyst Access (AA) system and guidance for how to best leverage support

e Kickoff: Activities performed to ensure users are obtaining maximum value from their entitlements

e Entitlement Details: Details on the level of support customers can access through this entitlement

e Mandiant Responsibilities: Activities that Mandiant typically needs to perform to deliver the service

e Customer Obligations: Customer obligations for using the On-Demand Intelligence Access service

e Related Solutions: Other Mandiant solutions that can be used in conjunction with On-Demand Intelligence Access

e Terms and Conditions: Terms and Conditions by which Mandiant Threat Intelligence subscriptions are governed.

2 On-Demand Requests

When a user submits an intelligence request through the AA system, Mandiant will work with the Customer to scope a
response, and provide the requested deliverable on a jointly established timeline as feasible. The next section describes the
typical Customer experience of using the AA system.

2.1 Request Submission

Customers submit requests to the analystaccess@mandiant.com email address, through Mandiant’s intelligence portal, or
through a phone hotline (for urgent requests). Mandiant will receive your request and begin working as soon as current
workload permits.

2.1.1 Analyst Access: Example Topics and Requests
The following represent example topics and sample customer requests:

e Actor/Group attribution

o “We’re currently investigating a recent APT28 campaign and are looking for any recent activity, campaigns,
targeting verticals by industry and country, as well as newly developed capabilities or changes in TTPs.”

e Risk assessment (related to specific threat actors, events, or campaigns)

o “Inlight of the UK and Russia geo-political tensions which could spill into the Cyber space we’d like to get a
brief piece on the threat landscape around this and approaches Russia and associated actors can use against
UK/UK based institutions. E.g., actors, TTP’s, known I0C’s etc.”

e Interpretation of media events/reporting
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o “The attached article mentions the use of a new campaign targeting POS terminals. We have concerns
regarding this as we operate POS terminals in a similar environment. Please tell us what you can about this kind
of attack, including this specific campaign, and how we can protect ourselves.”

e Expansion of previous Mandiant Intelligence reporting

o “Regarding this actor's claims of access to the dataset seen in 18-02002535, are there any further details on its
sale or status? Has the data been validated?”

e Questions regarding adversary activity

o “We have read on your portal about DD4BC and are curious if you have seen them targeting anyone in our
industry.”

e Domain and/or IP address intelligence requests

o “We have observed suspicious traffic going to [domain] for several months. The domain appears to have active
registration and resolves to two IPs that do not host any other domains. Do you have any additional
information about this domain or what might be causing this suspicious traffic?”

e Malware analysis (Behavioral and/or limited reverse engineering)

o “Inthe past week we’ve seen a few hundred messages with an apparently hostile attachment. We’d like I0Cs
for the attachment and campaign, both for mitigation and for greater understanding of the attack in general,
especially as it pertains to motive. We've attached a sample email and attachment from the attack.”

e Analysis of customer provided network traffic

o “Attached is a PCAP of a Struts exploitation attempt. We have noted widespread exploitation attempts of CVE-
2017-5638 starting Nov. 2 from the below IP addresses. Questions for Analysts:

1. Whatis the significance of the string “[redacted]"? What is its expected content?
2. ls it associated with another campaign?

3. What are the 10Cs associated with the attempted payload?”

e Drive-by exploitation capture/analysis

o “We have a user who accidently clicked on this URL. | would like to request an analysis and better understand
the nature of this link, if malware was installed, etc.”

e Hostility check against binary or domain

O “One of our executives is part of an industry planning committee and received (and opened) a suspicious PDF
with a title related to the committee’s activities. VirusTotal does not identify it as hostile, but did mention
several instances of JavaScript, and an unspecified “automatic action” Please check for hostility.”
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2.2 Mandiant Receipt and Processing

Once received, the request is processed and prioritized by Mandiant intelligence teams to determine scope, expectations,
and proper resource assignments. Generally, these requests are processed in the order in which they are received. An
acknowledgement that the request was received by Mandiant will be sent to the customer.

In emergencies where a request needs immediate attention, if the user has not been contacted within 2 hours they are
encouraged to contact Mandiant’s team through the provided phone hotline to confirm their request is processed quickly.
Such urgent cases could include, for example, a tactical intelligence request associated with an internal breach response at
the user’s organization. Mandiant Intelligence cannot guarantee that we will be able to deliver responses more quickly than
is typical upon request, but we do work with each user to scope an appropriate response timeframe, and will as feasible
take into account unusually urgent circumstances when scoping.

Questionable or hostile attachments should be archived (.7z or .zip) and password protected (otherwise, we may not
receive a request, or it may be delayed due to technical issues). For all AA requests, any relevant artifacts and context must
be provided to Mandiant by the customer.

2.3 Coordination

After submission, a Mandiant Intelligence analyst may contact the customer to discuss the request, gather more details,
and set expectations. To ensure the best experience possible the customer should be prepared to answer follow-up
questions, and to provide details requested by the Mandiant analyst(s) in a timely and complete fashion. Identifying a
preferred contact method or phone number by the customer is also helpful to our teams.

2.4 Research and Analysis

To fulfill the request, varying levels of analysis and research is needed. This work does not typically involve a high level of
custom intelligence development, extensive analysis over large amounts of data, or additional collection activity. The AA
service was designed to answer customer requests with specificity and expedience. See section 5 for what is generally
considered out-of-scope for this service.

2.5 Resolution

Deliverables or content provided to the customer to resolve the request will vary, depending upon the nature of the
request itself. All AA responses are provided with any additional or supporting intelligence available at the time of the
request.

Resolution time on the final deliverable varies, but Mandiant teams will make every attempt to provide analysis within
requested timeframe. As discussed above, our team will work with each user to confirm a timeline is feasible for the
agreed-upon scope of their request.

If a customer submits multiple requests for concurrent handling, delivery timelines committed by the Mandiant team may
be longer than usual. A typical customer organization tends to have 1-2 requests in process at a time.

Upon receipt of the response and any related deliverables, the customer will have the opportunity to provide feedback,
confirm that expectations have been met, and the request will be closed. Mandiant requests customers confirm receipt of
responses and consider allow listing our e-mails to avoid delay.
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3 Kickoff

During the period of performance, the activities detailed in this section will be performed to ensure users are obtaining
maximum value from their entitlements. An initial, remote, kick-off call will be coordinated and scheduled within seven (7)
days by a Designated Intelligence Analyst, at a time acceptable to the customer. This kickoff call will:

e Review the offering purchased, customer goals and objectives, and establish appropriate success criteria
e Introduce the customer to key Mandiant resources
e  Review customer team structure and establish key points of contact

4 Entitlement Details

This section details the level of support customers can access through this entitlement.

4.1 Entitlement Scope

On-Demand Intelligence Access provides customers with the ability to submit AA requests, as detailed above, up to a limit
of 6 AAs delivered per quarter per instance (SKU) purchased. For example, a user requiring ability to submit 18 AAs per
quarter can do so by purchasing 3 SKUs. Unused entitlements expire at the end of each quarter.

User submissions and communications to the AA system are only counted against a customer’s entitlements if Mandiant is
providing an analytic deliverable as defined via the Coordination process described above. In cases of user submissions
resulting only in technical support, or entitlement information, or a customer decision to not proceed with the approach
Mandiant proposes, or other response not constituting an intelligence deliverable, users’ remaining entitled AA requests
will not be reduced.

Mandiant may also be able to accommodate requested utilization of AA entitlements for other Mandiant Intelligence
services. For example, we are frequently able to allow customers to obtain Digital Threat Monitoring (DTM) alert
investigations by consuming AA entitlements. Users interested in this type of utilization may clarify whether the requested
use-case is feasible by submitting a request as normal via analystaccess@mandiant.com, Mandiant’s intelligence portal, or
phone hotline.

4.2 Out-of-Scope

To maximize the value On-Demand Intelligence Access provides users, we accept a wide scope of requests that require
different types and levels of work. Consequently, our team will work with each submitter to confirm what is feasible within
the scope of the service. In many cases, the maximum scope that one AA deliverable can cover is what is feasible for an
expert analyst leading execution to develop and deliver remotely, using Mandiant resources, within 8 total hours of work.
However, additional resources or support from other experts are commonly required in combination with the leading
analyst’s work and may factor into request scope limitations. Due to the flexibility of this service, these needs vary
significantly based on the nature of a request.

Customers can often have us perform larger projects by using multiple AA entitlements at once. We will confirm when this
approach is possible and approved by the submitter during the Coordination phase described above.

Based on this scope description, the following are examples of requests considered out-of-scope for this service.

1. On-site work at a customer location

2. Access to any customer information or data outside of the established communication channels in this service
description.

3. Direct access, configuration, development, or modification of customer-owned technology, systems, and/or data.
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8.
9.
10.

Direct incident response services or consult, including security event investigations or breach notifications related to
the customer organization or infrastructure. (Customers often use Analyst Access to obtain intelligence related to
incident response efforts, but direct incident response services such as damage assessment are outside the scope of
these entitlements.)

Analysis of disk or memory images

Additional workshops, training, consulting, or content development or delivery (beyond what is included in this
service description).

Use of Mandiant technology to deliver or disseminate intelligence on behalf of the customer to other parties.
More than 50 IP addresses for analysis per request *
More than 1 binary file for analysis per request *

An excess of 10MB of security log data for analysis per request. *

* Larger requests may be feasible to cover by using multiple AA entitlements at once, as described above.

5

Mandiant Responsibilities

This section summarizes the activities that Mandiant typically needs to perform:

1
2
3.
4

6

Coordinating and scheduling all on-boarding activities

Documenting the customer’s Enablement Strategy

Acknowledgement receipt of the customer AA submission

Coordinate a meeting or exchange with customer to obtain additional information or scope the request, if needed to
fulfill the request.

Provide a response to the request in as timely and detailed manner as possible, considering the customer’s priority
and operational needs.

Customer Obligations

This section details customer obligations:

1.
2.
3.

Identify and provide a list of intelligence stakeholders as part of the Enablement Strategy
Make appropriate personnel available for the Kickoff and any follow up engagements.

Collaborate with Mandiant to identify service utilization needs, including supporting or contextual information so
requests may be interpreted accurately.

Alert Mandiant when there are issues, problems, or concerns related to the intelligence entitlements.

5. Submit any artifacts or supporting information that may be needed by Mandiant analysts to fulfill the AA request.

Define the desired due date, with supporting information and context, to support the analyst’s understanding of
customer expectations.

Be available for analyst-to-customer discussion on the submission, if necessary
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7 Related Solutions

The Mandiant Intelligence solutions detailed in this section are often used in conjunction with On-Demand Intelligence

Access. For full details on each, see their respective service descriptions.

7.1 Mandiant Advantage SaaS Platform: Threat Intelligence Content Subscriptions

Mandiant Advantage Threat Intelligence subscriptions such as Security Operations and Fusion provide customers with

continuous access to proactive intelligence on the threat landscape and threat context on security issues customers
encounter. Customers can access finished intelligence via the Mandiant Advantage portal and directly integrate the

Mandiant Advantage API into their operating environments.

7.2 Applied Intelligence

Mandiant’s Applied Intelligence services are annual subscriptions that provide threat insights to your organization’s leaders

and cyber defenders to help you make informed data-driven business and security decisions. Delivered by an Intelligence

subject matter expert (SME) with extended access to Mandiant threat data, and technology, analysts produce strategic,

operational, and technical intelligence to meet your specific needs.

All Applied Intelligence offerings are standalone services that not only complement one another when paired together but

can be combined with a Mandiant Advantage subscription to create a robust, comprehensive solution. Along with On-

demand Intelligence Access, Applied Intelligence offerings include Proactive Intelligence Access and Advanced Intelligence

Access. The following tables describe and compare the available offerings.

INTELLIGENCE ACCESS : INTELLIGENCE ACCESS

INTELLIGENCE ACCESS

Ask guestions to our team of Part-time access to a dedicated
ST ) intelligence analysts intelligence analyst
BestF Organizations who require frequent Organizations who require a consistent
estror impromptu analytic expertise : intelligence product delivery schedule
CUSTOMER ON-DEMAND PROACTIVE
INTELLIGENCE NEEDS INTELLIGENCE ACCESS INTELLIGENCE ACCESS
Dedicated Analyst Part-time
Analyst Interaction Impromptu Scheduled

Frequent RFl's \/
v

Changing Requirements
Standing Requirements

Defined Reporting

SIS

Early Warning
Custom Tooling
Alert-driven Analysis
Tactical Assistance

On-site Option

©2022 Mandiant, Inc. All rights reserved. Mandiant is a registered trademark of Mandiant, Inc. All other brands,
products, or service names are or may be trademarks or service marks of their respective owners.

Full-time access to a dedicated
intelligence analyst

Organizations who want to broadly
incorporate Mandiant intelligence and tooling
into their operational environments

ADVANCED
INTELLIGENCE ACCESS

Full-time

Embedded

TSRS SRS

MANDIANT
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8 Terms and Conditions

Mandiant Threat Intelligence subscriptions are governed by this Service Description and the terms found at
www.mandiant.com/company/legal. This Service Description may be updated from time to time, and Mandiant will post
the most current version within our Support Portal Knowledgebase.

©2022 Mandiant, Inc. All rights reserved. Mandiant is a registered trademark of Mandiant, Inc. All other brands, N A N D I A N T
products, or service names are or may be trademarks or service marks of their respective owners. |
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