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SERVICE DESCRIPTION: ADVANCED INTELLIGENCE ACCESS

1 Service Overview and Objectives

Advanced Intelligence Access (AlA) is Mandiant’s premium and most flexible Applied Intelligence solution. It provides
customers the same access to Mandiant threat data as other Applied Intelligence offerings but is delivered through a full-
time onsite intelligence integrator (remote if preferred). The fully dedicated aspect of AIA provides customers the highest
level of cyber defense integration possible and delivers the most rapid expert insights through custom tooling and dynamic
support. Advanced Intelligence Access is tailored to the needs of each customer, allowing for improved integration and
outcomes.

1.1

Table of Contents

Deliverables: Details on the types of deliverables available via Advanced Intelligence Access

Engagement Management: Activities performed to ensure Advanced Intelligence Access customers are obtaining

maximum value from their entitlements

Entitlement Details: Details on the level of support customers can access through this entitlement

Mandiant Responsibilities: Activities that Mandiant typically needs to perform to deliver Advanced Intelligence
Access

Customer Obligations: Customer obligations for using Advanced Intelligence Access

Related Solutions: The Mandiant Intelligence solutions detailed in this section are often used in conjunction with
Advanced Intelligence Access

Terms and Conditions: Terms and Conditions by which Mandiant Threat Intelligence subscriptions are governed

2 Deliverables

Advanced Intelligence Access is enabled by a Mandiant Senior Analyst onsite (or remote) at the customer’s premises.

Customers and the Mandiant Senior Analyst will work together to determine which of the available Deliverables are best

suited for the customer based on their specific intelligence requirements and needs. The examples below summarize the
types of Deliverables available via Advanced Intelligence Access.

Alert-driven threat reports describing Mandiant’s knowledge of threat actors’ identities, motives, capabilities, and
targets.

Predictive analysis describing threat groups that are likely to target Customer, and the types of data theft or network
attacks these groups would likely exploit.

Industry-specific analysis based on intelligence requirements and requests for information (RFls), such as case studies
describing recent incidents at similar organizations, targeting trends across the industry, and new or expanded
descriptions of threat actors specifically targeting the particular industry.

Threat analysis reports describing new or evolving risks tied to the Customer’s business areas, partners, products,
and services.

Threat landscape report maintenance and briefings providing situational awareness of current advanced persistent
threats, financial, and hacktivists groups.

Provide guidance on strategic development objectives as it relates to the CTI program

Except as provided herein, there is no limit on the number of Deliverables requested by and delivered to Customer under

this Subscription; however, Customer understands that Mandiant reserves the right to (1) extend delivery dates of
Deliverables based on the customization and complexity of the request or (2) decline to provide delivery should it fall
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outside of Mandiant’s capabilities based on data, tooling, and expertise. Customer understands that certain information
and intelligence cannot be disclosed to Customer because of confidentiality obligations to other Mandiant customers.

3 Engagement Management

During the service term, the activities detailed in this section will be performed to ensure Advanced Intelligence Access
customers are satisfied with the subscription.

3.1 Kickoff

An initial kick-off call will be coordinated and scheduled shortly after the Customer’s Order is received, by a designated
engagement manager, at a time acceptable to the customer. In this kickoff call Mandiant and the Customer will:
e Review the subscription purchased, discuss Customer goals and objectives, and establish appropriate success criteria;

e Introduce the Customer to key Mandiant resources including the designated engagement manager, the designated
intelligence analyst, and functional management;

e Review Customer team structure and establish key points of contact; and

e Review Customer concerns, intelligence requirements, existing reporting streams, and identify recommended
Deliverable selection;

3.2 30-day follow-up

After approximately 30 days from the Kickoff call, the engagement manager will schedule a follow-up discussion at a time
acceptable to the Customer to review initial Deliverable implementation progress and identify necessary adjustments to the
following:

e Customer goals and objectives and related success criteria

e Selected Deliverables

3.3 Quarterly Engagement Review

Each quarter, the engagement manager will schedule a discussion with Customer stakeholders to review quarterly progress
and ensure delivery is meeting expectations.

4 Entitlement Details

This section details the level of support Customers can access through this entitlement.

4.1 Entitlement Scope

Advanced Intelligence Access Customers are entitled to a range of analytic products and services, as outlined above. At the
request of the Customer, Mandiant personnel enabling the subscription shall work from Customer’s offices, and/or shall be
a citizen of the country in which the services are to take place and/or possess any necessary security clearances to ensure
tailored and customized delivery.

Mandiant will begin providing subscription services on the Subscription Effective Date. Until one or more permanent
employees are staffed to support the Customer, subscription services will be provided by the Mandiant Synthesis and
Advanced Research (SAR) team. This team provides strategic and tactical support to Customers subscribing to Advanced
Intelligence Access.

4.2 Out-of-Scope

The following are considered out-of-scope for this service.
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Q

Routine IT work such as troubleshooting and help desk functions.

o

Provision of bulk, raw intelligence from Mandiant’s intelligence libraries.
Incident response activities.
d. SOC analyst work.

e. Penetration testing, vulnerability testing, or other proactive assessments.

5 Mandiant Responsibilities

This section summarizes the activities that Mandiant typically would perform to deliver Advanced Intelligence Access.

a. Coordinate and schedule all on-boarding activities.
b. Ensure selected Deliverables are properly scoped.
c. Provide Deliverables at the defined cadence.

d. Coordinate meetings or exchange with Customer to review and/or obtain feedback on deliverables, deliverable
change requests, as well as discuss specific threats and/or upcoming Customer initiatives.

6 Customer Obligations

This section details Customer obligations for using Advanced Intelligence Access.
a. Customer will allocate appropriate working space and physical access for all Mandiant assigned personnel.
Customer will provide Mandiant personnel with at least 15 days’ notice prior to shifting work location.
b. Identify and provide a list of intelligence stakeholders as part of the Enablement Strategy.

c. Collaborate with the Engagement Manager to identify service utilization needs, including supporting or
contextual information so that they may be interpreted accurately.

d. Alert the Engagement Manager when there are issues, problems, or concerns related to the delivery of
Advanced Intelligence Access.

e. Participate in the meetings and discussions outlined in this Service Description.
f. Provide prompt feedback or input to Deliverables and overall service goals.

g. Alert the designhated Mandiant Senior Analyst to changes regarding the Customer’s intelligence requirements or
threat concerns.

h. Submit any supporting information that may be needed by the Mandiant Analyst Senior Analyst to perform
duties as assigned.

7 Assumptions

Fees do not include any hardware, software, licensing, maintenance, or support costs of any Mandiant or other third-party
product, or service suggested by Mandiant as we conduct the activities outlined above.

Mandiant will provide Deliverables to Customer throughout this engagement. Draft deliverables are considered final upon
confirmation from Customer (written or oral) or fifteen days after their submission date from Mandiant to Customer via
email, whichever is earlier.

Customer agrees that, unless requested by Customer, Mandiant personnel shall work remotely. For Remote work,
personnel will not need access to government facilities. Access to government technology infrastructure (such as accounts,
tools, etc.) may improve personnel’s efficiency and effectiveness, but are not essential to AIA Subscription delivery. If a
force majeure event makes working onsite impossible or inadvisable, then Mandiant personnel who have been working
onsite will be entitled to work remotely until the force majeure event has passed.
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Where Mandiant personnel performs Subscription Services onsite at Customer’s premises, if any factor outside Mandiant’s
control, including those caused by Customer or Customer requirements (such as requirements to refrain from operating
technology during specific times), causes delays in implementing technology needed for Mandiant to perform the
Subscription Services or cause delivery of Subscription Services to take longer than expected, then Customer will be
invoiced for applicable fees for the period of any such delays.

The Customer may review and comment regarding the qualifications of Mandiant staff enabling AIA Subscription Services;
however, the placement or hiring of any candidate is the right of Mandiant alone.

Mandiant uses a (40) hour billable work week as its standard, with approximately 30% of Mandiant personnel time spent
coordinating with Mandiant’s Intelligence Team. Onsite Subscription Services are generally delivered over a four day, (10)
hours/day work week, Monday through Thursday, unless otherwise mutually agreed. At Mandiant’s sole discretion our
personnel may elect to incur greater than 40 hours in a work week.

The Customer recognizes that during the lifecycle of the contract, there may be a need to replace any Mandiant personnel
providing Subscription Services for personal or professional reasons. Mandiant will provide the Customer advanced notice,
if possible, of any such replacements.

8 Related Solutions

The Mandiant Intelligence solutions detailed in this section are often used in conjunction with Advanced Intelligence
Access.

For full details on each, see their respective Service Descriptions, available upon request.

8.1 Mandiant Advantage Platform: Content Subscriptions

Mandiant Advantage platform subscriptions such as Security Operations and Fusion provide customers with continuous
access to proactive intelligence on the threat landscape and threat context on security issues customers encounter.
Customers can access finished intelligence via the Mandiant Advantage portal and directly integrate the Mandiant
Advantage APl into their operating environments.

8.2 Applied Intelligence

Mandiant’s Applied Intelligence services are annual subscriptions that provide threat insights to your organization’s leaders
and cyber defenders to help you make informed data-driven business and security decisions. Delivered by an Intelligence
subject matter expert (SME) with extended access to Mandiant threat data, and technology, analysts produce strategic,
operational, and technical intelligence to meet your specific needs.

All Applied Intelligence offerings are standalone services that not only complement one another when paired together but
can be combined with a Mandiant Advantage subscription to create a robust, comprehensive solution. Along with
Advanced Intelligence Access, Applied Intelligence offerings include On-Demand Intelligence Access and Proactive
Intelligence Access. The tables on the following page describe and compare the available offerings.
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9 Terms and Conditions

Mandiant Threat Intelligence subscriptions are governed by this Service Description and the terms found at
www.mandiant.com/company/legal. This Service Description may be updated from time to time, and Mandiant will post
the most current version within our Support Portal Knowledgebase.

©2022 Mandiant, Inc. All rights reserved. Mandiant is a registered trademark of Mandiant, Inc. All other
brands, products, or service names are or may be trademarks or service marks of their respective owners. M A N D I A N T
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