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1 Service Overview and Objectives

This Service Description describes the services, entitlements, delivery, and onboarding provided to customers subscribing to
Mandiant Threat Intelligence subscriptions. Subscriptions deliver expert analysis supported by data from globally deployed
detection technologies, 10+ years of incident response experience, and continuous adversary monitoring. The following
subscriptions are available:

1. Fusion
2. Security Operations
3. Vulnerability
4. Digital Threat Monitoring

2 Fusion

Provides full access to all available Mandiant Threat Intelligence, delivering analysis and visibility into ongoing, past, and
predictive threat activity. Includes: Security Operations, Vulnerability, Cyber Crime Intelligence, Cyber Espionage
Intelligence, Strategic Intelligence, Cyber Physical Intelligence, as well as intelligence related to adversary Information
Operations. Fusion also includes access to a Mandiant Digital Threat Monitoring subscription.

Fusion Includes:

e Technical analysis of malware and malicious tools

e Indicators with context on associated actors and malware

e Predictive analysis of social engineering tactics likely to be used

e Context on suspicious network activity seen in Industrial Control System (ICS) environments

e Expert perspectives and research related to ICS and cyber-physical threats and vulnerabilities

e Analysis related to emerging or ongoing threat events for awareness and investigation

e Analysis and attribution of malicious actors’ operations, tactics, techniques, and procedures

e In-depth assessment of key malicious tactics and activities, including information operations

e Analysis of notable threat developments across industries and regions related to actors and malware
e Data driven trending intelligence surfacing data on actors, nation-states, malware, and vulnerabilities
e Research Tools enabling customers to research the open, deep, and dark web for various use cases

e Ongoing analysis of threat trends related to actors, industries, regions, vulnerabilities, and malware

e Latest threat details, MITRE ATT&CK mappings, graphs and indicators for actors, nation-states, malware, and
vulnerabilities
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3 Security operations

This subscription is aligned to the needs of a Security Operations Center (SOC), and with common use cases related to
monitoring and detection of cyber threats. It provides access to finished intelligence reporting and threat data relevant to
those use cases, pertaining to adversary tactics, techniques, and procedures. Intelligence and threat data are made
available via the Mandiant Advantage platform as well as our API that returns structured data in various formats such as
STIX and a simplified JSON format.

Security Operations Includes:

e Threat actor identification and overviews

e Attack patterns commonly associated with both actors and malware

e Near real-time trending data on adversary behavior, attacks and other threat activity

e |dentification and details of malware, malware families, and malicious tools used by threat actors

e Indicators of compromise and other observables (both proprietary and open source), along with associated actors
and malware

4 Vulnerability

Provides access to Mandiant Threat Intelligence reporting and near real-time intelligence related to vulnerabilities and their
exploitation.

Vulnerability Includes:

e Near real-time trending intelligence on vulnerabilities

e Vulnerability analysis and risk assessments per vulnerability

e Top trending vulnerability and relevant intelligence reporting

e Severity assessments, including exploit ratings, risk ratings, zero day and in the wild activity

e Assessments on the current threat landscape, as well as how a vulnerability can be mitigated

o Weekly and monthly reports on trends and observations from vulnerability and threat landscapes

e Aggregated data from both common open-source websites, such as the National Vulnerability Database (NVD), as
well as proprietary information unique to Mandiant Solutions

e Vulnerability is available as an add-on subscription for Freemium and SecOps customers.

5 Digital Threat Monitoring

Provides enhanced situational awareness on an organization’s digital footprint to help identify breaches, exposures, and
digital threats across the open, deep and dark web. Offered as a standalone subscription, Managed Service, or a Digital
Threat Assessment delivered as a one-time report after 30 days of monitoring.

Digital Threat Monitoring Includes:

e Digital reconnaissance tailored to your organization’s key interests

e Early warning that adversaries are mentioning or targeting your company or data

e Latest release updates to our reconnaissance technologies, services, and dashboard features

e Access to an Alerts Dashboard that enables a series of actions to help monitor and tune alerting

e Alerting when your company or data have been exposed or compromised, delivered continuously
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e Research Tools enabling customers to research the open, deep, and dark web for various use cases

e Near real-time collections and threat alerting to help clients understand their digital threat profile

5.1 Digital Threat Monitoring: Managed Service

e Executed with the same entitlements and automated web reconnaissance technology as Digital Threat Monitoring,
with the addition of Mandiant Analysts managing client keyword profiles and assessing threats associated with an
organization’s digital footprint across the web on a regular basis.

e A dedicated Mandiant Analyst will be assigned to the subscribing customer. Customers may appoint a lead contact

for the Mandiant analyst but are not limited to just one contact. The analyst will monitor and analyze the customer
profile and threat alerting, managing the evolution of a client’s keyword profile to maximize effectiveness.

e Mandiant’s objective is to proactively review, triage, and tune incoming Threat Alerts on behalf of the customer,
conducting proactive Investigations where needed, and informing clients of any findings we consider “urgent” as
soon as possible upon discovery. Mandiant will determine, in its discretion, whether and to what extent to
investigate alerting.

e Monthly identified threat summaries and trend reporting will be provided to customers, as well as monthly touch
point meetings to review deliverables, gather feedback, discuss threats, and new client business, initiatives, or
incidents that could affect their threat landscape.

e Onboarding and areas of concentration include:

o Kick-off calls occurring within about one week of the subscription start date establishing the framework for
executing an effective monitoring program that identifies likely client threats.
o Proactive reviews of client DTM threat alerting daily during regular business hours.
o Proactive investigations on any threat alerts the analyst deems suspicious or concerning.
o Where analysts initiate an investigation, generally that analysis will be provided to the client within 48 business
hours, depending on the nature of the identified threat.
o The analyst will provide a monthly summary/rollup report which provides an overview of the most critical alerts
and investigations, possibly to include trends from month to month.
o The analyst will work with the client to customize the monthly report if needed.
o Monthly meetings with the client to acquire feedback and discuss the deliverables, as well as explore whether
any new keywords are needed, will recur.
o Any notable changes in the client’s business that would require keyword updates, e.g., new executives, new
business initiatives, M&As, etc. can be addressed as needed.
o The analyst will provide customer with adequate notification of upcoming leave and set expectations with
regards to:
= Contact details for emergency point-of-contact (POC) or other Mandiant POC for the duration of leave,
such an alternate Mandiant Analyst, the Analyst’s team email distro, and/or other appropriate
representative.
= |f and when regular deliverables (e.g. monthly report and/or meeting) will be delivered during the
analyst’s leave.

5.2 Digital Threat Assessments

e Executed with the same automated web reconnaissance technology as Digital Threat Monitoring subscriptions,
Mandiant Analysts assess threats associated with an organization’s digital footprint across the web and deliver a
point-in-time assessment conducted over 30 days via one report.
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e Mandiant’s objective is to identify and provide any findings we consider "urgent" to the customer in raw form as
soon as possible upon discovery.

e Scheduling of Digital Threat Assessments need a lead time of 2-3 weeks, with total turnaround time between 45-60
days. Response to initial requests will occur within 2-3 business days.

¢ Includes three, thirty-minute customer meetings and the delivery of a final report / briefing:
o 1st Consultation: Initial meeting to acquire keywords and establish expectations
o  2nd Consultation: Mid-point check to inform on progress and answer any questions

o 3rd Consultation: Final meeting to present the final report and answer any questions

6 Delivery and Supporting Entitlements

All Mandiant Threat Intelligence subscriptions include the following delivery and supporting entitlements:

6.1 Mandiant Advantage Platform

All users will be provided access to the latest intelligence data and reporting according to the Subscription purchased,
including data-driven dashboards displaying trends on actors, malware, vulnerabilities, industries, and regions. Users can
consume finished intelligence reporting mapped to their access level, search or pivot within our intelligence holdings,
analyze domains, IPs, or hashes, and download indicators of compromise (I0Cs). Users can also share content from within
the platform with other users within their organization.

6.2 Browser Plug-In

The Mandiant Advantage browser plug-In is available for install on Google Chrome and Firefox. The browser plug-In enables
users to automatically scan web pages for technical indicators, identifies related intelligence, and provides the ability to
pivot to entitled intelligence reporting and data within the intelligence platform.

6.3 Intelligence API

The latest version of our Intelligence Application Programming Interface (API) provides machine-to-machine integration
with Mandiant’s contextually rich threat intelligence. The Intel APl provides access to subscribed intelligence content
through a suite of APl endpoints.

6.4 Indicators

Indicators are provided to customers via the above delivery solutions and are gathered from multiple proprietary and public
(open) sources. The format of the indicators depends on the way they are accessed by the customer, although the ability to
search and retrieve indicators in multiple structured data formats is considered a fundamental feature of all subscriptions.

Indicators can be associated or grouped with finished intelligence reports, or may be provided without related reporting,
analysis, or context. Volume and frequency of indicator publication also varies over time. Conditions for publication of
indicators are determined by the sources and methods employed by Mandiant, and subject to the confidentiality, integrity
and availability of various data sources and information. Various types of indicators are available to customers. See the
latest Structured Threat Information Expression (STIX) specifications for a complete listing of indicator types and attack
patterns.

6.5 News Analysis

Intelligence analysis on the latest cyber news events, including Mandiant’s judgment on accuracy, provided Monday
through Friday.



SERVICE DESCRIPTION: INTELLIGENCE SUBSCRIPTIONS

6.6 Email Notifications

All users will be enabled with setting email notifications to customize the scope and cadence of notifications about
subscription intelligence.

6.7 Quarterly Intelligence Briefings

Mandiant Intelligence Analysts will deliver subscribers an Intelligence briefing covering security developments and topics of
assessed high significance or high interest over the past quarter.

6.8 Support Services

Intelligence onboarding and provisioning support is included with all subscriptions (see below section).

6.9 Mandiant Advantage Free

Users will be enabled with limited access to subscriptions content and features for experiencing, previewing, and testing
our Intelligence offerings.

7 Provisioning, On-Boarding and Support

Mandiant Threat Intelligence subscriptions begin shortly after Mandiant receives an Order. When the Order is accepted,
you will receive a Welcome Email for the Subscription(s) you purchased, which includes steps to log into the Mandiant
Advantage platform, important links to enablement and APl documentation, integrations available for purchased Mandiant
Solutions, support contacts, and how to obtain APl keys or add platform users.

Account reps will collect user provisioning details for the Mandiant Advantage platform upfront, and Customer Support will
provision initial Customer users to the Mandiant Advantage platform. Basic Customer Success is included with all Mandiant
Advantage product purchases, providing the following services:

e Enable streamlined account provisioning and subscription walkthrough

e Support for customer trouble shooting and informed product consumption via access to Customer Support Portal
and Knowledge Base

8 Customer Obligations

Customers are responsible for:

e Integrating third-party products with the Intelligence API

e Alerting Mandiant to any functional issues for troubleshooting

¢ Identifying what users to provision to the intelligence platform

e Understanding the provided enablement documentation on subscriptions acquired

e Contacting Customer Support for provisioning changes

9 Out-of-Scope

The services described above encompass the Mandiant Threat Intelligence subscriptions offerings for Fusion, Security
Operations, Vulnerability, and Digital Threat Monitoring. Anything not included within this Service Description is out-of-
scope of these Mandiant Threat Intelligence solutions.
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10

Terms and Conditions

Mandiant Threat Intelligence subscriptions are governed by this Service Description and the terms found at
www.mandiant.com/company/legal. This Service Description may be updated from time to time, and Mandiant will post

the most current version within our Support Portal Knowledgebase.

10.1

Glossary of Terms

10.1.1 Digital Threat Monitoring

Keywords: Term or phrase of customer interest, such as products or services, domains or IPs, VIP names or brand
names, to be searched against by Mandiant’s propriety web scraping technologies enabled by additional filtering
options.

Threat Alerts: Alerts generated as output from customer keyword queries made accessible through the FIP Alerts
Dashboard, to include the following Alert Types

Investigations: Alerts flagged by customers for further assessment by Mandiant Intelligence Analysts to include
additional contextual intelligence, analyst insights, and any related finished intelligence to provide customers with a
deeper level of understanding regarding a Threat Alert.

Keyword Management: Mandiant’s customer focused feature enabling client management of their own keywords
and queries, to include individual keyword uploads and bulk uploads.

“Unlimited” Keywords: Any submissions over 15K keywords may require additional coordination.

Severity: The relative degree of danger represented by a Threat Alert. Automated calculation is based on content
classification to include a range of: Critical, High, Medium, Low.

Sources: Our collection covers the open and dark web, primarily targeting sites used for communication by
malicious actors. This includes underground marketplaces, forums, paste sites.

Web Reconnaissance Technology: Our automated web reconnaissance technologies match customer keywords and
queries against numerous sources of interest in near real-time, identifying items of possible concern for further
evaluation to enable client understanding and mitigation. To collect content from web sites, we have a distributed
scraping system using real web browsers. User behavior on the target sites is emulated by browsing playbooks
tailored to the specific type of site.

10.1.2 Legacy Subscription References

The following terms describe Intel Subscription entitlements for purchases prior to September 1, 2020.

“Fusion Intelligence” means an Intelligence Subscription that provides situational awareness through analysis into
ongoing, past, and predictive threat activity, and includes all intelligence reporting from Cyber Crime Intelligence,

Cyber Espionage Intelligence, Operational Intelligence, as well as intelligence related to critical infrastructure and

hacktivism.

“Operational Intelligence” means an Intelligence Subscription that provides alert prioritization, enabled through
access to Mandiant’s full library of malware reports, actor overviews and indicator reporting.

“Strategic Intelligence” means an Intelligence Subscription that provides organizational risks conveyed to decision
makers for better informed security investment and strategy, and includes intelligence analysis on industries,
regions, and threats targeting enterprise networks.

“Cyber Crime Intelligence” means an Intelligence Subscription that provides intelligence and technical analysis
enabling Customer to provide improved responses to abuses of computer systems, cyber-crime operations, and the
targeting of victims’ money, goods, or services.


http://www.mandiant.com/company/legal
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e “Cyber Espionage Intelligence” means an Intelligence Subscription that provides intelligence analysis concentrating
on adversaries that target corporate and government entities to collect information for strategic advantage.

e “Cyber Physical Intelligence” means an Intelligence Subscription that provides intelligence analysis concentrating on
critical infrastructure.

e "Digital Threat Monitoring Advanced” or “DTMA” means an Intelligence Subscription that provides ongoing
monitoring of Keywords to uncover evidence of threat actor activity related to these Keywords. The stand-alone
DTMA Subscription also allows the Customer to request up to ten (10) DTM Investigations per ninety-day period.

o “Digital Threat Monitoring Enterprise” or “DTME” means an Intelligence Subscription that provides ongoing
monitoring of Keywords to uncover evidence of threat actor activity related to these Keywords. The stand-alone
DTME Subscription also allows the Customer to request up to twenty (20) investigations per ninety-day period
related to raw threat alerts that are reported through the DTME Subscription (“DTM Investigations”).

e “DTM Investigations” are investigations related to raw threat alerts that are reported through a DTM Subscription.
DTM Investigations must be used in the ninety-day period in which they’re allocated; they do not roll over into
subsequent ninety-day periods. Mandiant will deliver reports summarizing DTM Investigation findings to Customer
via FIP. These reports, alerts and summaries are “Content” as defined herein.

¢ “Intelligence for Executives” means an Intelligence Subscription that provides access to a weekly, regularly scheduled
(except on holidays) briefing via phone conference of timely intelligence topics.

e “Intelligence Subscription(s)” means the Mandiant Threat Intelligence subscription(s) purchased by Customer as
described on the applicable Order, including all Content, Access Methods, Analysis Tools and Mandiant News
Analysis available with the Intelligence Subscription purchased.

e “Intelligence Suite — Advanced” means an Intelligence Subscription that provides the following: i) Operational
Intelligence; ii) Vulnerability Intelligence; iii) Intelligence for Executives; iv) access to operational Indicators; v) Digital
Threat Monitoring — Advanced; and vi) up to eight (8) Analyst Access requests per Subscription year (two per ninety-
day period).

e “Intelligence Suite — Enterprise” means an Intelligence Subscription that provides the following: i) Fusion Intelligence;
ii) Vulnerability Intelligence; iii) Strategic Intelligence; iv) Intelligence for Executives; v) access to all available
Indicators; vi) Digital Threat Monitoring — Enterprise; and vii) up to sixteen (16) Analyst Access requests per
Subscription year (four per ninety-day period).

¢ “Intelligence Suite — Standard” means an Intelligence Subscription that provides the following: i) weekly vulnerability
exploitation reports; ii) industry intelligence quarterly reports; iii) access to operational Indicators; iv) Digital Threat
Monitoring — Standard; and v) up to four (4) Analyst Access requests per Subscription year (one per ninety-day
period).

©2021 Mandiant, Inc. All rights reserved. Mandiant is a registered trademark of Mandiant, Inc. All other brands, N A N D I A N T
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