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Presenter Notes
Presentation Notes
Reference: AFI 32-1001 Figure 1.1. Operations Flight Structure
AFI 32-1001 Par 1.7.4. Staff the operations engineering element to include a civil, mechanical, and electrical engineer. (T-2). Additionally, the element will include technicians from CEOHS, CEOHP, CEOIU, CEOIH, and CEOF. (T-3).

Reference AFI38-101 Figure 26.25 Civil Engineer Squadron Structure
26.25.1. Civil Engineer Squadron (CE) Functions and Responsibilities. Establish, operate, sustain, and protect installations as power projection platforms that enable Air Force and other supported commander core capabilities through engineering and emergency response services across the full mission spectrum.
26.25.2. Engineering Flight (CEN). Responsible for portfolio optimization, community planning, environmental planning, program development, energy, design and construction management, Installation Geospatial Information and Service and Comprehensive Asset Management Plan integration. Provides project management to include design, contract execution, and Simplified Acquisition of Base Engineer Requirements contracts. Also provides installation mapping, facility floor plan maintenance, and civil engineer record drawing management.
26.25.5. Installation Management Flight (CEI). Provides oversight and management of financial management support, information technology management, and force support for the squadron. Provides oversight and management of real property, cultural and natural resources, environmental compliance, and hazardous waste management. Also provides housing, dormitory, and furnishing management.
26.25.6. Operations Flight (CEO). Provides oversight and management of facility and infrastructure operations, maintenance and repair, material control, customer service, services contract management, and operations engineering functions. Responsible for transportation and utilities Activity Management Plan management.
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Hangar fire suppression HEF/AFFF to sprinkler
transition program per SAF Sundown guidance

30 Sep 26 — Phase 3 Complete - No Hangar Foam Suppression in use &
sprinklers projects awarded

31 Sep 26 — (NGB A4 Goal): FY26 Remaining AFFF Hangars projects awarded for phase 3

31 Sep 25 - Established Deadline: 18 FY25 AFFF Hangars projects awarded for phase 3

31 Sep 24 - Phase 2 Complete - Remove all AFFF Via Central Contract (Goal)

Jul 23 — Centralized remediation begins (Phase 2 effort)

31 Sep 23 - (NGB A4 Goal): 10 FY23 AFFF Hangars projects awarded for phase 3

____________ :_l_J_a_n_ _2_3__—_!':‘t_1ase 1 Complete - Lockout Tagout of Hangar Foam Suppression Systems - NDAA Compliant

1 Oct 22 — Begin Risk Assessments for installations with no sprinkler protection for post- ;)-h-a_s_e_ _1_<;E>_e_r;1;|-o_r; _________________
Oct 22 — AFCEC Finalizes MFRs, NGB Issue guidance to Field

27 Sep 22 — Provide AFCEC estimates for potential central contract (Phase 2 effort) & Prebrief installations (Phase 1-3)
27 Jun 22 — Begin Program/Prioritize AFFF/HEF Projects for Phase 3

7 Jul 2021 — SAF/IE — Completes “Assessment of Risks with Respect to Options for Replacing Fluorinated Aqueous Film Forming Foam (AFFF)
Fire Suppression Systems in Department of Defense Facilities

20 Dec 2019 - NDAA Mandated Discontinued Usage of AFFF in DOD by 31 Sep24 77777

LN Future event As of: 26 OCT 22

UNCLASSIFIED



UNCLASSIFIED

16 November 2021 Sundown Memo
Two-tier system;

Tier 1: Total loss of the facility/aircraft/assets
mission failure at the DoD, DAF, CCMD, or Sub-
Unified Command level (none in ANG)

Tier 2: all others

Tier 1 Authorized FSS: Ignitable Liquid
Drainage Floor Assembly (ILDFA),
Fluorine Free Foam (FFF), or High
Expansion Foam System (HEFS)
Tier 2: No New Foam or Foam to End of
Useful Life

- HEFS or LEFS

CAO: 19 Oct 2022

Fire Suppression- Status
R O O N

Revision
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June 2022 Revised Sundown Memo
Approval Pending

Lock Out Tag Out all foam systems (1 Jan 2023)
Meets NDAA 2020 intent-no foam
Saves $S over 2021 Sundown
Current sprinkler systems adequate
Three phase plan
Phase 1: Lock Out/Tag Out all foam
Phase 2: Remove/dispose all foam

Phase 3: Install sprinkler sys if none,
replace AFFF lines

-Install IR



Presenter Notes
Presentation Notes
Background
NDAA-20 Sect. 322, fluorinated aqueous film-forming foam (AFFF) may not be used at any military installation on or after 1 Oct 24
SAF/IE led a Joint Risk Assessment WRT Options for Replacing AFFF in DoD Facilities

SAF/IE Foam Fire Suppression System Sundown Policy signed 16 Nov 21
Two-tier system; Tier 1: Total loss of the facility, or the loss of the aircraft/assets serviced inside, would result in mission failure at the DoD, DAF, CCMD, or Sub-Unified Command level
Tier 1 Authorized FSS: Ignitable Liquid Drainage Floor Assembly* (ILDFA), Low Expansion Foam System (LEFS) containing an approved Fluorine Free Foam (FFF), or High Expansion Foam System (HEFS)
		*ILDFA preferred for new construction
SAF/IE is the approval authority for Tier 1 facility designation 
Tier 2: Automatic sprinkler system end state, HEFS or LEFS

REVISED Sundown memo
	Phase 1 (P1) (Complete by Jan 2023): 
Lock out tag out of all (AFFF & HEF) foam suppression systems.
Close Concentrate valve(s)
Close water supply valves to bladder tank and foam riser
Disable releasing solenoid (remove coil)
Remove start/abort or stop stations
Reprogram/rewire to disable associated tamper switches
Ensure all water features remain in full service.
Note:  P1 may leave AFFF hangars without fire suppression of any kind.  In that case, an Operational Risk Management must be executed in coordination with your wing commander.
 
P2 (Oct 2024): 
Remove and dispose all foam & single rinse of foam piping. This concentrate removal and disposal effort is currently anticipated to be a centralized effort similar to the 2017/2018 C-8 to C-6 conversion.  Which will not have to be locally programmed, contracted, or managed.
P3 (Oct 2026): 
Install sprinkler system if none exists or if existing piping contained AFFF.
Install IIIR detectors/alarm system if none exists
Projects that have been redesigned in the past year are not required to change under current guidance & previous designed sprinkler head flows are acceptable. 

The current hangar inventory is:
Hangars - 221
-23 Have projects in BID or CNS
-10 Will be reworked by FY23 projects
- 7 Demo or repurpose
-42 AFFF hangars -1,029,980 SF of foam coverage
--1 Has wet pipe sprinkler; Moffett 662 
--10 Foam/water wet systems (Sky Harbor & 9 AD)
--18 Foam/Water Preaction systems (2-C130J Carswell)
--13 Have no existing sprinkler system & require sprinkler system and IIIR flame detectors; Peoria B632 & B734, Louisville B510, Hector B217, Atlantic City B441, Reno B130, Toledo B124, Portland B250 & B255, Joe Foss B15 & 24, General Mitchell B208, Boise B148 (removal only).
                --12 located on AF installations & 2 on Navy installations
--Approx. 50K gals of concentrate
--28 Installations; 22 ANG, 5 AF, 1 Navy  
-135 HEF hangars
---2 have no sprinkler system or IIIR ; Barnes B27, Boise 155.
---25 have IIIR detectors & correct sprinkler systems
---108 need IIIR detectors installed, but correct sprinklers
---Approx. 63K gals of concentrate
---25 on AF installations & 2 on Navy installations
-1 Deluge Sprinkler system ; Scott AFB B5026
-3 Have no fire suppression; Selfridge Hangars 3 & 5, Atlantic City Hangar 246





Hangars - 221

-23 Projects in BID or CNS

-10 Reworked by FY23 projects

- 7 Demo or repurpose

-42 AFFF hangars -1,029,980 SF of foam coverage
--1 Has wet pipe sprinkler; Moffett 662

--10 Foam/water wet systems (Sky Harbor & 9 AD)
--18 Foam/Water Preaction systems (2-C130J Carswell)

--13 Have no existing sprinkler system & require sprinkler system and IIIR flame detectors; Peoria B632 &
B734, Louisville B510, Hector B217, Atlantic City B441, Reno B130, Toledo B124, Portland B250 & B255, Joe
Foss B15 & 24, General Mitchell B208, Boise B148 (removal only).

--12 located on AF installations & 2 on Navy installations
--Approx. 50K gals of concentrate
--28 Installations; 22 ANG, 5 AF, 1 Navy

-135 HEF hangars
---2 have no sprinkler system or IlIR ; Barnes B27, Boise 155.
---25 have IlIR detectors & correct sprinkler systems
---108 need IlIR detectors installed, but correct sprinklers
---Approx. 63K gals of concentrate
---25 on AF installations & 2 on Navy installations

-1 Deluge Sprinkler system ; Scott AFB B5026

CAO -3 Have no fire suppression; Selfridge Hangars 3 & 5, AtlaitiésCitifHangar 246
: 7
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CE Control Systems Cybersecurity
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Presenter Notes
Presentation Notes
Just like other DoD and DAF installations, Control systems are embedded into ANG installation infrastructure
Control System: Manual or automatic input results in an expected output
Includes how system component communicate – control system network
Potential to operate in an unexpected / unwanted manner
Historically – control systems were manual, non-IT systems run by Civil Engineers (CE)
Industry introduced automation/connectivity for efficiencies with minimal cybersecurity considerations
Industry standard / marketplace offerings continue to increase interconnectedness of control systems
ANG Installation Control Systems are used for:
Control HVAC in buildings – enable night set-backs / unoccupied setbacks to meet energy conservation mandates 
Notify the Fire Department of fire alarm activation in buildings across the installation to allow quick response to emergencies
Raise & Lower Aircraft Arresting System Cables on the shared commercial runways
Control systems not centrally acquired, managed, or maintained
Control Systems cybersecurity vulnerabilities are now recognized as a potential risk to mission
Control Systems Operational Technology (OT) have fundamentally different protocols, requirements, security controls, and defensive cyber challenges than IT
The Civil Engineering Control Systems Cybersecurity Section was recently stood up at the Air National Guard Civil Engineering Technical Services Center (CETSC) to support installation staff in mitigating cybersecurity risk to control systems and manage risk under the Risk Management Framework (RMF) pertaining to control systems.
ANG CE CS Cybersecurity Efforts
CE CS Inventory
What we have and where
Cyber Risk Management 
Risk Management Framework (RMF)
Civil Engineering Control Systems (CE CS) require authorization per Risk Management Framework (RMF)
Network Security
CE-COINv2 Deployment, CE-COINv2 is the DAF enterprise solution to segment the CE CS network from the IT (AFNET) network
Workforce Development
CETSC Centralized support to ANG CE Squadrons
ANG Base-level CE Staff doesn’t have resources or skillset
CETSC helps fill the RMF roles needed to achieve authorization under RMF
In the next slide we will review some of our recent efforts to enhance CE CS cybersecurity to ensure ANG missions are supported. 



2026 & Beyond: Ongoing management

Aug 2026: RMF applied to all ANG CE CS

Aug 2025: COINv2 at all ANG sites

Dec 2024: 100% of Base inventories populated in Inventory Tool

Nov 2023: COINv2 extended from host site at 13 ANG sites (1B1N dependent)

Aug 2023: Next AFCEC support contract awarded for COINv2 at remaining 63 ANG sites

Mar 2023: CS system owners clarified. List developed of CE CS requiring cybersecurity updates.

Jan 2023: COINv2 activated and detailed inventory data populated for 17 ANG sites

Dec 2022: Review high-level inventory data & develop screening criteria to determine systems requiring upgrades

Aug 2022: AFCEC CE CS Support Contract OY4 start for inventory data collection at 32 ANG sites

Dec 2021: ANG Co-Located review - additional 13 ANG Sites identified to have COINv2 extended from host site
Aug 2021: AFCEC CE CS Support Contract OY3 start deploy CE-COINv2 & compile detailed inventory at 17 ANG sites
Oct 2020: CETSC CE CS Cybersecurity Section stood up — transition of CETSC resources to meet needs of the field

Jan 2020: ANG high-level CE CS inventory collection completed. Data compiled in MS Access Database. 3 | Completed event

Jan 2018: Process initiated to compile high-level ANG CE CS inventory with CETSC contracted REMs. Data compiled in MS Access Database. Flfurelevent

Milestone
UNCLASSIFIED

= XN
Feb 2017: AFGM2017-32-01 Civil Engineer Control Systems (CE CS) Cybersecurity — policy issued outlining requirements . _
9

As of: 20 Oct 22



Presenter Notes
Presentation Notes
Acronyms:
AFCEC = Air Force Civil Engineer Center
CE CS = Civil Engineering Control System
CETSC = Civil Engineering Technical Services Center
COINv2 = Community of Interest Network (Segmented network environment for CE CS)
GDIT = General Dynamics Information Technology (AFCEC’s support contractor)
OSR = On-Site Rep (GDIT employee providing CE CS Cybersecurity Support)
REM = Resource Efficiency Manager (CETSC contracted installation energy support service provider)
RMF = Risk Management Framework
Notes:
Effort may also involve the some use the CETSC Resource Efficiency Manager (REM) services contract.
CE-DASH CE CS Inventory Tool
https://usaf.dps.mil/teams/CEDASH/CECSInventory/Module/home.aspx?page=Home
References / Requirements:
DoDI 8500.01 Cybersecurity
All DoD IT will be assigned to, and governed by, a DoD Component cybersecurity program that manages risk commensurate with the importance of supported missions and the value of potentially affected information or assets.
DoDI 8510.01, Risk Management Framework (RMF) for DoD Information Technology (IT)
3.b. DoD Platform Information Technology (PIT) will transition to the Risk Management Framework (RMF)
AFI 17-101 Risk Management Framework (RMF) for Department of the Air Force Information Technology (IT)
1.2.5 Unit responsible for ownership or operation of the IT shall assign duties for the minimum RMF relevant roles required to comply with RMF. The duties shall include the roles and responsibilities for reporting, oversight, and risk management to the AF.
AFI 17-130 Cybersecurity Program Management
3. Cybersecurity Framework: Identify, Protect, Detect, Respond, Recover
DAFGM2022-32-01 Civil Engineer Control Systems Cybersecurity
https://static.e-publishing.af.mil/production/1/af_a4/publication/dafgm2022-32-01/dafgm2022-32-01.pdf
1.2.5. CE CS Airfield Control Systems Cybersecurity (AAS / ALCS / etc.)
2.9 System Owner (SO)
2.10 Information System Security Manager (ISSM) - develop and maintain cybersecurity program
3.1 Control Systems Inventory: Maintain visibility on ANG CE CS inventory
Department of the Air Force Strategic Plan for Control Systems
Prioritization & Visibility: Understand CE CS mission interdependencies.
Life Cycle Resilience
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RMF Example
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Example:
Need network monitoring
for unwanted outside
connections

Example:
Need lock
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Presenter Notes
Presentation Notes
Let's step through an example RMF We will look at 2 aspects. Physical security of the cyber system, and cyber security
The CECS needs to be physically secure from interference
The CECS needs to have virtual security in place to prevent, detect, and report incidents
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Questions
BT 2B EEEEE

Michael (Mike) Hinrichsen
*NGB/A40C

michael.hinrichsen.1@us.af.mil

Have a question and don't know who at CETSC to contact?

CETSC Org Box: NGBA70C.A40C.CETSCWorkflow@us.af.mil
CETSC SharePoint: https://intelshare.intelink.gov/sites/ngba4/SitePages/BranchA40.aspx?Branch=37

UNCLASSIFIED
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