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Service Overview and Objectives

A threat briefing or threat report is created based on the customer’s requested topic of interest.
Common types of projects requested include:

2

e An executive briefing on cyber trends relevant to the customer

e A briefing on threat actor intrusion scenarios, usually complementing a tabletop or purple
team exercise.

e Adeep dive into a particular threat vector, threat actor, or country’s cyber environment.

e A profile of a dark web actor, to include their selectors, associates, capability and credibility
assessments, activity timelines, and attribution if known.

e An analysis of the cyber threats against the customer’s industry and region. (For a report that
also assesses other organization-specific threats, see Cyber Threat Profile.)

Service Activities and Details

Activities performed will include:

2.1 Scoping

If Customer desires, Mandiant will facilitate one scoping session with the customer, to run up to one
hour, to aid in customizing the intelligence deliverables to the customer’s requirements. The
meeting introduces the members of the Mandiant Intelligence delivery team to the customer
counterparts and will serve to validate the primary point(s) of contact, establish a formal delivery
timeline, describe the approach and objectives of each task and activity, as well as coordinate any
administrative or logistical requirements. Mandiant threat intelligence analysts will spend up to 40
hours on the preparation and production of the briefing deck or report.

2.2 Research & Analysis

Based on the topic as defined in the scoping call discussion, Mandiant will begin its research drawing
from Mandiant Threat Intelligence holdings and open sources.

2.3 Deliverable

Mandiant will provide a deliverable in either of the following forms as requested by the customer:
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e An intelligence report is provided to requesting party as a PDF Report. Within two weeks of
the delivery of the report, the customer will have an opportunity to ask any clarifying
guestions about the report. No substantive change requests will be entertained.

e Anintelligence briefing deck is provided to requesting party as a PowerPoint (PPT) deck. The
targeted briefing delivery time will be one hour or less, to include time for questions. A
Mandiant briefer will either deliver an oral presentation remotely or provide customer with
detailed, word-for-word talking points, depending on the customer’s preference. If the
Customer desires, Mandiant can send a draft PDF of the slides to the Customer in advance of
the briefing for review and feedback.

3 Provisioning

e Mandiant will work with the customer to define the specific delivery schedule that is convenient to both
parties. A minimum of 30 days is required between scoping call and deliverable. Mandiant will use
remote resources to deliver this engagement.

4 Customer Obligations

Customers are responsible for:

Understanding the provided enablement documentation on services acquired
Attending a scoping call to clarify objectives, scope, and logistics of the deliverable.

Responding to clarifying questions the Mandiant analyst might have during research and analysis.

5 Terms and Conditions

Mandiant Threat Intelligence subscriptions are governed by this Service Description and the terms
found at www.mandiant.com/company/legal. This Service Description may be updated from time
to time, and Mandiant will post the most current version within our Support Portal Knowledgebase.

MANDIANT PROPRIETARY AND CONFIDENTIAL 4


http://www.mandiant.com/company/legal

SERVICE DESCRIPTION: CUSTOM THREAT INTELLIGENCE

[This Page is Intentionally Left Blank]

©2021 Mandiant, Inc. All rights reserved. Mandiant is a registered trademark of Mandiant, Inc. All other brands, products, or
service names are or may be trademarks or service marks of their respective owners.





