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FICAM Configuration Guide

HID pivCLASS for OnGuard

The instructions in this document are provided to assist you in configuring a FICAM-compliant

solution using either an HID® pivCLASS® Authentication Module (PAM) or Embedded Authentication
for HID with the LNL-4420 (LNL-X4420) Intelligent Dual Reader Controller.

Other FICAM-Compliant Systems Integrated in OnGuard
Instructions are also included to assist you in configuring these additonal Embedded Authentication
solutions:

* TIEntryPoint with the LNL-4420 (LNL-X4420) Intelligent Dual Reader Controller
e Validation Agent with the LNL-X4420 Intelligent Dual Reader Controller

Note: This document is intended as a help guide only, and is not official documentation from
LenelS2. For any questions, follow your standard method of technical support.

pivCLASS PACS SERVICE
* Configure the pivCLASS PACS Service on page 4
* Configure a PAM in the PACS Service on page 13
* Use pivCLASS Registration Workstation to Enroll Credentials on page 16
PAM DEVICE
* Set PAM to Default [P Address on page 17
¢ Set PAM to New IP Address on page 18
* Verify New [P Address on PAM Web Page on page 19
OnGuard
* Configure OnGuard to Work with a PAM Device on page 20
* LNL-3300-M5 Setup Information on page 26
* Configure HID Embedded Authentication on page 27
* Configure EntryPoint Embedded Authentication on page 35
- EntryPoint Card Registration on page 40
* Configure Validation Agent Embedded Authentication on page 43

FIPS 201 Hardware Requirements

* For PAM devices with firmware 5.9.xx or later: LNL-2220/LNL-X2220, LNL-3300/LNL-3300 with
downstream reader modules
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* For Embedded Authentication functionality:

Controller
enabled for HID
embedded
authentication Firmware Supported readers
LNL-4420 1.275 or later Onboard readers
LNL-1320 Series 3, LNL-1300 Series 3, and LNL-1300e readers
LNL-X4420 1.275 or later Onboard readers
LNL-1320 Series 3, LNL-1300 Series 3, and LNL-1300e readers
LNL-1324e (Requires OnGuard 7.6 or later)

Prerequisites

The following applications need to be installed:

- OnGuard (See Compatibility Charts to determine which versions of OnGuard are
recommended for compliance.)

- pivCLASSPACServiceOnGuard.msi Available at http: //www.pivcheck.com/lenel
Authentication is required to connect to the pivcheck website. HID Global issues the login
credentials to you when your order is submitted. Note: Refer to the Approved Product List

(APL) published by the Government Services Administration (GSA) to determine which

version of the pivCLASS software is approved with each version of OnGuard.
e HID FIPS_201_SDK The HID FIPS 201 SDK license is required for OnGuard enrollment. Runs
pivCLASS in the background.
* LenelS2 licenses: With DataCondulT being phased out, a new license (SWG-1550-1) has been

created. This combines the legacy SWG-1550 and SWG-1140 licenses into one license and
becomes the new requirement moving forward.

- SWG-1550-1 FIPS 201 Credential Management - Enables support for integrated enrollment
and authenticated reader management within OnGuard. FICAM Certified in conjunction with
HID pivCLASS and Technology Industries EntryPoint software and supported devices (sold
separately). This includes a special DataCondulT license specific to pivCLASS and EntryPoint.

-  SWG-AUTH-002 Max Number of FIPS-201 Authenticated Readers - Controls the number
of authenticated readers that can be configured in the OnGuard. Two (2) authenticated
readers per license.

* For Embedded Authentication: Add-On Auxiliary Module Firmware (These modules are posted
at the Partner Center on the LenelS2 Hardware Firmware Downloads page:
https://partnerlenel.com/downloads/hardware/0/firmware.)

- LNLAUXMOD_AAM.bin (The HID auxiliary module firmware file is required for the
Embedded Authentication solution.) Copy this file to the C:\Program Files (x86)\OnGuard
folder on the computer running Communication Server. To remove the HID auxiliary module
firmware from the panel, copy LNLAUXMOD_REMOEV_AAM.bin to the C:\Program Files
(x86)\OnGuard folder.

* Ports 1972,4242,8989,10100, 10200, and 11000 should be opened in the Windows Firewall.

Windows Firewall may be disabled but Network Discovery should be enabled (for non-production

environments). Note: This should be done for any ports used by your system.
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e OnGuard® Communication Server and Linkage Server are running.

e LSDataCondulT service is running. LSDataCondulT can be run by the Local System account. (This
is the default setting.)

e After the pivCLASS PACS Service is installed:

- Verify the pivCLASS PACS Service is running, and then configure it. (Open Windows services
from Control Panel > Administrative Tools > Services. Locate “pivCLASS PACS Service” in
the list. Right-click on the service, and then select Properties. On the Log On tab, select “This
account” and configure it the same as the LSDataCondulT service.)

- Modify the pivCLASS PACS Service to link to the Single Sign-On account.Single Sign-On must
be configured in OnGuard. (From System Administration, open the Directories folder from
the Administration menu, and then add a directory. In this example, name the directory
“Microsoft Active Directory”. Open the Users folder and link the OnGuard User to the
directory account that has permission to run OnGuard applications and the LSDataCondulT
service.)

- By default, the cardholder option for badge assignment is set to “Automatic”. However, for
pivCLASS to be able to import the card via DataCondulT, this option must be set to “Manual
Entry”. This can be done in System Administration at the system level or for each badge type.
(From the Administration menu, select Cardholder Options > Badge ID Allocation > 1D
Allocation or Badge Types > Badge ID Allocation > 1D Allocation.)

General Cardholder Options  Badae 1D Allocation | visits | Logieal Access | Cardholder Search Resuls Lists | Visitor Search Results Lists | Visit 54|

10 Allocation | 1D Ranges |

I Allow Edit of Badge D [™ Auto-Inerement lssue Code
FASCM Setlings
Agency: Field o fil with Agency Code:
System Field to il with System Code:
Field to il with Credentisl ID
Madity Help Close

* HID license with the following:
- pivCLASS license key
- FIPS SDK license key
- PAM in Panel license key

- (Optional) IDPublisher license key

* EA-LICENSE2: Two (2) reader Embedded Authentication licenses. HID pivCLASS licenses sold in
blocks of 2.

* Base HID pivCLASS Software:
- PVC-CM: pivCLASS Certificate Manager - Manages the certificates harvested for the

cardholder database. It checks and validates enrolled credentials across the Federal bridge.
One (1) per database. A second license is required for redundant PACS.
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- PVC-FXRDR: pivCLASS Fixed Reader Service - Allows the pivCLASS certificate data to be
pushed down to the access panels. One (1) per system.
* Enrollment Client: Use the HID pivCLASS SDK directly in OnGuard that runs pivCLASS in the
background or the pivCLASS Registration Workstation:

- PVC-API-RTL - Provides for integrated FIPS 201 enrollment into OnGuard using the HID
pivCLASS enrollment module. Used with the FIPS 201 Credential Management Integration.
One per enrollment workstation. The OnGuard/HID pivCLASS SDK allows enrollment to be
done in OnGuard as you would a normal cardholder. Uses pivCLASS registration validation
engine via the SDK - for integrated FIPS 201 enrollment into OnGuard using the HID
pivCLASS enrollment module. Used with the FIPS 201 Credential Management integration.
Typically, one license per workstation.

- PVCP-D/S-1400 - The pivCLASS Validation/Registration Workstation works through
pivCLASS. Does not include PACS interoperability. One (1) license per workstation.

Compatibility Charts

Compatibility charts of currently supported OnGuard versions and components are available on the
LenelS2 website: https://partnerlenel.com.
To access the OnGuard Compatibility Charts:

1. Sign in to the Partner Center, and then select Downloads.

2.  Choose product or service: OnGuard.

3.  Choose version: Select the version of OnGuard.

4.  Choose type of download: Compatibility Charts.

5.  Open the Third Party Application Compatibility Chart for HID pivCLASS Embedded FIPS-

201 Authentication support.
pivCLASS PACS SERVICE

Configure the pivCLASS PACS Service

Prerequisite: In order to install and activate a permanent software license, the System ID from the
pivCLASS PACS Service application needs to be registered with HID Global. Once this has been done,
the license key can be downloaded or manually entered for access to purchased options.

1.  Run pivClassPACSServiceOnGuard.msi and install the application.
2. Start the pivCLASS PACS Service application.
3.  Login. The default login credentials are User ID: adni n and Password: passwor d.

Click [Login].
Figure 1. pivCLASS PACS Service Administration
i HID Global pivﬁm Service Administration (admi
File Configuration Maintenance Reports  Help I
e 83 E (2]
Credential database summary Background job status
Active cards ]
Inactive {suspended) cards ] Credential database import Idle
Total cards ) Credential reregistration Idle
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4.  From the File menu, select License Information to open the License Manager. Copy the System
ID and provide it to HID Global technical support so it can be registered and associated with the
license. When you have the keys, copy and paste them into their corresponding fields or
download them if online.

License Manager
pivCLASS license
System D Copy
pivCLASS license key EFR4M-KEUTUN-CFELE-SXFDT
E xpiration date Mewer Expires
Licenzed components AuaditTrail
Certbdanager
Datalmport
FIPS201SDEK
IDPublisher
ReaderServices
Registration
‘Workstation
Reader Services SDK licensze
SDFK license key ETHAFZNUZMAZQ Licensed 16716
|DPublizher license
IDPublizher license key  SFESISECTVERT Licensed 1000
Cancel Download

Your purchased licenses should now display in Licensed components along with the number of
Licensed readers. When the license installation is complete, click [OK].
Note: With new multiple client systems, copy the System ID from each client.
5. Click [Yes] to confirm restarting the pivCLASS PACS Service.
6.  Add the OnGuard license and ensure the licenses are properly applied:
a. Connect to the OnGuard server via a browser.
b. Sign into License Administration with your Username and Password.

c. Choose View for an existing system, or Install for a new system, and then browse to the
license and apply it.

d. Click [Next], and then [Finish].
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e. Examine the license. The relevant licenses are listed in the Access Control section. From the
Configuration menu, select Edit Service Settings to open the Server Configuration
window.

Server Configuration
Application |Users | PACS | PACS [Cont ]| Certificate Validation| TwiC CCL Validation| Certficate Manager | Assurance Profiles| Reader Services|IDPublished
PACS Service paramelers
Server port AUmber
PACS Service TLS parameters
Enetypt communication using TLS
LS key C:\Program Files [+B6)\HID Global\pivCLASS PACS Servicetkeys\PACS Service. ph Browse..

TLS key password Generate...

MUiPACS server parameters

Enable MUliPACS connection

10100 Test Connectivity

Gieneral validation parameters
V| Enable credential validation when a ciedential is registered
/] Check for certificate, CRL, and TW/IC CCL updates every |24 | hours)

Use FASC-N as card identifier for federally issued PIV credentials

Credential database connection

Connection ype Firebird -

V| Store registered credential biometrics in the credential database.

Test... Migrate...

oK ][ cancel || Apply ]

7.  On the Application tab:
a. Make sure the Server port number is 10100. Should be the same in OnGuard.
b. Select Encrypt communication using TLS.
c. Enter the TLS key (path) and TLS key password.
d

Select all General validation parameters, and Check for certificate, CRL, and TWIC CCL
updates every 18 hours.

®

This requires a prerequisite to install a pivCLASS database instance

f. Prerequisite: Prior to performing this step, an instance of a pivCLASS database needs to be
installed.
Change Connection type from “Firebird” to “Microsoft SQL Server”. Then the other options
are shown. Select them and Single Sign-on. If any work was done in the Firebird database,
you need to [Migrate] it. Then [Test] it.

g. De-select Store registered credential biometrics in the credential database the first
time. Then, after installation, select it.
h. The following settings are optional depending on your system:
+ Enable Credential Validation When a Credential is Registered: Select this option to
validate credential registrations during registration.

e Store Registered Credential Biometrics in the Credential Database: Select to store
the fingerprint data in the credential database's Fingerprints table during credential
registration if the credential is registered using a contact interface, and the credential is
unlocked via successful PIN entry. Note: [f biometric storage is disabled on a system that
stored biometrics previously, the existing biometric templates are automatically deleted.

a. Click [Test] to verify the connection to the database is okay.
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8.  Onthe Users tab: Create a new user. Retain the default values. (“admin” will be added to the list

automatically.) Two (2) default User roles are available: Administrator and Operator. Familiarize
yourself with their roles.

Server Configuration
Application Users |PACS | PACS [Cont ]| Certificate Validation| TwiC CCL Validation| Certficate Manager| Assurance Profiles| Reader Services| IDPublisheq
Configured users
UserID Name Flole Fingerprints
admin Administrator Administrator o
User D Single SignOn Enabled
Hame
User role v
Password Administrator x
Verify password ®
Notes
i3 [ caee [ bk

9.

On the PACS tab where the connection to OnGuard is defined:

a. Browse to the folder where the pivCLASS PACS Service is installed by default:
C:\Program Files (x86)\HID Global\pivCLASS PACS Service\templates\
From here, select the template.xml file.

Server Canfiguration

| spplication| Users | PACS |PACS (Cont,)| Certifieate Yalidation| Tw/C CCL Yalidation| Certificate Manager| &sswance Profiles| Feader Services|IDPublishe]

PACS plugin parameters

PACS Lenel OnGuard
Template file I-:4Pragram Files (+88)\HID GlobahpivCLASS PACS Servicehtemplateshtemplate. sl Browse.
Properties
4 Server
Management path “AROCSERVERPC. qalab.lenel.comiyoot\OnGuard
4 Credentials
Usemame QALAB\Administrator
Password ssess
4 General
Suspended badge status Lost
Enable custom field import False

Custom field list [comma-defimited)

Management path

The M| managemant path for DataCondul T. Replace the ' with the remate hostname for iemote connections. Required. Default:
WAoot OnGuard

Validats configuration parameters ]

oK ][ cancel || Apply ]

Note: The default template.xml file is the generic connection to OnGuard. Typically, this one is

used but it can be modified.

b. Under Server:
Set the Management path as \\.\root\OnGuard. (Enter a dot “” if OnGuard and PACS
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service are installed on a same computer. Otherwise - instead of a dot, enter the full name of
the OnGuard server. Otherwise, change to the remote hostname of the DataCondulT service.
If remote, you need to sign in with your Username and Password. To [Validate
configuration parameters], DataCondulT needs to be running.)

c. Under Credentials:
If the PACS Service and OnGuard are installed on the same computer, leave Username and
Password blank.
If OnGuard is installed on a computer different than the PACS Service, enter the Username
and Password of the account used to log into that computer.

d. Under General:
Select “Lost” from the Suspended Badge Status drop-down.
Select “False” from the Enable custom field import drop-down, and then click [OK] to save
the settings.

e. Click [Validate Configuration Properties]. You should receive confirmation that “the plug-in
settings have been validated”.

10. On the PACS (Cont.) tab: Select all of the Data import parameters. Under Events: Select all of
the options to ensure all events are getting into OnGuard from pivCLASS.

Server Configuration
#pplication| Users | PACS | PACS [Cont) | Cenificate Yalidation| TwIC CCL Yalidation| Centficate Manager | Assurance Profiles | Fieader Services| 1D Publisher

Data import parameters

V| Impoirt credential information and assignments
V| Impart PACS credential status
Data Import schedule parameters
Run every Kl = | Minutes
Schedule automatically

User-defined time | 00:00

Events

<]

Send card validation events

<

Send card validation failed events

<]

Send reader message events

V| Send access granted message events

<

Send cradertial validation emar events

<]

Send credartial revoked events

<

Send credential activated events

|

Cancel | | Apply
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11. Configure Certificate Validation. (These settings vary depending on your requirements.)

Server Canfiguration

Application| Users | PACS [ PACS (Cont) Certiicate Validation | TwiE CCL Validation | Certifioate Manager | Asswiance Profiles| Freader Serviees| IDPublisher

General parameters

Enable certiicate validation

[ Enforce CHUID expiration nesting
[] Enforce eiiical keplsage extension
[ Enforce key 1D chaining

Cartifisate policies and key usages

CPV parameters
CPY timeout €0 + seconds
PV optns Allow unknown G Ignore invalid basic constraints

Ignare CA revocation unknown [2] Ignore invalid name:

Ignors CTL signer revocation unknowin [Z] lanare invalid policy

Ignare CTL time nat valid [7] Ignore raat revacation unknawn
|gnare end revocation unknown [] Ignore time not nested

PKI model [crv -
Cotificate checking [ Check optional certificates [] Enforce name chaining
eck signing certificates ave faully certificate paths
[ Check i [ Save faully ceti h

oD Usage  Agency  Typs PVAut. Cadbu. KeyMa. DigtalS

Add Remove

0K

Appl

12. Onthe TWIC CCL Validation tab: Select the Enable TWIC CCL validation check box. (Optional)

Used for TWIC-specific installations.

Server Canfiguration

pplication| Users | PACS | PACS (Cont, )| Certiicate Validation TWIE CCL Validation | Certificate Manager | Asswiance Profies| Freader Serviees| IDPublisher

Gereral parameters

Enable TW/IC CCL validation

TwIC CCL |https: £ funiversalentoll dhs gov/ccl/CCL CSY Browse..
TwC CCL MD5 hitps: Auniversaleroll dhs. gov/ecl/CCL. CSY.MDS

aK

Apply

a. Browse to the server address for checking TWIC cards against the Certificate Revocation

List (CRL): http://twic-crl.orc.com/CRLs.

b. (Optional) Browse to the server address and MD5 hash address for checking TWIC cards
against the TWIC Canceled Card List (CCL) to verify if the cardholder’s FASC-N has been

canceled.
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c. Onthe Certificate Manager tab: Goes to the Federal bridge for validating certificates.

Server Canfiguration

pplication| Users | PACS | PACS (Cont, )| Certiicate Validation| TwiE CCL Validation) Cerificate Manager |Assuiance Profiles| Freader Serviees| IDPublisher

Cettficate manager schedule Cettficats manager parameters
@ Fiun at a spexific time 7] Update badas in PACS
] 00:00 1200 7] Disable cards with unknawn status after
0400 16:00 72 2] hous
0500 20:00

Userdefined tine 1200 (=
Scheduls automatically
Run after a specific interval has slapsed

f

Certificate manager email alerts
Send email when Certificate Manager updates card(s]

Once per svert (@ Oncs per session

Test

oK | [ el | [ ey

d. Select Run at a specific time to enable running the Certificate Manager at specific times to
re-evaluate all credentials.

e. Select or enter the run schedule for specific times, or schedule re-validation at fixed
intervals.

f. SelectUpdate badge in PACS and Disable card with unknown status after 72 hours. 72 is
the default number of hours. After the specified number of hours, cards will be disabled for
those who are deactivated. To send email alerts when someone gets deactivated, enter the
SMTP email address.
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13.

The Assurance Profiles form is set by default to SP800-116 security levels. Can add additional
levels or customize as needed.

Server Canfiguration

Configured assurance profiles

Application | Users | PACS | PACS (Cont.)| Certificate Yalidation| TWIC CCL Walidation | Certificate Manager &ssurance Profiles|Reader S ervices | IDPublisher

D Visitle  Secuitylevel  Description
2 Yes  Contralled CAK [TwC)
3 Yes  Contralled CHUID + IO (TWIC)
4 Yes  Limited CHUID + CAK +BIO [TwiC)
3 Yes  Limited PKI+ PIN [PIY)
@7 Yes  Exclusion PEI -+ FIN + BI0 [P1V)
8 Yes  Contralled CAK [PIY]
L] Yes  Contralled CHUID + CAK [F1Y)
10 Yes  Limited CAK + BID [PIY)
12 Yes  Contralled Card + PIN [ro PKI)
14 Yes  Limited Card + PIN + BIO (na PKI]
15 Yes  Contralled Secure Messaging (FIV)
50 Yes  Contralled Assurance Profile #1

7] This assuance profils may bs assigned ta configured 1eaders

SPB00-116 Secuity level
Description
Assurance profile 1D 51

Assurance profie features

<

Asswance Profile #2

Check TWIC Canceled Card List
Match fingerprint

Prerform CAK authentication
Patfom PI suthentication
Perform $M authentication
PIN4o-PACS

Fiequie registration

Fequire TwIC

SM 5 CAK fallback

Unrestricted

Walidate CAK certificate

Walidate CHUID signature certificate
Walidate fingerprint template signature certificate

Vaiidate PIY certificate
Validate $M signature certificate
Veiify CHUID

Veiify fingerprint template

Veiify PIN

G [ ]

aK

][ cancel ]| Appiy ]

Select the This assurance profile may be assigned to configured readers check box to
include the assurance profile in the drop-down list of assignable assurance profiles of

applicable readers.

Select the Require Registration check box to indicate the credentials must be registered
with pivCLASS for access to be granted at the door. If unchecked, the PAM will attempt a
basic Certificate Path Validation (CPV) operation to validate the card's certificates. For this
to succeed, the administrator must load the required trusted root CA and intermediate
issuer CA certificates into the
C:\Program Files (x86)\HID Global\pivCLASS PACS Service\pam)certs folder.
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14. On the IDPublisher tab:

Server Canfiguration
| pplication| Users [ PACS [FACS (Cont)| Certiicate Validatian] TWIE CEL aidation| Certifcate Manager| Asswance Profies| Reader Services| [DPublisher |
IDPublisher parameters
Enable IDPublisher:  Port 3030

IDPublisher TLS corfiurstion
Encrypt communication using TLS
[7] Require client TLS certificate for mutual authentication
TLS key C:\Program Files (+BS]\HID GlobalpivCLASS PACS Service\keys\PACS S ervics pf

TLS key password

IDPublisher clients

IF &ddiess Description

Add... Hodify... Remove

[ [i3 ][ cancel | [ hppl

Note: The IDPublisher tab is displayed if the IDPublisher option is licensed,
Select the Enable IDPublisher check box.

Port: 9090

Select the Encrypt communication using TLS check box.

o0 oo

TLS key: Click [Browse] to select the private key used for securing the TLS connection, or
click [Generate] to generate a key.

15. On the Reader Services tab:

Server Configuration

| pplication| Lisers [PACS | PACS (Cont.)| Certlicate Validation| TwIC CCL Validation| Certicate Manager| Assuiance Profies| Reader Services |IDPublisher

Service parameters Reader Services TLS parameters
Enable XML-FFC 4F| Fort 838 7] Enable TLS encyption
[7] Enable Binary 4F| 11000 Enable TLS client mutual authentication
Enable PAM 5 4P1 Port 10200 C:AProgram Files [<86)\HID GlobalpivCLAS

[T says validate credentials
Erawse filesystem for TLS key file

Generate TLS key file:

Fieader Services clients
3/ 16 Reader Services reader licenses

Desciption 1P addiess  Assurance Frofile Fassage
DnGuard o fasssrvems M1128. CHUID [PR) Mo
Add. Modiy. Fremove
[ oK ][ cancel || Apply

a. Select the Enable XML-RPC API check box. Port is set to 8989.

Note: In OnGuard System Administration FIPS 201 Credentials folder, make sure the XML-RPC
Port is set to the same for the caching status proxy service.

b. Select the Enable PAM 5 API check box with Port set to 10200.
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c. De-select Enable TLS encryption to avoid issues the first time you connect. After that,
select it.

d. Define one (1) reader service client. Click [Add] to add a Reader Services client. (This is the
computer on which pivCLASS is installed.)

Reader Services Client
Fisader Sorvices clent parsmsters
Dsseiiption OnGuard o
P adress 10.112.90.170
Assurance profile [cHu (Prv) - D
FASCN fomat [ 2000 -
UUID fermat [128:6t LD -]
7] This SDK chent can orly pefom sssurance profls perstions
Ficader Services pivCLASS passage parameters
[7] Use pivCLASS Passage to send Wiegand signal
127.0.01
10001
1

e. In Description, enter a meaningful name for the client.

f. Enter the IP Address. This is the IP address of the OnGuard computer. Typically, the [Pv4
address. This is used to push the information down from the Certificate Manager to the
panels.

Click [OK] to save the client settings and close the dialog. Click [Apply], and then [OK].
h. Click [Yes] to confirm restarting the pivCLASS PACS Service.

aa

Note: If the Communication Server is running on a computer other than the OnGuard server
computer, you may need to add another Reader Services client with the IP address of the
computer where the Communication Server is running.

Configure a PAM in the PACS Service

Note: If the PAM device does not have a valid IP address yet, this can be done later. (For
instructions, refer to PAM DEVICE on page 17.)
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1.  Atthe PACS Service main window, right-click in the Reader Services window to bring up the
context menu. From the New menu, select pivCLASS Authentication Module 5.x. The Panel

dialog is opened.

Panel
General | Hardware | Reader #1 | Reader H2
Parel parameters
Description
Group
pIvCLASS Authertication Moduls 5.1
MAC addess 000053433579
IP address 101126423
Last activity timestamp 20200M-23 15:43:32
Firmware level 51138
Update pansl fimuare
Ping interval &0 + seconds
Comm timeowt n + seconds
Panel Wiegand parameters
] Send Wiegand output
Enable keypad passthiough
FASCH output [z00-bi -
LUID / GUID output (1286t uUID -
Keppad output [ Standard [4.bil -
Caching parameters
¥ Enable card cache
Cache size 10000 |2 cards
Cache arace period 28800 |2 | Seconds -
Event buffer size 10000 [ events
Debug parameters
7] Enable panel debug logging
[ View Iog file. ]
[ Open log file diectory... |

ok | [ Cancel | [ dpol

a. Onthe General tab: Enter a name for the PAM in Description. (This name will be also used
in OnGuard). In this example, “TESTPAM” was used.

b. Enter the MAC address of the PAM device. (Later, this PAM device will be configured on its

web page to communicate with the pivCLASS PACS service.)

c. Select the Send Wiegand output, Enable card cache, and Enable panel debug logging

check boxes.

d. Select “200-bit” for FASC-N output and “128-bit UUID” for UUID / GUID output.
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2. Onthe Reader #1 tab: Enter a name for your reader in Description. In this example,
“PKIReader1”.

Panel

| General | Hardware | Reader #1 | Fieader #2

Fieader parameters

V| Enable reader port

Desciption PiReader!

Reader port 1

Authentication type | Assurance Fiofle -
Fsader model [HID pivELASS PKI + PIN Reader -
Assurance profle [cak P -
Feader status Oriis

Rreader version RT3

Freader timeout 10 |5 seconds

Access deried fimeaut 1[5 seconds

Feader relay parameters

Triager relay Never -

Fieader tamper parameters

lanare card reads whils readsr is in tamper state

ok | [ Concel |

Apply

Choose “1” as the Reader port.

Choose an Assurance profile. In this example, “CAK (PIV)".
Use the same steps to add Reader #2.

3. On the Server Configuration > Reader Services tab: Add a new client. (This is the computer
on which OnGuard is installed.)

a
b. Choose “HID pivClass PKI + PIN Reader” or another entry as the Reader model.
C
d

Reader Services Client

Fieader Services client parameters

Deseription DriGu
P address 1011290170

Assurance profile [cHUID PRy - D
FASC:N fomat 2004t -
UUID format [1z8 6 UID -

This SDK. client can onlp perform assurance profile operatiors.
Feader Services pivCLASS passags parameters
Use pivCLASS Passage to send Wiegand signal
127.00.1
10001

1

a. In Description, enter a meaningful name for the client, for example, the name of the
computer where OnGuard is installed.

b. Enter the IP Address of the OnGuard computer.
Note: You may need to configure this as an [Pv6 address instead of an [Pv4 address. You may

discover what needs to be configured later when adding and saving an authenticated
reader in OnGuard. An error would then display reporting the Client “with IPv6 ipaddress”
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is not responding. In this case, copy this “IPv6 ipaddress” and paste it into the IP Address
field for the Reader Services client in the pivCLASS PACS Service.

Select the Assurance profile you want to use.
Select “200-bit” for the FASC-N format and “128-bit UUID” for the UUID format.
Click [OK] to save Reader Service client.

oo oo 0

If the Communication Server is running on a computer different than the OnGuard server,
add this computer as another Reader Services client.
. On the Server Configuration > Applications tab and Users tab: Retain the default settings.

5.  Onthe Server Configuration > On the TWIC CCL Validation tab: Select the Enable TWIC CCL
validation check box.

6.  On the Server Configuration > Certificate Validation tab: Select the Enable certificate
validation and specify the PKI model as “CPV".

7.  Onthe Server Configuration > Certificate Manager tab: Select Update badge in PACS and
Disable card with unknown status.

8.  From the Configuration menu, select Manage Clients: Click [Add], and then enter the System
ID of the computer where OnGuard is installed.

9.  From the Maintenance menu, select Enable Debug Logging.

10. Openthe Windows services from Control Panel > Administrative Tools > Services. Locate the
pivCLASS PACS service in the list. Right-click on the service, and then select Properties. On the
Log On tab, select “This account” and configure it for the account with permissions to run
OnGuard and LSDataCondulT.

Important:  This step is mandatory in order to work with the LSDataCondulT service on
the OnGuard server.

Use pivCLASS Registration Workstation to Enroll Credentials

1.  Ensure the PC/SC-compatible smart card reader is connected to the workstation, and the
pivCLASS enrollment application is running.

2. Insert the card in the reader.

NO CARD CONTENT TO DISPLAY

0:06/2:00
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3.  Enter the card PIN on the screen or using a connected keyboard. Once the card is read, The
information from the card is shown and the Registration Confirmation dialog is opened.

o) 0:34/2:00

4.  Select Register cardholder now. Optionally, select Save cardholder credentials locally for
later admission for a later registration. If you are only validating the credentials, select Cancel
without registering or saving credentials. Click [OK].

5.  Ifyou have the data import connected to this application, the associated access levels will be
available in the User Fields dialog. Up to three (3) access levels can be assigned here rather than
doing this in OnGuard. Click [OK] to register the card.

i Frones

Aocess Level 1

e
Ao Lvel Hore
Accms Laved 1 e

6.  After the card is registered, remove the card, and then use it in the system to validate the card.
a. From System Administration, navigate to Cardholders.

b. Search for the credential. The card and phone information populates the cardholder, the
badging information comes through, and the access levels are assigned.

PAM DEVICE

Set PAM to Default IP Address

Reset the PAM to the factory defaults. This needs to be done to set the PAM to the default IP address:
192.168.0.222.
1.  Remove power from the PAM. (Disconnect the power cord/black input attached to power).

2. Set DIP switches 1 & 8 to ON with the other switches to OFF.
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3. Apply power to the PAM.

Wait until the FAULT, READER 1, READER 2 and RS-485 LEDs flash Red/Green/Red/Green
continuously. This indicates the PAM device is successfully reset to the factory defaults.

5.  Connect the network cable from the PAM to the test computer.

6.  Change the test computer subnet to 192.168.0.0 to configure the PAM:
a. From the Start Menu, select Control Panel, and then Network and Sharing Center.
b. Click on Local Area Network. Select IPV4 > Properties.

c. Select Use the following IP Address and enter the following:
IP address: 192.168.0.10
Subnet mask: 255.255.255.0
Default gateway: 192.168.0.1

d. Click [OK]. Now the test computer will be in 192.168.0.0 subnet.
7.  Remove power from the PAM.
8.  Set DIP switch 8 to OFF (Leave DIP switch 1 ON).
9.  Apply power to the PAM.

Set PAM to New IP Address

1. Enter the default IP address 192.168.0.222 in a web browser to access the HID PAM
Configuration Tool.

2. Logonto the page: adni n \ password

PIVCLASS Authentication Module Configuration

Networking

PACS Service

Trusted Certificates

Signing Certificate

Change Password

3. Click [Networking] to assign a new IP address for the PAM device.

MAC Address: 00D0694336F9

Configure Network: |using DHCP e
using DHCP
using STATIC IP

a. MAC address is displayed and not editable.
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b. Configure Network - Choose using DHCP or STATIC IP.
Select using DHCP to configure the PAM to obtain a network address dynamically.
Select using STATIC IP to manually configure - Enter a new IP address for the PAM device.
Also enter the correct Subnet Mask and Default Gateway addresses.

c. Click [Save].

4.  Click [Reboot]. The PAM will reboot. After that, connect the network cable from the network of
the newly assigned IP address.

Verify New IP Address on PAM Web Page

5.  Inthe Command Prompt, ping the newly assigned PAM IP Address to verify the PAM is in the
network.

6.  Enter the new PAM IP address in a web browser to access the HID PAM Configuration Tool.
7.  Log onto the page: adni n \ passwor d.

Networking
PACS Service
Trusted Certificates
Signing Certificate
Change Password
Logout

Reboot

8.  Click [PACS Service].

NOTE: This version of the PAM supports automatic discovery.
To use discovery, turn off DIP switch 1 and the PAM will be found by any PACS Service
on your local network. See the PAM Instzll Guide for details.

Server Address: | 10.112.54.47

PAM 5.x Communication Port Number: | 10200

Save Cancel

a. Enter the IP address of the computer where the PACS Service is installed.
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b. Port number: 10200
c. Click [Save]. A message should display confirming the connection to the PACS Service was
successful.

9.  Verify the new IP address is now displayed properly for the PAM device in pivCLASS PACS
Service > Reader Services.

2 HID Global pivCLASS PACS Service Administration (adrmin) (=% B =<=|
File  Configuration  Maintenance  Reports  Help
e REeE e EEE
Summary Background job status
Active cards 3 Discovered panels il Credential validation updates Scheduled to run at 02/01 11:53
Inactive cards il QOnline panels 2 Cerificate Manager Scheduled o run at 02/01 00:00
Total 3 Offline panels il Credential database import Iclle:
Total 2 Credential reregistration Iclle:
Data Import Mot scheduled
Reader Services
Jof 16 readers. 16 of 16 embedded readers
Description Type Group Firrnware IP address MAC address Timestamp
!TestPAM PAME <MNone> 511.38 10.112.54.23 00D0694336F 2020-01-31 14:34:43

OnGuard

Configure OnGuard to Work with a PAM Device

This section includes examples of how to configure a PAM in the OnGuard software. (For more
information on configuring FIPS 201 functionality, refer to “NIST SP 800-116 Support” in the System
Administration User Guide.)

Note: The IP addresses of devices described in this section are provided as examples. You will
need to replace these addresses with actual, working IP addresses.
From System Administration, complete the following steps:
1.  Setup Single Sign-On:
a. From the Administration menu, select Directories. Add a directory, for example “Microsoft
Active Directory.”.

b. From the Administration menu, select Users. Link the OnGuard User to the account in this
directory. This account should have permissions to run OnGuard applications and the
LSDataCondulT service.

Note: The pivCLASS PACS service should also be running under this user account, not the local
account.
2. Make sure the Windows service Smart Card is running. This service is required for OnGuard to

communicate properly with the pivCLASS PACS service.
3. From the Administration menu, select FIPS 201 Credentials.
On the General tab:
a. Cardholder photograph import method: Choose either “Always import” or Prompt to
import”.
b. System ID is populated. It is unique to the machine, and is not the ID of the server location.
License keys are unique by machine.
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10.

c. Ifthe FIPS 201 SDK license is preregistered, click [Download License] to push the preloaded
license down to OnGuard. This populates the License key field. To download, you need to be
online. If you have the license, enter the key by copying and pasting it. Click [OK] to save.

On the Credential Validation tab: Define how authentication is done with SDK. Keep the
default settings, but set the Credential Validation settings to Validate on Caching Status Proxy.
This pulls in the configuration from the pivCLASS PACS Service. Click [OK] to save.

On the Catching Status Proxy tab: Define the link with the PACS Server.

a. Selectthe Caching status proxy service. This should match the name of the pivCLASS PACS
Service. From Control Panel, select Administrative Tools > Component Services >
Services, and then locate the pivCLASS service. (The service name is context sensitive.)

b. Inthe Server hostname field, enter the IP address (or the full name) of the computer where
PACS Service is installed.

The server Port number is 10100 from the pivCLASS PACS Service > Application tab.
Select all three (3) check boxes in the Enrollment settings section.
Select “Returned” status for the badge status.

Enter 8989 in the XML-RPC Port field (or whatever port number is set for the XML-RPC
API port in the PACS service).

g. Leave the Enable communication using SSL unchecked during initial configuration to
avoid issues with encryption until the system is set up.

m oo oA o

h. Click [Test Connection]. A message should display confirming you are “Successfully
connected to Caching Status Proxy server”.

i. Click [OK] to save the settings.
On the Authentication Modes tab:
a. Click [Modify].

b. Click [Download] to download all of the authentication modes from the PACS Service. You
will see the list populated with the modes such as CHUID, CAK, CHUID + BIO, etc. No errors
should occur.

From the Administration menu, select System Options.

a. On the General System Options tab, click [Modify].

b. Under the OpenAccess host section, select the Generate software events check box, and
then click [OK].

Configure Linkage server host:

a. Browse to the computer where OnGuard is running.

b. Add an access panel, for instance one that supports on-board readers, with the correct IP
Address: 10.112.10.215.

From the Additional Hardware menu, select Logical Sources.

a. Addalogical source: In Name, enter “pivCLASS PACS Service” (exactly as it is spelled), select

a World time zone, and then click [OK]. The logical source name is the same as the Caching
status proxy service. See step 6.a.

b. On the Logical Devices tab, click [Add], enter “Certificate Manager” in Name, select
“pivCLASS PACS Service” from Logical Source drop-down, and then click [OK].

c. Add the other devices: The PAM (“TestPAM”) and the reader(s). The reader name is
“TestPAM.PKIReader1” which uses the names configured in the PACS Service for the PAM
(“TestPAM”) and the reader (“PKIReader1”).
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11.

Create card formats for reading PIV cards:

a. From the Administration menu, select Card Formats.
b. Add a Wiegand card format with Total Number of Bits On Card = 200 and
Extended ID = 0 - 200. Name this card format. For example, “Extended 200 bit”".
Figure 1. Extended ID 200 bit card format

Card Format  Custom Encoding
M ame:
Type:
Facility Code:

Badge Offzet Humber:

Tatal Mumber of Bits On Card:

Facility Code:
Card Mumber:
Extended ID:

lssue Code:

ILS -5 pecific Fields

AD&:
Activate Date:
Deactivate Date:

Autharization:

Mumber of Even Parity Bits:

Mumber of 0dd Parity Bits:

Extended 200 bit

Wwiegand

0

0

20 2

Starting Bit:

0

0

0

Azzet Format
Reversed Bit Order
Duress Format

Murnber of Bits:

Ar| |4

4

Al Al alv]] 4l

Special:

Mone

c. Add aWiegand card format with Total Number of Bits On Card = 128 and
Extended ID = 0 - 128. Name this card format. For example “Extended 128 bit". This card

format supports PIV-I cards.
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Figure 2. Extended ID 128 bit card format

Card Format  Custom Encoding
M ame:
Type:
Facility Code:

Badge Offzet Humber:

Tatal Mumber of Bits On Card:

Facility Code:
Card Mumber:
Extended ID:

lssue Code:

ILS -5 pecific Fields

AD&:
Activate Date:
Deactivate Date:

Autharization:

Mumber of Even Parity Bits:

Mumber of 0dd Parity Bits:

12.

13. Add the PAM device as a reader:

Extended 128 bit

Wwiegand

0

0

128 2

Starting Bit:

0

0

0

Azzet Format
Reversed Bit Order
Duress Format

Murnber of Bits:

Ar| |4

4

Al Al alv]] 4l

Special:

Mone

Make sure the LSDataCondulT Service is running. If not, start it.

a. From the Access Control menu, select Readers and Doors. On the General tab:

b. Add areader with the name “TestPAM.PKIReader1” (where “TestPAM” is a name of the PAM
device configured in the PACS service application and “PKIReader1” is a name of the

reader).

c. Assign these card formats to the reader: Extended 200-bit and Extended 128-bit.

d. Select the Authenticated reader check box, and then assign the reader online and offline
modes. For example, “CAK (PIV)” and “Locked”, respectively. The reader online modes are
the assurance profiles from pivCLASS Reader Services. The reader offline modes include

Locked, Unlocked, and Card Only.
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14. In Alarm Monitoring, verify that all hardware is online. Change the Reader Access Mode from
“CAK (PIV)” to something else, for example, “CHUID (PIV)”. The mode should change

successfully.
B Alarm Monitaring - System Account
i BT - oo P - -1
B3 System Status Tree (all devices)
~ W Default Tone
W 2210 Dema

% 2220 Derno Paned
X 3300 Demo
I Demo Panel 4420 (Firmware Revision:1
] IBN] Reader 1 [Fimmuasn B icimasd e cbabiams emados b - exs modes cak (piv]]
1) Reader 2 (status: dey Acknowledge.
B G CLASS PACS Service

Trage..
I 554 Panel
W STA Demo Update Hardware Status
- Action Group

Open Docrs)

et Controller Clock

Beader Access [odes CHUSD [TWC)
feader Biometric Verity Mode v CAX (TWIC)
Reader Farst Card Unleck Mode 1] CHUND = BIO (TWIC)
. _ Activate L2 CHUAD - CAK - BIO (TWIC)
e Viewing: all | Active count Deactivite » CHUD P, =
£ Bulse L PEI = PIN (PTV)
Alarm Description Mask I PiI + PIN + BIO (1Y)
@ Granted Access Unmask el caxep )
(S
Bypass CHURD + CAK (PIV)
v
it CAK - BID (PR
»
featore Card ONLY (na PKI)
Rernote Link Mode &
Card + PN (no PKI)
OSDP Commapds ’
Card + PIN + B30 {no PKI)
OS0P Files ¥
| o . Secure Messaging (PIV)
Jownload Furmsane
TWIC CCL check only
Vi
' Mep. Locked
Launch Yideo
[ triecked

15. To verify that the communication between the OnGuard server and PACS Service is correct, go
to the PACS Service and make sure the Assurance profile of Reader #1 was changed
accordingly.

Panel

| General | Hardware | Readsr #1 | Reader #2

Fieader parameters

Enable reader port

Description FKIReader!
Reader port 1

Authentication type | Assurance Fiofle -
Fleader model HID pivCLASS PKI + PIN Aeader -
Besurance profile CHUID [F1v) -]
Rleader status Oifine

Fleader version RBT3

Fiaader timsout 10 |5 seconds

Acosss denied timenut 1 + seconds

FRieader relay parameters

Trigger relay Never -

Fieader tamper parameters

7] lgnore card reads while reader s in tamper state

Ok ][ LCancel ][ Apply

16. Connect and configure asmart card reader to harvest the smart card credentials into pivCLASS
and OnGuard. (The HID OMNIKEY 3121 USB is used in this example.)

a. Connect the OMNIKEY 3121 smart card reader via USB to the test computer.
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b. Make sure the OMNIKEY 3121 has the latest driver. If it does not, download it from the HID
Global website.

c. Addthe OMNIKEY 3121 to the computer and verify it is properly displayed in Windows >
Devices and Printers.

d. In System Administration, select Workstations from the Administration menu.
Add the workstation for the server. If there are additional workstations, add them as well.

f.  On the Encoders/Scanners (General) tab: Add the OMNIKEY 3121 as a “PC/SC Encoder”
Device type and associate the workstation previously added with the reader.

On the Location tab, select This is a standalone device attached to this workstation.

h. On the Communications tab, choose the PC/SC device. This is the reader driver (“HID
Global OMNIKEY 3x21 Smart Card Reader 0”) that should be available in the drop-down.

aa

17. In Forms Designer, open the Cardholder form:

a. Click on Last name and select “Last name” from the PIV and PIV-I field options. Click [OK].
b. Click on First name and select “First name” from the PIV and PIV-I field options. Click [OK].
This is done to import first and last names from the card into System Administration.

Important: ~ The corresponding fields must match.

18. Open the Badge form.

a. Insertanew system object, Extended ID. A text box for Extended ID will now appear on the
Badge form.

b. Click on Extended ID and select PIV-I to map with “Full GUID (Hexadecimal)” and FASC-N
to map “Full 200-bit FASC-N (Hexadecimal)”.

c. Click on Badge ID and select FASC-N to map with “AC + SC + CN + CS".

d. Click on Deactivation date and select “Card Expiration Date” for PIV and PIV-1.
Save all of these settings. Forms Designer then connects to Application Server and saves all
the settings.

19. From the Administration menu, select System Options.

a. Onthe Hardware Settings tab: Click [Modify]. Set the Maximum badge number length to
18 and Maximum extended ID length to 32 bytes. Click [OK] to save the settings.

Note: Maximum badge number length can also be set to 14, 15, or 16 depending on the card
format. Maximum extended ID length should be set to 25 for PIV and CAK cards, and 32
for full values, such as 200-bit cards that need to pass through the bytes.

20. Insertthe card into the OMNIKEY 3121 Card Scanner to test.

Important:  Before importing the cardholder and card information from a PIV or TWIC
card, the following must be done: certificates registration, verification, and
enrollment of the card into the PACS Service database - proper certificates and
Certificates Revocation Lists (CRLs) should be installed on the computer
where the PACS service is running.

Verify that the certificates and updated CRLs exist on the computer.
Use mmc.exe.
21. From the Administration menu, select Cardholders.

a. Click [Add].

b. Make sure to select the Badge type. Do this before harvesting (importing) the credentials,
otherwise the entered information will be cleared.
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22.

23.

Click [Import]. The Select Import Source dialog is opened.

Select the option with the OMNIKEY card scanner. Click [OK].

Insert the card in the reader. You will be prompted to enter the PIN to authenticate with the
card. The PIN unlocks the secure sector of the card to get the secured data (photo,
certificate, first/last name, badge info off the card).

Enter the card password, and then click [Import]. The card information is validated using
the pivCLASS validation engine in the background. Then the Registration Summary is
opened. If the card is validated successfully, there will be no errors.

| Registration Surnmary *
Name: ICAM Cand 45 Golden FIPS 201-2FIV FIV
Employee Affiation: 4700
Organization Affiaton:
Agency Card Serial Kumber: 123456785 GSA
Issuer Identification: ICAM Test Cards. sy, —
FASCHE 4700257000045+ 1- 10257000046 15531
GuID: F4e 2805834 -4k -Eale-F50 2056350 14 Expration Date:  12/02/2032
o View Signer’s Certificate....

PIV Authenscation Certificate: View Certificate....

Card Authentication Certificate: View Cersficate....
Fingerprints: Maatch ot performeey

Credential Vabdaton: B2 vadaton succeed=d

g. Click [Enroll]. This imports the card information into System Administration. At the end of

the process, a message is displayed: “Successfully enrolled credential”. Click [OK] to import
the card directly into OnGuard.

When asked if you want to keep the default activation dates, click [Yes], and then [OK]. Click
[OK] to save record.

Add a new access level and assign it to the dual reader interface connected to the PAM with
Timezone configured to “Always”.

Assign this access level to the new cardholder and insert their card in the HID pivCLASS reader
slot. An “Access Granted” event will be displayed in Alarm Monitoring from the reader and
another event from PAM. Note: Access will not be granted for cards that are not registered or
are not in the system.

LNL-3300-M5 Setup Information

From System Administration, complete the following steps:
From the Access Control menu, select Access Panels.

1.
2.
3.

On the LNL-3300-M5 tab, add a panel of this type with the correct IP Address: 10. 112. 10. 10.
From the Access Control menu, select Readers and Doors. Add a reader configured as follows:

a. Name: PAM M5UL.PivClass Reader 2

b. Type: 8RP Board Reader 1-8
c. Output: F/2F Format
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d. Port: Port 2
e. Address: 1
f. Select the Authenticated reader check box.
4.  From the Additional Hardware menu, select Logical Sources.

a. Addalogical source: In Name, enter “pivCLASS PACS Service” (exactly as it is spelled), select
a World time zone, and then click [OK].

b. On the Logical Devices tab, click [Add], enter “Certificate Manager” in Name, select
“pivCLASS PACS Service” from Logical Source drop-down, and then click [OK].

c. Add the other devices (the PAM and authenticated readers) using their PivCLASS names as
described in a previous step.

Configure HID Embedded Authentication

1.  Copy the HID auxiliary module firmware (LNLAUXMOD_AAM.bin) to the
C:\Program Files (x86)\OnGuard folder.

Note: To remove the HID auxiliary module firmware from the panel, copy
LNLAUXMOD_REMOVE_AAM.bin to the C:\Program Files (x86)\OnGuard folder.
2. Enable panel-based authentication in System Administration:
a. From the Access Control menu, select Access Panels, and then LNL-4420. Click [Add].
b. On the Location sub-tab:

. Name the controller and mark it Online.
. Select or browse to the workstation or server to which the controller is or will be
connected.

. Select Panel type (LNL-X4420 or LNL-4420). If Panel type is “LNL-4420", make sure
DIP switch 4 is enabled on that panel.

. Enter the panel’s Address which must match the DIP switch setting on the panel.
. Select the timezone and enable Daylight savings.
a. On the Primary Connection sub-tab: Enter the IP address.

b. (Optional) If you are adding a secondary connection for an X-series panel, configure this on
the Secondary Connection sub-tab.
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c. On the Options sub-tab: Select “HID auxiliary authentication” as the Auxiliary module

type and enable TLS encryption.

[= [ ]

I Access Panels
LNL-4420 [NL-3300 LNL-2220 LNL-2210 LNL-3300M5 ACU  LNL-3300GCM NGP/CASI LNL-2000 LNL-1000 LNL5D0 HID  Other Offiine Lock ILS integra [LS Offine  ILS Wireless
Access Panel Workstation Panel type Name:
|WRLNL-2430 (54.154)  VMW-QAL-OG78 [NL-#d20 " LNL-4420 (54.154
TR AA420 (54.33) VMW-QAL-OGTE  LNL-X4420
Location  Primary Connection = Secondary Connection Options | Diagnostics MNotes ~ Encryption
Ports Device count
2) 2-Wire Forts Reader modules
Feature capacity level. 2
3 (Normal)
Store expiration date.
Mernory Nat enforced
16 MB
Store activation date
Filtye: Net enforced
OSDF biometrics:
Nane
HID audliary authertication
Cardholders:
Assels;
Event capacity: 50000
< >
Add Modify Delete Help... [IMudiple Selection 1 of 2 slected

Close

d. Click [OK], and then add the controller to a monitoring zone.
From Alarm Monitoring, open the System Status Tree. Locate the LNL-4420 (LNL-X4420) and

check the firmware version. It should be 1.275 or later. If not, right-click on the panel, and then
select Auxiliary Module Firmware > Download Firmware to download the firmware to the
panel. The panel will be flashing and offline, and then it will reboot. Firmware is available for

downloading at the Partner Center (See Prerequisites.)

Return to System Administration and open the panel’s web page in a browser. On the LNL-4420

(LNL-X4420) Location tab, click [Configuration Web Page] and log into the panel.
a. Select Host Comm from the sidebar, and then select “TLS Required” from the Data Security

drop-down. Click [Accept].
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Figure 3. Set Host Communication to TLS

€ LENEL:S2 LNL-X4420 Intelligent Dual Reader Controller

Host Communication

Communication
Address: EI [Juse 1Pv6 Only

Primary Host Port

Connection Type: IP Server ~ Data Security: TLS Required

Interface: NIC1
Port Number: 3001

® Allow All

) Authorized IP Address
Required
Authorized IP Address:
[] Enable Peer Certificate
Alternate Host Port

Connection Type: Disabled Data Security: None v
Accept

= Select APPLY SETTINGS to save changes.

b. SelectpivCLASS Embedded Authentication from the sidebar, and then enter the IP address
of the computer where the PACS Service is running. The port should match the pivCLASS
Service setting. Click [Save].

Figure 4. pivCLASS Embedded Authentication Settings

€ LENEL:S2 LNL-X4420 Intelligent Dual Reader Controller

pivCLASS Embedded Authentication

Server Address: |192.0.2.T0 || Save and Test Connection Settings

Server Port Address:

Database Location: |Filesystem
Discovery: |[Enabled v

Version: 5.13.15.148
Patented, www.hidelobal.com/patents

c. Click [Test Connection]. If a panel with a MAC address of this LNL-4420 is not added yet in
the pivCLASS PACS Service > Reader Services, you will receive a message reporting the
connection is successful, but the panel with that MAC address does not exist.

d. Ifthis is the case, add the panel in the pivCLASS PACS Service: Right-click in the Reader
Services window to bring up the context menu. From the New menu, select pivCLASS
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Embedded Authentication panel. When the Panel dialog is displayed, enter the MAC
address of the panel.

Panel

General

Panel parameters

Description
Group
pivCLASS Embedded Authentication
| HAC addiess DOOFES072R08 |
IP address 1011254135

Last activity timestamp 2020-M-23 15:47.57

Firmware lewel 5335
Update panel firmware
Fing interval B0 2 seconds
Comm timeaut o +| seconds
Rieadet licenses s
Caching parameters
Enabls card cache
Cache size 10000 12 cards
Cache arace period 26800 |
Evert buffer size 10000 1 events

Debug parameters

[T] Enable panel debug logging

[ View Iog file. ]

[ Open log file diectory... ]

Ok ][ LCancel ][ Apply

Note: As of version 5.9: The pivCLASS PACS Service discovers the panel so it does not need to be
added to Reader Services. The discovered panel information can be edited: Name
(Description) the panel, and update the IP address and MAC address. Reader licenses

should be set to the number of reader licenses allocated for this panel.

Discovered Panel

| et
FPanel parameters
Descrption

o

1P address
Lt actvily tmestamp

Frmware level

Freg reeval
Comm Bmeout
Fleader lcsrses
Caching perameters
Cache sze
Cache timeodve
Cache grace pencd
Event buller size

Debug paameten

[ Enatie parel debg logong

WE_!!U 700C3

ST Embedded Authenficshon

152 168 133.250
2015-08-25 09,0545

5935

21 & peconds

n | seconds

View log e
Open og fle demctory

Cancel
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e. In pivCLASS PACS Service > Reader Services, the correct IP address will be displayed for
the LNL-4420 (LNL-X4420).
Figure 5. Correct IP Address Shown for LNL-4420 (LNL-X4420)

[E=1 B 5

g HID Global pivCLASS PACS Service Administration (admin)
File Configuration Maintenance  Reports  Help
B LA e EEE
Summary Background job status
Active cards 3 Discovered panels i} Credential validation updates Scheduled to run at 02/01 11:53
Inactive cards i} Online panels 2 Certificate Manager Scheduled to run at 02/01 00:00
Tatal 3 Offline panels i} Credential datebase import Idle
Total 2 Credential reregistration Idle
Data Import Mot scheduled
Reader Services
3 of 16 readers. 16 of 16 embedded readers
Description Type Group Firmware IP address MAC address Timestamp
?4420—135 Embedded <MNone> 5935 10.112.54.135 D00FESD72BES 2020-01-31 14:34:33

f. Ifthe panel is online in the pivCLASS PACS Service, return to the panel’s web page and click
[Test Connection] again. If it was offline, click [Save and Test Connection Settings]. You
should see this message: “Settings updated successfully”. Click [Accept]. When asked to
validate the certificate, click [Yes] to confirm.

g. Select the Apply Settings page, and then Apply Settings, Reboot to save the change. Last
of all, save it to the actual panel.

5.  Add areader to support FICAM authentication: Return to System Administration. From the
Access Control menu, select Readers and Doors, and then add an Onboard reader to the LNL-
4420 (LNL-X4420) Panel. Configure the Onboard reader as an Authenticated reader with the
online and offline reader modes you require. Add the other readers, and any access levels that
will be assigned to the readers.

Note: Reader online modes are from the assurance profiles in pivCLASS Reader Services. Reader
offline modes include Locked, Unlocked, or Card Only.
6.  Adda Magnetic card format for the Embedded Authentication (LNL-4420/LNL-X4420) readers.
Access Control Track 2 = 2, Total Characters in Track 2 = 32, Card Number = 15. Name it.
For example, “PIV Mag Format”. This card format was used for legacy FICAM, and is what
pivCLASS uses for FICAM authentication.
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Figure 6. PIV Mag Format for LNL-4420 (LNL-X4420) Embedded Authentication
Card Format  Custom Encoding

Mame: | FIW bag Format

Type: | kagnetic Azzet Format
Facility Code: 0 Guest Format
Badge Offset Mumber: 0 [ruress Format
Access Control Track: 2 2 Total Characters on Track 22 32 2 Miriirriuirn
Access Control Fields on Track 2
Field Length Field Qrder Qffset from Start of
Field: [Pad/Truncate on Left): [0 ==MsA) Track 2
Farility Cade. 0= B o
Card Number 152 2 2 1]
Iszue Code. og 37 15
Field Order & Offzet: Contiguous Starting at Beginning of Track 2 [Custom Fields Appended)
Dretermined by Custom Fields
Note: Card Number can also be set to “16” to obtain the full digits off the card. Issue Code

length, order, and offset can be “0”".
7.  Assign the “PIV Mag Format” card format to the reader.

8.  Connectthe HID pivCLASS reader to the reader port of the panel. The LCD screen should display
“Present Card”.

Technology Industries EntryPoint for OnGuard

In an effort to achieve FIPS 201 compliance, Technology Industry’s EntryPoint solution was
integrated with OnGuard.

For more information, refer to the Technology Industries documentation for configuring the
EntryPoint software, the guide on setting up the DataCondulT connection, and all of the prerequisites
required for this integration.
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FIPS 201 Hardware Requirements

Controllers enabled
for EntryPoint
embedded
authentication

Firmware

Supported readers

LNL-4420 1.275 or later Onboard readers
LNL-1320 Series 3, LNL-1300 Series 3, and LNL-1300e readers
Schlage PIM-485 AD-402 (AD-302) wireless locks

LNL-X4420 1.275 or later Onboard reader

LNL-1320 Series 3, LNL-1300 Series 3, LNL-1324e, and LNL-1300e
readers

Schlage PIM-485 AD-402 (AD-302) wireless locks

Prerequisites

The following needs to be installed:

- OnGuard (See Compatibility Charts to determine which versions of OnGuard are
recommended for compliance.)

- Add-On Auxiliary Module Firmware (These modules are posted at the Partner Center on the
LenelS2 Hardware Firmware Downloads page: https://partnerlenel.com/downloads/
hardware/0/firmware.)

- LNLAUXMOD_ENTRYPOINT_AAM.bin (The EntryPoint auxiliary module firmware is
required for the Embedded Authentication solution.) Copy this file to the C:\Program Files
(x86)\OnGuard folder. To remove the EntryPoint auxiliary module firmware from the panel,
copy LNLAUXMOD_ENTRYPOINT_REMOVE_AAM.bin to the C:\Program Files
(x86)\OnGuard folder.

Note: Authentication is required to connect to the TI EntryPoint website. TI issues the login

credentials to you when the order is submitted.

LSDataCondulT Service is running. LSDataCondulT can be run by the Local System account. (This
is the default setting.)

Ports 10100, 1972 and 4242 should be opened in the Windows Firewall. Windows Firewall may
be disabled but Network Discovery should be enabled (for non-production environments).

OnGuard® Communication Server and Linkage Server are running.

Single Sign-On must be configured in OnGuard. (From System Administration, open the
Directories folder from the Administration menu, and then add a directory. In this example,
name the directory “Microsoft Active Directory”. Open the Users folder and link the OnGuard User
to the directory account that has permission to run OnGuard applications and the
LSDataCondulT Service.)

By default, the cardholder option for badge assignment is set to “Automatic”. However, for
EntryPoint to be able to import the card via DataCondulT, this option must be set to “Manual
Entry”. This can be done in System Administration at the system level or for each badge type.
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(Fromthe Administration menu, select Cardholder Options > Badge ID Allocation > 1D Allocation
or Badge Types > Badge ID Allocation > ID Allocation.)

General Cardholder Options  Badae 1D Allocation | visits | Logieal Access | Cardholder Search Resuls Lists | Visitor Search Results Lists | Visit 54|

10 Allocation | 1D Ranges |

I Allow Edit of Badge D [™ Auto-Inerement lssue Code
FASCM Setlings
Agency: Field o fil with Agency Code:
System Field to il with System Code:
Field to il with Credentisl ID
Madity Help Close

Compatibility Charts

Compatibility charts of currently supported OnGuard versions and components are available on the
LenelS2 website: https://partnerlenel.com.

To access the OnGuard Compatibility Charts:

1. Sign in to the Partner Center, and then select Downloads.

2.  Choose product or service: OnGuard.

3.  Choose version: Select the version of OnGuard.

4.  Choose type of download: Compatibility Charts.

Open the Third Party Applications Compatibility Chart for Technology Industries EntryPoint
Embedded FIPS-201 Authentication support.

Licensing Requirements

Tl Licensing

*  You need to obtain a license from Technology Industries. Licenses will be provided when your
Purchase Order is submitted.

* EP-EWS Base FICAM Enrollment Package. Includes:
- (1) Registration Workstation License for FIPS/FICAM Enrollment
- (1) PACS or LACS Connector
- (1) Certificate Management Engine for Periodic Revocation Checks and connection to Federal
Bridge1l
- (1) Database Connector
- 1st Year Maintenance and Support
For more information, contact Technology Industries:
http://www.entrypoint.io/support/

support@technologyindustries.com
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OnGuard Licensing

With DataCondulT being phased out, a new license (SWG-1550-1) has been created. This combines

the legacy SWG-1550 and SWG-1140 licenses into one license and becomes the new requirement

moving forward.

* SWG-1550-1 FIPS 201 Credential Management - Enables support for integrated enrollment and
authenticated reader management within OnGuard. FICAM Certified in conjunction with HID

pivCLASS and Technology Industries EntryPoint software and supported devices (sold
separately). This includes a special DataCondulT license specific to pivCLASS and EntryPoint.

* The appropriate number of FIPS-201 Authenticated Readers (SWG-AUTH-XXX) licenses added to
your system.

Supported Readers

EntryPoint embedded authentication uses the OSDP Extended Packet Mode to communicate to the
readers. This OSDP standard is supported by multiple reader manufacturers including Veridt and
Allegion. Contact these manufacturers for currently approved devices:

* http://veridt.com/home-pages

* http://us.allegion.com/en/home/products/brands/aptiQ.html

EntryPoint authenticated readers support the CAK, PKI (PIV Auth), and BIO authenticated modes.

Configure EntryPoint Embedded Authentication

1.  From System Administration, configure an LNL-4420 (LNL-X4420) access panel and bring it
online.
2. (Optional) On the panel's web page, select Host Comm from the sidebar, and then select “TLS if
Available” from the Data Security drop-down.
Figure 7. Set Host Communication to TLS

€ LENEL:S2 LNL-X4420 Intelligent Dual Reader Controller

Host Communication

Communication
Address: EI [Juse 1Pv6 Only

Primary Host Port

Connection Type: IP Server ~ Data Security: TLS Required
Load Certificate

OSDP File Transfer Interface: NIC1 v
Port Number: 3001

® Allow All

) Authorized IP Address
Required

Authorized IP Address:
[] Enable Peer Certificate
Alternate Host Port

Connection Type: Disabled Data Security: None v

= Select APPLY SETTINGS to save changes.

3.  Copy the EntryPoint auxiliary module firmware file (LNLAUXMOD_ENTRYPOINT_AAM.bin) to
C:\Program Files (x86)\OnGuard\.
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Note:

LNLAUXMOD_ENTRYPOINT_REMOVE_AAM.bin to the
C:\ProgramFiles(x86)\OnGuard folder.

4.  Enable panel-based authentication in System Administration:
a. From the Access Control menu, select Access Panels, and then the LNL-4420 tab.
b. Choose LNL-4420 (LNL-X4420) as the Panel type.
c. Onthe LNL-4420 Options sub-tab, select “EntryPoint” as the Auxiliary module type, and

then click [OK].

.. Access Panels

To remove the EntryPoint auxiliary module firmware from the panel, copy

FEX

NGP/CASI | LNL-4420 [ LNL-3300 | LNL-3300-M5 | ACU || LNL-3300-GCM || LNL-2220 || LNL-2210 | LNL-2000 || LNL-1000 || LNL-50D | HID | Other | Offine Lock |[ILS Integra || ILS Offime | I1LS (4 »
| Accessbanel  workstation o
| I[N'Liiiib with EntryPoint | Eonine
| Location || Cannection | Options | Diagnostics | Nates | Encryption
Device court
| Readermoduies: Aam panels
- [ expiration date:
| Nt enforced |
16 M| o
e Store activation date:
E | Not enforced v/
None -
[[] Timed antipassback
DSDEDieics _ [[]Store area anti-passhack location
| Mone ¥|  [Precision access freader inclusion)
Audicry modue type [[]8evator support
EntryF_w_\nt I :’_I I:l First card unlock
T —— [ HandKey biometrics
|HID audliary authentication [ Bioscrypt biometrics
[ Special area nies
e [] Double card urlockAcggle
r [F TLS encryption
[]Enable BAChet server
Event capacty: 1000 el server §
18 o |
[ ok ][ cencal | [ cea | [ Hep. | Add Mads

Clase

5.  In Alarm Monitoring, open the System Status Tree. Right-click on the LNL-4420 (LNL-X4420),
and then select Auxiliary Module Firmware > Download Firmware to download the firmware

to the panel.
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6.  Open the panel’s web page again, and then select EntryPoint-Embedded from the sidebar to
configure the settings.

Figure 8. EntryPoint Embedded Authentication Settings

49 LENEL:S2 LNI-X4420 Intelligent Dual Reader Controller

HARS Embedded Server

HARS Server Configuration
Server URL:
(https:iresourcecrhostnams)

|h!:p:-'-'I‘r1'_.’52'ver"'13'5u::por'. |

Usemarms: |hars |
Change password (= Dan't change password
Passwaord: R

Confirrn Passward:

EntryPoint-Embedded
Log Lt

Mumber of Listening Threads:
Diagnostic Logging
[F] Enakée diagnostic logging to system log

[] Advanced diagnostics enabled

Save Configuration

Test Configuration

| Test Server Configuration |

| Test License |

HARS Configuration

Plzase specify a hars.ini file (*.ini)
Browse...

Optional Revert back to the previcus hars.ini file,

Download Current HARS ini file,

Download Hars.in

License Information

Plzase specify a license file (ti.lic.signed)

Browse...

License is not installed.

Certificate Information

Plzase specify a cenificate filz (*.pem)

Browse...

Certificate is not instalied
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10.
11.
12.

13.

14.

Add in your IP Address of the host EntryPoint server
Keep the Username “hars”

If you want to change the password, select Change password.

0 o

(Optional) Under Diagnostic Logging: Select Enable diagnostic logging to system log and
Advanced diagnostics enabled, Click [Save Configuration].

d. Under License Information: Click [Browse] to the license file. Click [Open] in the file
browser, and then click [Load License]. When the license is loaded, the license ID, and start
and end date are displayed.

e. (Optional) Under Certification Information: Click [Browse] to the certificate file. Click
[Open] in the file browser, and then click [Load Certificate].

On the panel’s web page, open the Apply Settings menu option, then click [Apply Settings,
Reboot]. This saves the configuration and reboots the panel.

When you are done configuring the connection, log off the panel’s web page.

Return to System Administration. From the Access Control menu, select Readers and Doors.
On the General tab, add an “OnBoard” reader to the LNL-4420 (LNL-X4420) panel.

For hard-wired readers: Add as “OSDP Protocol” reader Type.

(Optional) Add a “Schlage PIM-485" lock to the LNL-4420 (LNL-X4420) panel. Choose “Mag
with Wiegand Output” as the Output.

Configure the reader or lock as an Authenticated reader with the online and offline reader
modes you require.
From the Administration menu, select Card Formats.

a. Add a Wiegand card format with Extended ID = 0 - 200. Enter a name for this card format.
For example, “Extended 200-bit”.
Figure 1. Extended ID 200-bit card format
Card Format  Custom Encoding

Wame: | Extended 200 bit

Type: |‘Wiegand Azzet Format
Reversed Bit Order
Duress Format

Facility Code: 0
Badge Offzet Humber: 0

Total Mumber of Bits On Card: - 200 2

Starting Bit: Mumber of Bits:
Faciity Code: 0 2 s [
Card Mumber: 0 2 0 =
Ewtended ID: 0 2 -z
lssue Code: 0 2 | 0 =
ILS -5 pecific Fields
ADa 0 T 0

Activate Date: 0 2
Deactivate Date: 0 | ]

Autharization: 0

Mumber of Even Parity Bits: 0

Mumber of Odd Parity Bits: 0
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b. Add a Wiegand card format with Extended ID = 0 - 128. Enter a name for this card format.

For example “Extended 128-bit”".

Figure 2. Extended ID 128-bit card format

Card Format  Custom Encoding

Wame: |Extended 128 bit
Type: Wiegand Aszet Format
Facilty Code: |0 Reversed Bit Order
Duress Format
Badge Offzet Humber: 0
Total Mumber of Bits On Card: - 128 2
Starting Bit: Mumber of Bits:
Faciity Code: 0 2 s [
Card Mumber: 0 2 0 =
Ewtended ID: 0 2 128 =
lssue Code: 0 2 | 0 =
ILS -5 pecific Fields
ADa 0 T N =
Activate Date: 0 2 N =
Deactivate Date: 0 2 [ 0 E
Authorization: 0 | 1] =
Murnber of Even Parity Bits: 0 2 Special
- Mone

Mumber of Odd Parity Bits: 0

15. Assign the “Extended 200-bit” and/or “Extended 128-bit” card format to the reader.
16. Add a Magnetic card format. Configure Total characters=32 and Card Number=15. Name the
card format. In this example, “PIV Mag Format”.
Figure 3. Magnetic card format for LNL-4420 Embedded Authentication
Card Format  Custom Encoding
WName: | PIV kag Format
Type: | Magnetic Azzet Format
Facility Code: 0 Guest Format
Badage Offzet Mumber: 0 Duress Format
Access Contiol Track: |2 2 Total Characters on Track 22 32 Minimurn
Access Control Fields on Track 2
Field Length Field Order Offset from Start of
Field: [Pad/Truncate on Left): [0 == NAAL: Track 2
Facility Cade 0= = i
Card Number 5 2 2 = 0
Issue Code U= 22 18
Field Order & Offset: Contiguous Starting at Beainning of Track 2 [Custom Fields Appended)
Determined by Custom Fields
17. Assign the “PIV Mag Format” card format to the reader or lock.
Note: Schlage locks require a magnetic card format.
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18. Connect the authenticated reader to the reader port of the panel per the reader manufacturer
installation instructions.

EntryPoint Card Registration
1. Insert the PIV card in the reader.

Entry el
Welcome to Card Registration
Please insert your PIV card in the reader to begin.

2.  Enter PIN, and then click [Enter].

Entry el
Enter PIN
[ I 1211

Cancel Non-PIV Enter
The card’s security objects, photo, chip, and fingerprints are read.
B0K

Entry

Reading Card

Reading Security Objects...
10110
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3.  Enter Details, and then click [OK]. A message then reports the card is enrolled.

EEE
Entfy
Enter Details
First Name: Card
Middle Name:
Last Name: ICAM
PACS PIN:
Add Photo
RS o |

Embedded Auxiliary Authentication Module: Validation Agent

Validation Agent is an Auxiliary Authentication Module (AAM) that runs inside an LNL-X4420 access
panel. Validation Agent also communicates with ValTrust to receive certificate status information.

The following information will cover configuration of the Validation Agent AAM in OnGuard. See
ValTrust documentation for setting up the connection of the Validation Agent AAM to ValTrust.

Hardware Requirements
For Embedded Authentication functionality:

Controller

enabled for

Validation Agent

embedded

authentication Firmware Supported readers

LNL-X4420 1.305 or later Onboard readers
LNL-1320 Series 3, LNL-1300 Series 3, and LNL-1300e readers
LNL-1324e

Prerequisites

* The following needs to be installed:

- OnGuard (See Compatibility Charts to determine which versions of OnGuard are
recommended for compliance.)

- Add-On Auxiliary Module Firmware (These modules are posted at the Partner Center on the

LenelS2 Hardware Firmware Downloads page: https://partnerlenel.com/downloads/
hardware/0/firmware.)

- LNLAUXMOD_VALIDATIONAGENT_AAM.bin (The Validation Agent auxiliary module
firmware is required for the Embedded Authentication solution.) Copy this file to the
C:\Program Files (x86)\OnGuard folder. To remove the Validation Agent auxiliary module
firmware from the panel, copy LNLAUXMOD_VALIDATIONAGENT_REMOVE_AAM.bin to the
C:\Program Files (x86)\OnGuard folder.

DOC-1123-EN-US (13 January 2023) © 2022 Carrier. All Rights Reserved. revision 5 — 41


https://partner.lenel.com/downloads/hardware/0/firmware
https://partner.lenel.com/downloads/hardware/0/firmware

* By default, the cardholder option for badge assignment is set to “Automatic”. However, for
Validation Agent to be able to import the card via OpenAccess, this option must be set to “Manual
Entry”. This can be done in System Administration at the system level or for each badge type.
(Fromthe Administration menu, select Cardholder Options > Badge ID Allocation > 1D Allocation
or Badge Types > Badge ID Allocation > 1D Allocation.)

General Cardholder Options  Badge 1D Allocation | visits | Logical Access | Cardholder Search Results Lists | Wisitor Search Fiesuts Lits | Vst Se 4| ¥

1D Allocation | 1D Ranges |

I Allows Edit of Badge 1D ™ Autorlnciement |ssue Code:

FASC-M Settings
Agency: Field to fill with Agency Code:

Spstem: Field to fill with System Code:
Field to fill with Credential 1D
Modify Help... Close

Compatibility Charts

Compatibility charts of currently supported OnGuard versions and components are available on the

LenelS2 website: https://partnerlenel.com.

To access the OnGuard Compatibility Charts:

1.  Signin to the Partner Center, and then select Downloads.

2. Choose product or service: OnGuard.

3.  Choose version: Select the version of OnGuard.

4.  Choose type of download: Compatibility Charts.

Open the Third Party Applications Compatibility Chart for Validation Agent Embedded FIPS-201
Authentication support.

Licensing Requirements

OnGuard Licensing

* FIPS 201 Credential Management (SWG-1550) - This license is required in order to select
Auxiliary Module Type on the Panel Options form and the Authenticated Reader option on the
Readers and Doors form.

* Additional OpenAccess licensing is required to integrate ValTrust with OnGuard (for cardholder
demographic data transfer and badge data transfer).

e MAX_NUM_FIPS201_AUTHENTICATED_READERS (SWG-AUTH-XXX) - Allocates the
appropriate number of FIPS-201 Authenticated Readers licenses added to your system.

Supported Readers

Validation Agent embedded authentication uses the OSDP Transparent Mode to communicate with
the readers. This OSDP standard is supported by multiple reader manufacturers including Veridt and
HID Global. Contact these manufacturers for currently approved devices:
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Validation Agent authenticated readers support the CAK, PKI (PIV Auth), and BIO authenticated
modes.

Configure Validation Agent Embedded Authentication

1.  From System Administration, configure an LNL-X4420 access panel and bring it online.

2. (Optional) On the panel's web page, select Host Comm from the sidebar, and then select “TLS if
Available” from the Data Security drop-down.

Figure 4. Set Host Communication to TLS

€ LENEL:S2 LNL-X4420 Intelligent Dual Reader Controller

Host Communication

Communication
Address: EI [Juse 1Pv6 Only

Primary Host Port

Connection Type: IP Server ~ Data Security: TLS Required

Interface: NIC1

Port Number: 3001

) Authorized IP Address

® Allow All Required
Authorized IP Address:
[] Enable Peer Certificate
Alternate Host Port
Connection Type: Data Security: None v

= Select APPLY SETTINGS to save changes.

3. Copy the Validation Agent auxiliary module firmware file
(LNLAUXMOD_VALIDATIONAGENT_AAM.bin) to C:\Program Files (x86)\OnGuard\.

Note: To remove the EntryPoint auxiliary module firmware from the panel, copy
LNLAUXMOD_VALIDATIONAGENT_REMOVE_AAM.bin to the
C:\ProgramFiles(x86)\OnGuard folder.

4.  Enable panel-based authentication in System Administration:
a. From the Access Control menu, select Access Panels, and then the LNL-4420 tab.
b. Choose LNL-X4420 as the Panel type.
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C.

B Access Panels

LNL-4420 |NL-3300 LNL-2220 LNL-2210 LNL-3300-M5 ACU

Access Panel Workstation

<

FE A panel |-034FBA2161A4
SnB panel 1-094FBA2161A4
R C_panel 1-094FBA2161A4

LNL-33D0GCM  LNL-500 Cther ~ Offine Lock

Cancel Clear

Segment Name:
ALPHA REGIO] |Apanel | FAorine
BETHA_REGIOI
THETA REGIO|  Location  Primary Connection  Secandary Connection  Options  Diagnostics Web Page Users  Notes
Ports: Device count
) 2-Wire Pods Reader modules Alam panels:
2
2 o 2
Feature capacity level: -
3 (Nomal)
Store expiration date:
Besnory Date anly v
16 MB
Store activation date:
FiNtype Nt erforced -
None v
[ Timed anti-passback
QSDP biometrics: [] Store area antipassback location
None e [ Precision access {reader inclusion)
Audliary module type: [ Bevator support
— 1 [ Fist card wrlock
= e [[] HandKey biometrics
HID auwsdliary authentication
Help. Chan Eﬁg;“‘”t Modify Mode
Vadation Agent

On the LNL-4420 Options sub-tab, select “Validation Agent” as the Auxiliary module type,
and then click [OK].

Cloze

5.  In Alarm Monitoring, open the System Status Tree. Right-click on the LNL-X4420, and then
select Auxiliary Module Firmware > Download Firmware to download the firmware to the

panel.
From System Administration: From the Access Control menu, select Readers and Doors.
On the General tab, add an “OnBoard” reader to the LNL-X4420 panel.

For hard-wired readers: Add as “OSDP Protocol” reader Type.

O N o

modes you require.

Note:

m Readers and Doors

Configure the reader or lock as an Authenticated reader with the online and offline reader

The Reader online modes are the assurance profiles from pivCLASS Reader Services
including the default Validation Agent reader authentication modes (CAK, PKI + PIN, and
PKI + PIN + FingerPrint BIO) and any custom reader authentication modes that may have
been added. Reader offline modes include Locked and Unlocked.

m]

Reader

[EIREADER_1_based_on_ACCESS_PANEL 2
EINREADER 2_based_on_ACCESS_PANEL_1

Flreader A
B reader B
[ readar
<

Access Panel

A panel
B_panel

r manal

Reader Type

ACCESS PANEL 2 LNL-1320 (Dual Interface)
ACCESS_PANEL_1  LNL-1300 (Single Interface)

Onboard Reader
Onboard Reader

Nnknsrd Rasdar

Reader Output  Port

Magnetic Port2 0 il
Magnetic Portl 0

Wiegand / Prox  Onboard 0 0
Wiegand / Prox  Onbeard 0 0
Wianand /Brov  Nekoard 0 n

Address  Reader Number OSDP Address  Segmeni

Default ¢
Default ¢
ALPHA|

BETHA_f
ToeTA £ Y
>

General Grouping Settings Cortrols Aux Inputs  Aux Outputs  Arti-Passback Command Programming  Mobile  Notes

Name: |reader_A

Panel: 4 panel

T4P%: | Onboard Reader

O [ 0SDP Protocol

Port: |Onboard

Gateway
Address

[ Atemate Reader

Primary
Reader.

Reader Modes

Online: | PKI + PIN + FingerPrint £~

CAK

FKl+ PIN
Rl P15 1 Fingeririn BIO

Locked
Unlocked

Cancel Clear

Address: 0

IP Port: 0

Reader number:

Lock ID:

[ Biometric Verfy
[ Cipher

[ Frst Card Unlock
Autherticated reader

Help...

Held Open Time: Card Format Type

Extended Open

@ Magnetic Format  Magnetic
Strke: Time: FWiegand (64) Wiegand
Wiegand

hd Extended Strike: Ewiegand (72)

QsDP
Baud rate:

o 17 [s20 ~
000 | [JSecure channel
Strke:
Cut off on Close

[[1Do Not Activate Strike on REX

Keypad

[ Alow User Commands
[] Allow Intrusion Commands

@1 Wiegand Format  Wiegand

Encrypted Communications Mode:

Hevator Track Floors

Paired Reader:

Muodify Mode

Close
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10. Itis recommended to run the reader at a faster OSDP Baud rate than the default OSDP Baud

rate of 9600.

11. From the Administration menu, select Card Formats.
a. Add a Wiegand card format with Extended ID = 0 - 200. Enter a name for this card format.

For example, “Extended 200-bit”.

Figure 1. Extended ID 200-bit card format

Card Format  Custom Encoding
M ame:
Type:
Facility Code:

Badge Offzet Humber:

Tatal Mumber of Bits On Card:

Facility Code:
Card Mumber:
Extended ID:

lssue Code:

ILS -5 pecific Fields

AD&:
Activate Date:
Deactivate Date:

Autharization:

Mumber of Even Parity Bits:

Mumber of 0dd Parity Bits:

Extended 200 bit

Wwiegand

0

0

20 2

Starting Bit:

0

0

0

Azzet Format
Reversed Bit Order
Duress Format

Murnber of Bits:

i
i
20 2
i
0

Special:

Mone

b. Add a Wiegand card format with Extended ID = 0 - 128. Enter a name for this card format.

For example “Extended 128-bit”".
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Figure 2. Extended ID 128-bit card format

Card Format  Custom Encoding

Wame: |Extended 128 bit

Type: |‘Wiegand Azzet Format
Facity Code: |0 Reversed Bit Order
Duress Format

Badge Offzet Humber: 0

Total Mumber of Bits On Card: - 128 2

Starting Bit: Mumber of Bits:
Faciity Code: 0 2 s [
Card Mumber: 0 2 0 =
Ewtended ID: 0 2 128 2
lssue Code: 0 2 | 0 =
ILS-Specific Fields
ADa 0 T N =
Activate Date: 0 2 N =
Deactivate Date: 0 2 [ 0 E
Authorization: 0 | 1] =
Murnber of Even Parity Bits: 0 2 Special
- Mone

Mumber of Odd Parity Bits: 0

12. Assign the “Extended 200-bit” and/or “Extended 128-bit” card format to the reader.
13. Add a Magnetic card format. Configure Total characters=32 and Card Number=15. Name the
card format. In this example, “PIV Mag Format”.
Figure 3. Magnetic card format for LNL-4420 Embedded Authentication
Card Format  Custom Encoding

Mame: | FIW bag Format

Type: | kagnetic Azzet Format
Facility Code: 0 Guest Format
Badge Offset Mumber: 0 [ruress Format

Access Control Track: 2 2 Total Characters on Track 22 32 2 Miriirriuirn

Access Control Fields on Track 2

Field Length Field Qrder Qffset from Start of
Field: [Pad/Truncate on Left): [0 ==MsA) Track 2
Facility Cade 0= = i
Card Mumber 15 2 3 o
Iszue Code. og = 15
Field Order & Offzet: Contiguous Starting at Beginning of Track 2 [Custom Fields Appended)

Dretermined by Custom Fields

14. Assign the “PIV Mag Format” card format to the reader or lock.

15. Connect the authenticated reader to the reader port of the panel per the reader manufacturer’s
installation instructions.
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