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1 Service Overview and Objectives

This Service Description describes the services, entitlements, delivery, and onboarding
provided to customers subscribing to Mandiant Managed Digital Threat Monitoring
(Managed DTM). Mandiant Intelligence Expertise (MIE) services deliver expert analysis
supported by data from globally deployed detection technologies, 14+ years of incident
response experience, and continuous adversary monitoring.

Please see h //Iwww.mandiant.com/advan /digital-threat-monitorin

Managed DTM Solution Overview

Entitlements Man DTM ription
Onboarding Yes

Unlimited Users Yes

Threat Alert Review Mandiant Analyst
Keyword/Monitor Categories All

Mandiant Advantage Access

DTM and Research Tools*

Investigations/Analysis

Yes

Threat Alert Notifications

Yes (email + API)

Keyword/Asset Management

Mandiant Analyst

Takedown Service

Yes, via ZeroFox

* An intelligence subscription (e.g., SecOps, Fusion) is required to gain access to Mandiant
Advantage intelligence & threat reporting beyond that which is provided by the Managed
DTM analyst when relevant to an investigated/escalated DTM threat alert.

2 Digital Threat Monitoring

Digital Threat Monitoring (DTM) is a module in the Mandiant Advantage platform; DTM
offers customers enhanced situational awareness of their digital footprint across the web,
providing tactical indicators that support strategic insight to inform decision makers,
empowering increased threat protection. Mandiant’'s threat monitoring solution is
powered by automated web reconnaissance technologies delivering persistent threat
alerts accessible through a dashboard, email notification, or APl integration. The
automated technologies match customer keywords (aka, “assets”) against numerous
sources of interest, providing indications of items of possible concern for further
evaluation to enable client understanding and mitigation.
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Mandiant’s offering delivers the functionality, services, and intelligence that customers
need to augment their cyber security mission; these solutions help identify breaches,
exposures, and digital threats across the open, deep, and dark web, delivering insights and
contributing to peace of mind about an organization’s exposure across the evolving threat
landscape.

Capabilities and use cases include:

Automated forward-looking reconnaissance specifically tailored to an organization’s
key intelligence priorities.

Near real-time collection and alerting that monitors the digital threat profile of an
organization.

Indications and warning (I&W) that an organization, data, or personnel are being
mentioned or targeted.

Alerting when an organization or data may have been exposed or compromised.

Identification of the compromise or ransomware exploitation of a disclosed,
trusted/critical third-party partner or vendor.

Notifications of potentially exposed/compromised payment cards.

Alerting when potentially relevant compromised accounts are observed in infostealer
command & control infrastructure.

Historical search capability (via Mandiant Advantage Research Tools) through legacy
threat source data.

2.1 Managed Digital Threat Monitoring (Managed DTM)

Managed DTM is delivered utilizing the Mandiant Advantage DTM (MA-DTM)
automated web reconnaissance technology module, with the premium addition of
having a Mandiant intelligence expert managing client monitor profiles and regularly
assessing threats associated with an organization’s digital footprint across the web.

A designated Mandiant analyst (a shared resource across multiple clients) will be
assigned to the subscribing customer. Clients may appoint a lead contact for the
Mandiant analyst but are not limited to just one contact (e.g., a unique distribution
group for specific threat types). The analyst will monitor and analyze the customer
profile and threat alerting, managing the evolution of a client’s keyword/asset profile
to maximize effectiveness and increase relevance.

Mandiant’s objective is to proactively review, triage, and tune incoming threat alerts
on behalf of the customer, conducting investigations where appropriate, and
informing clients of any findings Mandiant considers “urgent” as soon as possible
upon discovery. Mandiant will determine, at its discretion, whether, and to what
extent, to investigate threat alerts.

Monthly summaries and trend reporting will be provided to customers, as well as
monthly touch point meetings to review deliverables, gather feedback, and discuss
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threats, as well as new client business (e.g., changes in operations, initiatives,
incidents, etc.) that could affect their threat landscape or priorities.

Managed DTM Subscription Level Objectives:

Enable access to DTM dashboard and keyword/monitor management resources
providing automated, persistent threat alerting.

Include all release updates to Mandiant reconnaissance technologies, sources,
and features.

Lead kick-off calls; these typically occur within two weeks following the
subscription start date to familiarize clients with the DTM module and Mandiant
capabilities, and to establish the framework for executing an effective
monitoring program that identifies likely client threats.

Conduct daily, proactive reviews of client DTM threat alerting during regular
business hours of the assigned analyst’s local time zone (except for local
holidays and corporate closures), and flag notable alerts for customers.

Lead investigations into any threat alerts the analyst deems suspicious or
concerning.

o When analysts initiate an investigation, full contextual analysis will
generally be provided to the client within 2 business days, depending on
the nature of the identified threat and resources required.

Deliver a monthly summary report which provides an overview of the most
critical alerts and investigations, possibly to include trends from month to
month, based on available data and metrics.

Lead monthly meetings with the client to acquire feedback, determine effective
operationalization, and discuss the deliverables, as well as explore whether any
changes to a customer’s use cases and adjustment to monitors are required.

o Any notable changes to the client’'s business operations that would
require keyword/asset updates, e.g., new executives, new business
initiatives, M&As, etc., can be addressed anytime, as needed.

Submit eligible takedown requirements (as outlined by Mandiant partner
ZeroFox) in support of domain violations, trademark infringement, intellectual
property compromise, account and personnel impersonation, and malicious
activity (e.g., phishing campaigns); legal Uniform Domain-Name Dispute
Resolution Policy (UDRP) support is not included in the current partnership
agreement.

Provide clients with adequate notification of upcoming leave and set
expectations with regards to:

o Contact details for emergency point(s)-of-contact (POC) or other
Mandiant POC for the duration of leave, such as an alternate analyst,
team email distro, and/or other appropriate representative.
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3 Delivery and Supporting Entitlements

The Mandiant MDTM subscription offering includes the following delivery and supporting
entitlements:

3.1 Email Notifications

All users will be enabled with setting email notifications to customize the scope and
cadence of notifications about specific DTM threat alerts and intelligence (if
subscribed).

3.2 API

The Mandiant Advantage platform allows you to automate Mandiant expertise and
intelligence so you can prioritize effort and increase capacity to detect and respond
faster to attacks via its APl. Many of the threat intelligence products and data can
integrate with other cyber security tools and platforms (e.g., Splunk), increasing your
effectiveness even further. Additional information and instructions can be accessed
at https://docs.mandiant.com/home/api (once access is enabled).

3.3 Browser Plug-in

The Mandiant Advantage browser plug-in is available for install on Google Chrome
and Mozilla Firefox. The plug-in enables users to automatically scan web pages for
technical indicators, identifies related intelligence, and provides the ability to pivot to
entitled intelligence reporting and data within the Mandiant Advantage platform (an
intelligence subscription required to view all content).

3.4 Support Services

Basic intelligence onboarding and provisioning support is included with the MDTM
subscription (see below section).

2 Provisioning, On-Boarding, and Support

Managed DTM begins shortly after Mandiant receives an approved purchase order. When
the order is accepted, you will receive a Welcome Email for the service(s) purchased.
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The Welcome Email includes steps to log into the Mandiant Advantage platform, important
links to enablement and API documentation, integrations available for purchased Mandiant
solutions, how to add platform users, and support contacts. Account representatives will
collect user provisioning details for the Mandiant DTM module upfront, and Mandiant
Support will then provision initial customer users to the platform.

NOTE: As of 14 February 2024, Google security control guidance is to establish one
primary customer user as a DTM administrator, who will then be responsible for
provisioning module access to appropriate personnel within the client organization. The
Mandiant analyst and sales account manager will not be responsible for post-onboarding
user provisioning assistance.

Unless the customer has also subscribed to Premium Customer Success Management
(CSM), clients will receive an initial onboarding engagement by the MDTM team to provide
an overview of the platform and begin discussion regarding use cases and assets; should
Premium CSM be included, the following services/support will be provided:

e Streamlined account provisioning and subscription walkthrough (i.e., demonstrations).

e Dedicated support for customer troubleshooting and informed product consumption
via access to Customer Support Portal and Knowledge Base.

e Additional assistance in accessing and maximizing consumption of purchased services
and alignment to appropriate service delivery components.

5 Customer Obligations

Customers are responsible for:

e Understanding the provided enablement documentation on subscriptions acquired.

e Providing initial keywords and defining use cases to initiate effective threat monitoring.
e Integrating third-party products with the Mandiant Threat Intelligence API.

e Alerting Mandiant to any functional issues for troubleshooting.

e |dentifying which primary user to provision as an administrator for the DTM module.

e Contacting Mandiant Support (mandiant-support@google.com) for provisioning
changes and any platform technical issues.

e Coordination of changes in business operations and keyword/asset evolution with the
Mandiant analyst.

e Completion and return of ZeroFox authorization form to enable takedown support.
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6 Out-of-Scope

The service and support model described above encompass the Mandiant MDTM
subscription offering; anything not included within this Service Description is
out-of-scope. Managed DTM analyst support is focused on triaging and investigating
alerts generated in the MA-DTM module and is not a service providing solutions to custom
intelligence requirements (e.g., bespoke requests for information), requests for Mandiant
Advantage intelligence reports (as a workaround for a lack of intelligence subscription), or
mitigation consultation. This subscription offering does not include incident response
activities and support, is not constructed for 24/7 emergency support, and the Mandiant
analyst is not positioned to provide research support to digital threats from non-Mandiant
identified sources/alerts.

7 Terms and Conditions

Mandiant Intelligence Expertise subscriptions are governed by their respective service

description and the terms found at https://cloud.google.com/product-terms#section-15.
This MDTM service description may be updated from time to time, and Mandiant will post

the most current version within the Mandiant Advantage platform document portal.

8 Glossary of Terms

8.1 Mandiant Advantage

Mandiant Advantage is a consolidated intelligence platform that gives security
teams an early knowledge advantage and provides platform modules with current
and relevant threat data and analysis expertise. Armed with continuous security
validation, detection and response, and attack surface visibility, organizations are
more secure from cyber threats and confident in their readiness. Threat
intelligence is consumable directly in the platform, via personalized email
notifications, and through API integrations.

8.2 Keywords

Also known as “assets” by Mandiant analysts and “terms” in Mandiant Advantage,
keywords are terms or phrases of customer interest, such as products or services,
domains or IPs, VIP names, brand names, Banking Identification Numbers (BINs),
etc., to be searched against threat data by Mandiant’s proprietary web scraping
technologies, enabled by additional filtering and condition-matching options.
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8.3 Asset Management

Mandiant’s customer-focused DTM feature enables client management of their own
assets and monitoring queries. For MDTM subscribers, a Mandiant expert will
collaborate with the client to understand intelligence requirements, threat
monitoring use cases and priorities, and will subsequently manage client assets and
maintain monitors after customers provide initial input (and context). Experience
has demonstrated the most successful outcomes result from an asset range
between 100-2,000 terms; a significantly higher number of keywords generates
such alert volume that reduces effective triage efforts and requires the Mandiant
analyst to utilize their discretion to implement filters and action results
appropriately.

8.4 Threat Alerts

Raw indicators generated as output from customer asset queries made accessible
through the MA-DTM dashboard. Automated calculation is based on content
classification to include a range of machine-learning severity ratings of High,
Medium, Low. Threat alerts are currently categorized based on the following DTM
collection types:

e Compromised credentials: based on indications of user log-ins and service
URLs identified in infostealer logs.

NOTE: clients are required to validate domain ownership in order to enable full
disclosure of sensitive data, in compliance with Google legal and information
security best practices.

e Forums: based on information gathered from posts and user profiles from
various online forums and marketplaces.

e Messages: based on matches appearing in Mandiant covered Telegram
channels (to include manually curated access).

e Network Information: based on domain discovery events matching domains, IP
addresses, and URLs.

e Paste Sites: based on content gathered from 20+ paste sites (to include Pastebin
and Doxbin).

e Shop Listings: based on matches of BINs and potentially compromised hosts in
open and underground card shops.

e Web Content: based on open-source content published on various sites such as
news sites, blogs, and GitHub.

NOTE: Social media is not currently a covered data source for threat monitoring
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8.5 Investigations

Alerts flagged for further assessment by Mandiant expert analysts, to include
additional contextual analysis, insights, and any related Mandiant Advantage
intelligence/threat data to provide customers with a deeper level of understanding
in order to effectively operationalize. The MDTM analyst is a conduit to the breadth
and depth of Mandiant’s tools, data, and expertise; research support can leverage
any Mandiant resource to enrich initial DTM threat alert data (e.g., submit requests
for additional research and threat actor engagement).

NOTE: Google does not currently authorize data purchase directly from threat
actors.

8.6 Web Reconnaissance Technology

Mandiant’s automated web reconnaissance technologies match customer assets
and queries against numerous sources of interest in near real-time, identifying
items of possible concern for further evaluation to enable client understanding and
mitigation. To collect content from web sites, we have a distributed scraping system
using real web browsers; however, no client-specific keywords/assets are actively
queried outside Google systems (data is collected into an internal data lake and
then matched). User behavior on the target sites is emulated by browsing
playbooks tailored to the specific type of site.
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