| Slh‘lpllﬁ,r g the Business of healthaare™

Updox Direct
Certificate & Registration Practice Statement

Version 2.2

Updated: 10/3/2023

Updox
6555 Longshore Street, Suite 200
Dublin, OH 43017
1-614-798-8170
http://updox.com

By: Kathy Howard, Director of Compliance


http://updox.com/

1 INTRODUCTION. . .ctitiiiiitttttet ettt e e s e e e e e s s e bbb e st e e e e s s s b a b e e teeeesssabaraeeeeeesesannnenes 11

11 OVEBIVIBW ..ttt a e e s e e e s s bt e e s ab bt e e s ab b e e e s bb e e e s e nb e e e s s sba e e s saree s 12
1.1.1 (@Y ] Tor=Y o o I o [T ox Y RS 12
1.1.2 Relationship between the DirectTrust CP and UpdoX CPS .......c..vviiviiiiiiiiiieeeciee e evee e 12
1.13 Relationship between the DirectTrust CP and UpdoX CA CP.......coviviiiiiieiiieeecieeceieee e evvee e 12
1.1.4 Relationship between the DirectTrust CP and DirectTrust-EHNAC Accredited Entities..........cc........ 12

1.2 Document Name and [dentifiCation ........coceoieiiiiiiriee e s 12

1.3 Public Key Infrastructure (PKI) partiCipants......c..ceeccciieeieiiiee et e e e e e stae e e s eanre e e esnraeeeennsaneeeas 13
1.3.1 Certificate AUTNOIITIES (CAS) cuuviiiiiecciieeciee ettt etee e e et e e stae e s te e e s ate e e te e e abeesbaeessseesasaeesteesnsaeennnes 13
1.3.2 Registration AULNOITIES (RAS) ..ueiiiiieeiie et ectee ettt eetre e te e e te e e s te e s te e e steesbeeesaseesaseeesaeesaseeanes 13
133 SUBDSCIIDEIS ...ttt b e s bt sat e s st e et e et e e sbe e saeesaee st e eabeebeennes 14
134 O YTV - T VA [ 2= TSR 15
1.3.5 (01 o T=T gl o F: [ ol o T= 10} £ 15

1.4 (O] HTor= Y T UL =L T PSP 15
1.4.1 AppPropriate CertifiCate USES .....uiiiiiiiiiiiiiiie ittt e e s stte e e s s bee e e s s bteeessbeeeeesneaeeesnnes 15
1.4.2 Prohibited Certificate USES .....coi ittt ettt st sttt sttt as 16

1.5 (Lo [T V= Yo [ a1 I A= 14 (oY o U 16
1.5.1 Organization AdmINIiStErING the CPS........ooi it e et e e e e ebe e e e e be e e e e areeas 16
1.5.2 1070 ] ] =Tt =T Yo o PP 16
1.5.3 Person Determining CPS Suitability for the PoliCy ........cooocuiiiiiiiiieicce e 16

1.6 (DL a1 Ao YTy [a o =T g 0 1Y/ 4 o T 16
1.6.1 FANo o111 ¢ 1 LSRR 16
1.6.2 D= 1o T o T3 PSSP P PSR PPTOPRPRRT 17

2 PUBLICATION AND REPOSITORY RESPONSIBILITIES .....cocttiiieieenieeniteniee ettt ettt st 23

2.1 =T oJo 11 Ko ] 4 [=1 OO PP PPPTPPPPTUPPPPPPRE 23
2.1.1 20T ool 1o 4V @] o] 1= 4 o] o T3S UURERN 23

2.2 Publication of Certification INfOrmation ..........cooiiiiiiiiie et e 23
221 Publication of Certificates and Certificate Status .........coceereeriiriiiieeeeeee e 23
222 Publication of CA INfOrMation .........ooiiiiiiiieieeee et 24
2.2.3 FaY =T o oX=T = o 11 1 A U SURURR 24

2.3 frequency Of PUBIICAtION...........eieeee e e e e e s e e e e e e e e e e s e abtbaeeeeaeeesnnnsnnns 24

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 2 of 57



24 ACCESS CONLIOIS ON FEPOSILOIES 1eeiiiviieiiciiiieeciiee e ecttee e et e e eette e e e ette e e e ebteeeesbteeeesbteeeseseaeeesssneeesassaeessnnes 24

3 IDENTIFICATION AND AUTHENTICATION ...utiiiiiiiiiieeieeieestee sttt st ettt et sbeesie e st s et et esbeesaeesaeesaneeaneenneennes 24
3.1 N 10010 SO PO PP PTP U PPTPPUPPTTN 24
3.1.1 TYPES OF NAMIES...eiiietiiie ettt e e e e sttt e e s te e e e s abeeeessteeeeessaeeesssaeeesssaneesnnsseesean 24
3.1.2 Need for Names to be MeaningfUul ........cocuuiii i e e e e aaee e 25
3.1.3 Anonymity or Pseudonymity of SUDSCIIDEIS.......coociiiii e 25
3.14 Rules for Interpreting Various Name FOIMS .......uuiiiiciiieiiiiieeeeiiee e ssiree e st e s ssere e e sssaee e ssnaeeesssaeeeens 25
3.1.5 UNIQUENESS OF NGIMES ..eeiiiiiiieiciiieeecitee ettt e s sttt e st e e s st e e ssate e e e ssbaeeesssaeeeeassaeeesanssaaesnnsseeenns 25
3.1.6 Recognition, Authentication, and Role of Trademarks..........ccouviiiiiiiie e 25
3.2 Initial identity ValIdatioNn .......ooo i e et e e e et e e e e e bt e e e s aaaeeeeannaeeeennraeaaean 25
3.2.1 Method to Prove Possession Of Private KEY ........eiecciiiiiiiiiie ettt et e e e e e s aaee e 25
3.2.2 Authentication of Organization Identity .......cccueei i e 25
3.2.3 Authentication of INdividual IdeNtity......c.eeviieiiiie e 26
3.24 Non-verified Subscriber INfOrmMation..........ooouii i 28
3.25 Validation Of AUTNOIITY c...uveeiiieee e et e e et e e e e e bee e e s ebtee e e snteeeesntaeeesnnes 28
3.2.6 Criteria for INtEIrOPEIAtION ......ooii et e e e e et e e e e et ae e e e eabe e e e eenbaeeeeeabeeeeennsenas 28
3.3 Identification and authentication for re-key reqUESES ........ueiieciiee e 28
3.3.1 Identification and Authentication for ROUtiNE RE-KEY......ccuueiiviiiiiiiiiiiie e 28
3.3.2 Identification and Authentication for Re-key After RevOCatioNn ........cceeeeciieeeeiiiieee e 28
3.4 Identification and authentication for revocation rE@QUEST........cc.eeiieciiieeeciiee et aaee e 29
4 CERTIFICATE LIFE-CYCLE....cci it iiieteiee ettt ettt e e e e e ettt e e e e e e e ettt e e e e e e e nnbebeeeeeeeeaannreneeeeeeseaannnreneeeeas 29
4.1 7AYo o] [ToF= o o I PP PUPPPRNt 29
4.1.1 Submission of Certificate APPlICAtiON ......cii i e e 29
4.1.2 Enrollment Process and ReSPONSIDIlIties ..........eeeiiiiiiciiiiiiee e 29
4.2 Certificate appliCation PrOCESSING ...ccccuiiie ittt et e e et e e e et e e e et e e e e e ate e e e e ateeeseareeeeenseeeeeensenas 29
4.2.1 Performing Identification and Authentication FUNCLIONS ........cccuviiiiiiiii e 29
4.2.2 Approval or Rejection of Certificate Applications ........cccueevieciiiiiiciiie e 29
4.2.3 Time to Process Certificate APPlICAtioONS .....ciiiiiiiieiie e et e e e sareeeeas 30
4.3 LIS U= T ol O PTSOPRRN 30
43.1 CA Actions DUFiNg CertifiCate ISSUANCE ......cccuiiii ettt e ettt ettt e et e e e e etr e e e e eabee e e e abeeeeeareeas 30
4.3.2 Notification to Subscriber of Certificate ISSUANCE .......c.ooouiiiiiiiiiee e 30
4.4 @Y ] o= Y d I [olol=Y o) - ol ISP 30
4.4.1 Conduct Constituting Certificate ACCEPLANCE.......uviiiiii ettt e e e breee e e e e e 30

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 3 of 57



4.4.2 Publication of the Certificate by the CA........coo i aree e 30

443 Notification of Certificate Issuance by the CA to Other ENtities .......cccceeecveeieicieee e 30
4.5 Key pair and CertifiCate USAZE .....uuiii it ectiee ettt e et e e st e e e s sabae e s s sabaeeesantaeeeesnseeeessnsenaeean 31
45.1 Subscriber Private Key and Certificate USage......ccueiiiiviiiiiiiiiii ettt e e 31
4.5.2 Relying Party Public Key and Certificate USAgE .....ccccuiiiiriiiiiieiiie ettt e e e e 31
4.6 Certificate rENEWAN ..c..ei ettt st ettt e b e s bt e sae e st e s bt e b ens 31
46.1 Circumstance for Certificate RENEWAI .......cocuiiiiiiiii e e 31
4.6.2 WhO May REQUESE RENEWAL.....cciiiiiiii ittt st e s s sbee e e et e e s esabee e s e sabeeeeenareeas 31
4.6.3 Processing Certificate RENEWAl REQUESES .....ccivcuiiiiiciiie ettt e e srae e e s saaeeeeas 31
4.6.4 Notification of New Certificate Issuance to SUDSCIIDEr........ccocuiiiiiiiiiiiieeeeeeeeee 31
4.6.5 Conduct Constituting Acceptance of a Renewal Certificate........ccoceevecieeiicciee e, 31
4.6.6 Publication of the Renewal Certificate by the CA.........oooviiiiieiie e 31
4.6.7 Notification of Certificate Issuance by the CA to Other Entities .......cccccceevveiiiiiieeieiiiee e, 31
4.7 (O Tor= Y I T =Y PSP 31
4.7.1 Circumstance for CertifiCate RE-KEY ........ciiiiiiiiiiie ettt ettt e e et e e e be e e s eareeas 32
4.7.2 Who May Request Certification of @ New PUBbliC K@Y ........oooieuiiiiiiciiieecee et 32
4.7.3 Processing Certificate Re-KeYiNg REQUESES ....ccccuiiiiiiciiiieicciiie ettt sctre e ssre e e saae e s e e s e snaae e 32
4.7.4 Notification of New Certificate Issuance to SUbSCrIber........cccccooiiiiieiiiniinee e 32
4.7.5 Conduct Constituting Acceptance of a Re-keyed Certificate........cocveeeciieiicciee e, 32
4.7.6 Publication of the Re-keyed Certificate by the CA.........ooo i e 32
4.7.7 Notification of Certificate Issuance by the CA to Other Entities .......cccccceccvieeeccieeeecciee e 32
4.8 1Y ToTo I} ior-  { To o VOSSPSR PRTOPRRPRP 32
4.8.1 Circumstance for Certificate ModifiCation..........coceerieriiriiiiee e 32
4.8.2 Who may request Certificate Modification ...........cccueiiiiiiiii it 32
4.8.3 Processing Certificate Modification REQUESTS .......ccccuviiieeiiiiieeciiee ettt ettt et e et e e e aaee e 32
4.8.4 Notification of New Certificate Issuance to SUbSCrIber........ccceviiiiieiiinieneeeeeeen 32
4.8.5 Conduct Constituting Acceptance of Modified Certificate......cccocveveiiceiiiccieiecce e, 32
4.8.6 Publication of the Modified Certificate by the CA........coo i 33
4.8.7 Notification of Certificate Issuance by the CA to Other Entities ........ccccceecveeeeciieeeeccieee e, 33
4.9 Certificate revocation and SUSPENSION .........uviiiiiiiieeecitie e ettt e et e e et e e e et e e e e et e e e eeareeeeeareeeeenbeeaeeensenas 33
49.1 Circumstances fOr REVOCATION ...c..eeiviiiiiiiiiiieteete ettt sttt ettt s e s ne e e 33
4.9.2 Who Can ReqUESt REVOCALION ...cc.uuiiiiiiiie ettt e e e e e etre e e et e e e e eabae e s e abeee e enareeas 33
49.3 Procedure for ReVOCAtion REQUEST......cccii ittt e e e e rtre e e e e e e e e s sneraae e e e e e e e s nnnnnns 33

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 4 of 57



49.4 Revocation REqUEST Grace PEIIOM ........ocicuiiiiieiiie ettt e e st e e e raaae e e e saaaeeeeas 33

49.5 Time Within Which CA Must Process the Revocation REQUEST........cc.eeeeviiieeeeiiiieccciee e 33
4.9.6 Revocation Checking Requirement for Relying Parties ........ccovcvveiiiiiieiiiiiiieecceec e 33
4.9.7 CRL ISSUQNCE FIrEOUEBNCY ...uutiiutiiitiet s esssenan 34
4.9.8 MaximumM LatenCY fOr CRLS........uiiiiiciiie ettt et e e e eatr e e e e saar e e e eeata e e e esssaeeesnsseeeeannsneenan 34
49.9 On-line Revocation/Status Checking Availability........cccoeeeieiiiiiecieecee e e 34
4.9.10 On-line Revocation Checking REQUIFEMENTS ......cccuiiiiiiiiiei et e s e e e e 34
49.11  Other Forms of Revocation Advertisements Available..........cocoriiiiniiiiiiiiie e 34
4.9.12  Special Requirements Related to K&y COMPrOMISE .....c.ueieieiieiiieiiieecciiee e erieee e seveee e esree e svee e e 34
4.9.13  Circumstances fOr SUSPENSION .......uuiiiiiiieeecctiee e eetiee e eerte e e eete e e e e etee e e e ebe e e e esabeeeseenbaeeeeenbeseeenreneeennsenas 34
4.9.14  Who Can REQUESE SUSPENSION ..cccuuiiiieiiiieeeccitee e ettt e e eette e e eete e e e estteeesesabeeeeesabeeeseenteeeeeansesesennseneeennsenas 34
4.9.15  Procedure for SUSPENSION REQUEST.......c.uiiiiiiiiie e cciee ettt e e sree e s s ebe e e e esabe e e e sabeeeeennreeas 34
4.9.16  Limits 0N SUSPENSION PEITOM ...uiiiiiiiiii ittt ceiee e eettee et e e et e e e e st e e e e st e e e s sabee e e esabeeeeesnbeeesssaseeessnnseens 34
4.10  CertifiCate StAtUS SEIVICES ..ccouiiiiiiiiiie ettt ettt ettt et sb e e bt e sttt e sab e e sabeesbteesabeeesbbeesabeesaseeesaseesane 34
4.10.1  Operational CharaCteriSTiCS .......iiiciieeiiiieeecciee e et e e eete e e eete e e e e stee e e e s beee e esabeeeeeenbeeeeeanbeseeeenseeeeennsenas 34
O YT Y (ol I ANV 11 - o 11 4V USRS 35
(O T @ oY o o F= 1 2= | U] YRS 35
0 I A =Y o o Y U] o 1Yol T o d o s ISP 35
4.12  KEY ESCIrOW QN0 FECOVEIY . ceieieieeeeeeeeicttteeeeeeeeeseuataaeeeeessasaasttaseeeasssassssseasasessssaaassseaeeeessssnasssssnseeessesnnssnns 35
4.12.1  Key Escrow and Recovery Policy and PractiCes .......ccccccuerieiiiiececiiee e eeiee ettt e e 35
4.12.2  Session Key Encapsulation and Recovery Policy and PractiCes .........ccccoveeeeiieeeecciiee et 35

5  FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS.....c..eoiiiitiriteteeieeniee sttt 35
5.1 [ N ] oF= | I elo T o 1 o £ UIR 35
511 Site Location and CONSEIUCTION ......ciiiuiiiiiieiiie et e e 35
5.1.2 o NV [or= I Yool YU UURRN 35
5.1.3 oM T TaTo AN g @e T Yo [ dToY o 11 V-0 USSR 36
514 LV LT ot o Yo R U1 =3RRI 36
5.15 Fire Prevention and ProteCTION........cocuiiiiiienieeee ettt sttt 36
5.1.6 Y LT T Lo =Y - <SSR 36
5.1.7 LAV T N 11 o o Y- SR 36
5.2 PrOCEAUIAl CONTIOIS. ..ottt sttt et et e bt e s et e st st e e bt e b e beesreesaneeareen 36
521 TrUSEEA ROIES ...ttt st st sttt e bt e b e s be e saeesane et e e b e esbeenneesanenas 36
5.2.2 Number of Persons ReqUired Per TasK ..........uuuiiiiiiiiiciiiiieeee e ettt e e e e eectraee e e e e e e e e snbraaeeeeeesesnnrnnes 37

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 5 of 57



5.2.3 Identification and Authentication for EQCh ROIE .......ccooviiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 38

5.2.4 Y=Y o L= [o] g e 2 (e =P R 38
53 PIrSONNEI CONTIOIS ...ttt ettt s e s b et e s bt e st e e e abe e s abeeesabeesabeesseeesabeeennnes 38
5.3.1 Qualifications, Experience, and Clearance ReqUIr€mMENtS........ceceeieeiciirieieeeeeeeciireeeee e eeecirree e e e e e 38
5.3.2 Background ChECK ProCEAUIES ......ccccuiiiiieiiiie et ee ettt e ettt e et e e e etae e e e sata e e e seataeeeennsaeeesnsaeeesannreeenas 38
5.3.3 TraiNiNg ReQUINEMENTS. cci it e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeeeeeeeeaeaees 38
534 Retraining Frequency and REQUIFEMENTS ......coiciiiiiiciiieeeiiee ettt sstre et e e e s sbae e s e snraeeessanaeeeeas 38
535 Job Rotation FrequenCy and SEQUENCE.........uii i iiie ettt eettee ettt e st e e s stae e e s sbae e e ssnbaeeessasaeeeens 38
5.3.6 Sanctions for Unauthorized SECHIONS........coouiiiiiiiriii e 38
5.3.7 Independent Contractor REQUIFEMENTS .......ciiicuiiiiieiiieeecciee e e et e e ectte e e et e e e e eaare e e e sasaee e esnsaeeesnnnaeeeeas 38
5.3.8 Documentation SUPPliEd tO PEIrSONNEL.........oi i e e e e e aae e e s aaee e 39
5.4 FANU Lo [ o of=T = d o o Yol =T [T =TSP PPPPRPPNt 39
54.1 TYPES Of EVENES RECOTAEM....ciiiiiiiiiciiiee ettt e e st e e st a e e e eabaee s s nbaeeessanreaeean 39
5.4.2 Frequency Of ProCeSSING LOS .....uviiiiciiieieciiiie et te e st ee sttt e e sttt e e st e e e ssabae e e snsaeeesssaeeeensaaeesnnsseeenns 40
5.4.3 Retention Period fOr AUAIT LOG .....ccccciiie ittt et e e e e et e e e e eaaae e e s sasaeeeentaeeesennreeeean 40
5.4.4 o u=Totd o g T o) XU Lo L o o - R 40
5.4.5 AUdit LOZ BACKUP PrOCERAUIES ....eiiieiiiieieiiie e ceiteee ettt e ettt e st e e e s tae e e s e vte e e e sbaeeesebtaeaesaseeeessaseneassnnes 40
5.4.6 Audit Collection System (Internal vs. EXLEIrNal) .....ccceeevieeeieeeiie ettt 40
5.4.7 Notification to EVeNt-CauSing SUDJECT..........eiii ettt et e e e e e aaeeeeas 40
5.4.8 VUINEIability ASSESSIMENTS ......eviiieeciiiee ettt et e e e et e e e et te e e e ebaeeeeebteeeeeabteeeeebteeaeestesaesssseaesassanasannes 41
5.5 2CTole e I3 [ ol o1V | OO OO U PP PPTOPRRPRROP 41
5.5.1 Types Of RECOIAS ArChIVEd.....cocuiiieiciiie e e e e et e e st e e e eatae e e e abaaeeesnnreeeean 41
55.2 Retention Period fOr ArCIIVE ...........iiiiiiiiiieeeee et e e 41
5.5.3 Protection OF ArCRIVE ..ottt ettt sttt be e bt e sae e st et as 41
5.5.4 Archive BackUP PrOCEAUIES ......uviiiiiie ettt ettt e e e e et e e e e s e e st re e e e e e e s eeansbeeeeeeeeeeannnreaneeans 41
5.5.5 Requirements for Time-stamping 0f RECOIAS........cccciiiiiiiiiii i 42
5.5.6 Archive Collection System (Internal or EXXErNal)........cccveeeiieeiiiiiiieccee et 42
5.5.7 Procedures to Obtain and Verify Archive INformation .........cccocuvviiiiiieiiciiee e 42
5.6 NVl g T [0 T=T=T o YT RSN 42
5.7 Compromise anNd diSASTEI MECOVEIY ....uuiiiii ittt e et e e e e e e e e e s s e st e e e e e e e s sssnsstaeeeeeeseeanannreeeneens 42
5.7.1 Incident and Compromise Handling ProCeAUIES ..........ccevciieieeiiiieecciiee et eciree e esvre e e e e savee e 42
5.7.2 Computing Resources, Software, and/or Data are Corrupted ........coevvvrevreevreenreeneeeeecreeereeereenveennes 42
5.7.3 Entity Private Key COmMPromiSe PrOCEAUIES ......cciiiiieeciiiiiieeeeeeeeciiiteeeeeeeeesersseeeeeeeessssnsssssesesssesnnsnnes 43

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 6 of 57



5.7.4 Business Continuity Capabilities After @ DiSAStEr .....cvviiiiciieeiciee e 43
5.8 CA OF RATEIMINGTION ..ttt e re e s sare s 43
6  TECHNICAL SECURITY CONTROLS ....ceeiiiiiititiiiiittitieieeeteteteteteteteteteeeteteteteeeteteteteteteteteteseaeeeeeeeteeeeeeseresesereresesesesenes 43
6.1 Key pair generation and iNstallation.........c.ueiiiiiiiiiiiiie e e aaee e 43
6.1.1 GV T R CT=T =T = A o] o PPt 43
6.1.2 Private Key Delivery t0 SUDSCIIDET .........oo it e e e aaee e 43
6.1.3 Public Key Delivery t0 CertifiCate ISSUBT ... .uiiiiiiiiiiccteie ettt s saae e s srae e e s saaaeeeeas 43
6.1.4 CA Public Key Delivery to RelYING Parti€s .....c.uuiiieiieiiiiiiiii et crtes e srtee st e e s sree e e svee e s 44
6.1.5 KB SIZES ittt e ettt e e e e e e bt e e e e e e e e s bt bt e e e e e e e e e btbeaaeee e e e e btbaaeeeeeeeeanarnnes 44
6.1.6 Public Key Parameters Generation and Quality ChecKing ........cccceevciuieiieciiieie e 44
6.1.7 G A VLY Yol o U] To 1= PRt 44
6.2 Private Key Protection and Cryptographic Module Engineering Controls ........cccccceevcvvveeeeeeeecciinneeeeeeeenn, 44
6.2.1 Cryptographic Module Standards and CONtrols .........ccceeiiiiiiiiiciiie e e 44
6.2.1.1 Custodial SUDSCrIDEr KEY STOIES ..couuviiiiiiiiee ettt e st e e e st e e e s nbe e e s snbeeeeesareeas 44
6.2.2 Private Key (n out of m) Multi-person CoNtrol .........cceeeeeciieiieiiiii e e e 45
6.2.3 Private KBY ESCIOW ...cci ittt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeees 45
6.2.4 Y I I 2 - Vol U J RN 45
6.2.5 Private K@Y AINCRIVAL ......coii ittt e e e ee e e et ae e e s ata e e e sstaeeessnsaeeesnsaeeesnnsaeeeans 45
6.2.6 Private Key Transfer into or from a Cryptographic Module ...........cccueiieiiieiciiieeecee e 45
6.2.7 Private Key Storage on CryptographiCc MOdUIE............eeieeiiiiieeee et 45
6.2.8 Method of ACtiVating Private K@Y ........eeeieciiiiieiiie ettt e st e st e e e e eaae e e e aaae e e eeasaeeeeeanaeeaean 45
6.2.9 Method of Deactivating Private KEY ...ttt e e e e s e saaae e e s saaaeeeas 45
6.2.10  Method of Destroying Private KeY.......cuuiiiiiiiiiiiiiiee ettt ree e st e e s e e s s ntae e e s aneeas 45
6.2.11  Cryptographic Module RAtiNg.......c..uuuiiiiiii ettt seree e e e e e e es st e e e e e e e e e ssnbnreeeeeaeeesannnnns 45
6.3 Other aspects Of KEY MaN@ZEMENT.........oii it e et e e e et e e e et e e e e eabeeeseareeeeenteeeeeenseeas 45
6.3.1 0] o] [ ol [V A el o117 | ST 45
6.3.2 Certificate Operational Periods/Key Usage Periods .........cecceevueerrieieeiieeeieenreenreesteeeteecveeveeveenseenans 46
6.4 ACHIVATION dATA .. ei ittt sttt st et e b e s b sae e s e b neenes 46
6.4.1 Activation Data Generation and INStallation ...........ccoviiiiieiiie e 46
6.4.2 Activation Data ProteCtioN.........cii it e s 46
6.4.3 Other Aspects of ACtiVation Data ........ccveeiieiiii i et e e e ebe e e e e be e e e e eareeas 46
6.5 COMPULET SECUNILY CONTIOIS ..viiiiiiiie et e e e st e e e st e e e e et be e e e e abaeeeesabeeesenreeeeennsenas 46
6.5.1 Specific Computer Security Technical ReqUIremMents ........cc.uvvviiieiieecciiiiee e 46

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced

or transmitted in any form or by any means without the express written consent of Updox.

Page 7 of 57



6.5.2 (000 o1 UL =T N Y=Tol U 1V -1 o[ ¥ =N 46

6.6 () o Vol [0 =Tel o ] or-] W olo] 1 o] S 46
6.6.1 System Development CONLIOIS ......uviii it e e s e e e s sbee e s s sbee e s enareeas 46
6.6.2 Security ManagemeNnt CONTIOIS ... .uuiiiiiiee ettt e e e sree e e s sbe e e e s sabee e s ssabeeesesareeas 47
6.6.3 ) C N O Yol [T Yol UL YA o] f o] R 47

6.7 NETWOIK SECUIITY CONTIOIS. . uiiiiiiiiie ettt et e e et e e e e str e e e erata e e e easaeeeeasaeeesansaeeesssaeeesnnsaneanns 47

6.8 T St AMIDING ittt ettt e e ettt et e e e e s st b e e e e e e se s bbbt eeeeee s e tabeteeeeeeeeaantbeeeeeeeeeeaanrnee 47

7  CERTIFICATE, CRL, AND OCSP PROFILES .....ccotttiiiiiiiiiiitieieteteteteteteeeeeteteteeeteeeteeeeeeeteteteteeeeeeeeeeeeseeeeeeesesesesesesererenes 47

7.1 (@Y Tor= Y LI o o) 1 =TSP 47
7.1.1 VEISION NUMDEIS ..ottt ettt et e b e st s at e st e st e b e bt e s bt e sbeesateeabeebeesbeesaeenas 47
7.1.2 Certificate EXLENSIONS ...coueieiieieeieert ettt st sttt et e s bt sae e st e e b e e beesbe e saeesanesabeebeebeennes 47
7.1.3 Algorithm ObJeCt IAENLITIEIS . .vveeiiieee e e e e e e e sbe e e e e sraaeeesanes 47
7.1.4 NGME FOIMS ..t e et e e e s s e e st e e e e e e s s s nbsaeeeeesssssannnnnes 48
7.1.5 NAME CONSTIAINTS ceieiiiieiiieeee et e e sttt e s st e e st e e e s anr et e e s nne e e e snneeeesnsaeeesnnaeeesannneeenan 48
7.1.6 Certificate Policy ObjJect IdeNTifi@r......ccuuei it e e e e e 48
7.1.7 Usage of Policy CONStraints EXTENSION ....ccuviiiieiiieccciiiee et ectte e estee e et e e e e eaaae e e esanae e e eenaaeeesnnnaeeaeas 48
7.1.8 Policy Qualifiers Syntax and SEMaNtiCS .....c..uiiiiciiiiiiciiie e st e e sbre e e e saaeeeeas 48
7.1.9 Processing Semantics for the Critical Certificate Policies EXtENSION ......ccccuveiiiiiieeeiiiiie e, 48

7.2 L0 S I o] o) 1SR 48
7.2.1 VEISION NUMDEI(S) c.uviiieiiiiiee ettt ettt e ettt e e et e e e e et e e e e ebteeeeebteeeeebsseasebsseaeeseaeasassseasanssneanases 48
7.2.2 CRL @nd CRL ENtry EXEENSIONS ..eeiiieiiieiiiiiiieee e e ceciitteee e e e e sectttte e e e e e e e eabateeeeeseesennbtaeeeeeessennnsaneneeeeeeanns 48

7.3 L0 1O Ll o o 111 TSP 48
7.3.1 Version NUMDBEI(S) c..uveeieiireieeieieeeeeireee e eeireeeeeireeeeetreeeeetreeeeenareeeeearees Error! Bookmark not defined.
7.3.2 OCSP EXEENSIONS .veeieteeeiieesiee ettt ettt st e e s e s e e e e sareesans Error! Bookmark not defined.

8  COMPLIANCE AUDIT AND OTHER ASSESSIMENTS.....ceettiiiiiiiiette ettt e e et e e e e e s e esere et e e e e e e snnreeeeeens 49

8.1 Frequency or Circumstances Of aSSESSMENT .........iiiiiiiiiieiiieeecciree et erre e e et e e e rer e e e esaaeeeesasaeeeennsaeeaeas 50

8.2 Identity/qQUalificationNs Of @SSESSON ......uiciviiiiiictieciecie ettt ettt ettt e eteesteesteeetbeeabeebeenbeenbeestseeaseenseenrens 50

8.3 Assessor's relationship 10 asseSSed ENTILY ...ccccuiiiiiiciiie e e e e e e 50

8.4 TOPICS COVEred DY @SSESSIMENT.....ceiiiii et e e e et e e e e e e et e e e e e e s esssateeseeaesessnnssbeeneeasessnansrnes 50

8.5 Actions taken as a result Of defiCIENCY .....oie it e et e e e aee e e e eaaes 50

8.6 COMMUNICAtION OF FESUILS.c..eeutiiiieeee ettt st sb e b e s s s r e e b enes 50

9  OTHER BUSINESS AND LEGAL IMATTERS ......eteittiiteiteeteeteest et sie sttt ettt sbee s st et e st e b e saeesaeesanesneenneennee 51

9.1 LTSRS 51

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 8 of 57



9.1.1 Certificate Issuance or RENEWAl FEES .....c..uiiiiiiieeee e 51
9.1.2 Crtificate ACCESS FEES.....uiiuiieiieteeet ettt ettt ettt e s bt e s ae e sane s b e s b e b ennes 51
9.1.3 Revocation or Status INformation ACCESS FEES.......coiiiiiiiiiiiieieeeie ettt 51
9.14 FEES fOr Other SEIVICES ..o iiieetee ettt ettt ettt st e st e st e e bt e e sbe e e sabeesareeemeeesabeeenns 51
9.1.5 RO 0TV N 2] oy 51
9.2 R Ta ol W =t oYL g Y1 o111 A U 51
9.2.1 [ VT (o=l 0o )V = (RPNt 51
9.2.2 (01 1= g XL T T TSRS PUPTOUPP TR 51
9.2.3 Insurance or Warranty Coverage for End-entities.........coucveiiiciiiiicciiie e 51
9.3 Confidentiality of business iNfOrMation ..........coocuiiii i e e e e areeas 52
9.3.1 Scope of Confidential INfOrmMatioN...........oii i e e et e e 52
9.3.2 Information not Within the Scope of Confidential Information...........ccceevveiiiiiiiiiicee e, 52
9.3.3 Responsibility to Protect Confidential INformation ..........ccueevvciiiiiiciii e 52
9.4 Privacy of personal informMation ..o e aaae e 52
9.4.1 Y oV o] =T o U 52
9.4.2 INformation Treated @S Private........co ittt sttt as 52
9.4.3 Information not Deemed Private.........ccccevierieniiniieiececee e Error! Bookmark not defined.
9.4.4 Responsibility to Protect Private Information ..........cc.eeeevcieiiiciii e 53
9.4.5 Notice and Consent to Use Private INformation...........coceeieeiiiiiiiieeieeseseee e 53
9.4.6 Disclosure Pursuant to Judicial or Administrative Process .......ccoceeveeieineenieniinieeeeieeee e 53
9.4.7 Other Information Disclosure CirCUMSTANCES . ....oc.eeiuiiiiirteeie ettt ettt sttt e be b 53
9.5 INtellectual ProPErtY MGNES ...coi i e e et e e e s saea e e e e aaeeeesarseeeesnsaeeeean 53
9.6 Representations and WarTantieS.......cuuii i iiie ettt et e et e et e e st e e e s sataeeessataeeessstaeeesassseeeesnsaeeenan 53
9.6.1 CA Representations and Warranties...... .. ieccciiiiiee ettt e e e e e e e s e e e e e e e e e snnrreaeeeeeeennns 53
9.6.2 RA Representations and Warranties........ociiiiiieii ettt e e e e e sveee e e e e e e e e e snbraee e e e e e e e ennrnnes 53
9.6.3 Subscriber Representations and Warranti€sS........ccceeeicueeeieciieeecciee e eetree e e e e vee e e e 53
9.6.4 Relying Party Representations and Warranties........c.ueeeeciieeieciiee s e e svee e s 54
9.6.5 Representations and Warranties of Affiliated Organizations.........cccccuveeeeiiiiiiiiieecciee e, 54
9.6.6 Representations and Warranties of Other Participants .........cccueeeeeiieeecciiee e 54
9.7 DiSClaiMErs Of WAITANTIES ...coueiiuiiiiiiieeie ettt ettt ettt e bt e s bt e sae e satesbeebeesbeesbeesbeesaeeeaeean 54
9.8 (R = LA oY T o B 7= o1 1 U 54
9.9 T Te [=T o o o TL A =T PP P TR OSTOPPOTRRPRRP 54
9.10  Term and tEIMINATION. .. c.eiiiiie ettt s e et e e s e s bt e e sabe e sabeeesmeeesabeeesareesareesneeesareeeneas 55

Updox. All ri

ghts reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 9 of 57



1520 R N 11T ¢ o o WP PRRTRRRRRt 55

9.10.2  TerMINATION weuviiiiiiiiiii ittt e s s e e s ra s 55
9.10.3  Effect of Termination and SUMVIVAl .......c.c.ceiiiiiiiiiiie ettt 55
9.11 Individual notices and communications with Participants........ccccecvveeiiiciiie i 55
I8 Y 0 1= o Te 14 0 =T o £SO TETP USSP 55
9.12.1  Procedure for AMENAMENT......c.coiiiiiiiieee ettt ettt e sttt e bt e b e s b e e sbeesaeeenseesbeesbeesanenas 55
9.12.2  Notification Mechanism and Period .........coouiiiiiiiiiiine ettt et 55
9.12.3  Circumstances Under Which OID Must be Changed .........coccvviiiriiiiiiiien et 55
9.13  DiSPULE reSOIULION PrOVISIONS ....cciiiciiieiiiiieie ettt e sttt e e sttt e e e ste e e e ssrreeessbeeeeesbteeeesbtaeeesseeeesssssaeessassanessnnes 55
S S o XV o o 1T o= - 1Y USRSt 56
9.15 Compliance With aPPliCABIE TaW ........oiiieieee et e e e e e e e e bt e e e e sbr e e e e enraeeeeanes 56
9.16  MiSCEIIANEOUS PrOVISIONS .. cciiictiiieieitiieeeeitieee e sttt e eeitteeeesetteeeesbteeesassteeesssteeessstesessstaeessssteeesssssenessssensessnses 56
0.16.1 ENTIrE ABIEEIMENT...eiiiiiiii ittt ettt e e e ettt e e e e e s s abe et e e e e e s s abtbeaeeesssasasnrabaaeeessesssssrtaaaeeesssnnas 56
0.16.2  ASSISNIMENT 1ottt ettt e ettt e e e e e s st ab et et e e e e s st b te e e e e e e e e bt bt eaeeeeeaaabaraaeeeeeeaanabtaaaeeeeeeaas 56
o I T T Y 1YY =1 o 11 L Y 2P 56
9.16.4  Enforcement (Attorney Fees/Waiver of RIGNTS) .....cc..cociiiiiiiiiee ettt et e 56
0.16.5  FOICE M BUIE . ..eeeiiiiieeeee ettt ettt e e e e e sttt e e e s e s s bbbt e e ee e e s s s ssbabaaeeessensssbasaaeeessennsssssnaaeeesssnnas 56
S A O =T g 0T o 1Y/ 1 o [P UUPPPRNE 56

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 10 of 57



Secure electronic message exchange is a foundational element of nationwide interoperability for the
healthcare industry. Two key components of success were the adoption of 1) technical standards and 2)
governance policies and practices.

Technical Standards

To establish the technical standards, the Office of the National Coordinator (ONC) sponsored the Direct
Project initiative which created the Direct Project Applicability Statement for Secure Health Transport
specification. The specification allows participants to send authenticated, encrypted health information
directly to known, trusted recipients over the Internet. It is based on S/IMIME message signatures and
message encryption for the purposes of achieving privacy, authentication, message integrity, and non-
repudiation.

There are three main roles in the Security and Trust Framework that support Direct exchange:
o Registration Authority (RA) — verifies identity for a Certificate Authority
o Certificate Authority (CA) — issues/manages certificates based on input from an RA
¢ Health Information Services Provider (HISP) — encrypts/decrypts and transports Direct messages

Governance Policies
DirectTrust was formed to establish the governance policies. DirectTrust is a hon-profit, competitively
neutral, self-regulatory entity created by and for Direct community participants. The goal is to develop,
promote and, as necessary, help enforce the rules and best practices necessary to maintain security and
trust within the Direct community, and to foster widespread public confidence in the Direct exchange of
health information. The DirectTrust governance policies are:

o Certificate Policy (CP)

e HISP Policy (HP)

DirectTrust Certificate Policy — describes the policy requirements that pertain to the Registration
Authority and the Certificate Authority. This policy was based upon:
¢ Internet Engineering Task Force (IETF) - Internet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework (RFC 3647)
e Federal Bridge Certificate Authority (FBCA) — Certificate Policy (basic assurance)
¢ National Institute of Standards (NIST) — Identity Verification (SP 800-63-2 and SP 800-63-3)

DirectTrust HISP Policy — describes the policy requirements for the Health Information Services
Provider.

Governance Practice Statements
Conforming RA, CA, and HISP vendors publish practice statements that describe their policies/practices
that correspond to the DirectTrust policies. The vendor specific practice statements are:

e Registration Practice Statement (RPS)

o Certificate Practice Statement (CPS)

o HISP Practice Statement (HPS)

When a vendor is both the RA and CA, the practice statements may be combined in a single document,
as is the case for Updox.
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Updox serves as the Registration Authority, Certificate Authority, and Health Information Services
Provider for its Direct exchange service.

This document is the Updox Certificate and Registration Practice Statement (referred to as the
CPS). It describes the policies and practices for the creation and life-cycle management of X.509
version 3 public key certificates as well as identity verification.

The Updox HISP Practice Statement is a separate document.

This document is compliant with the Direct Project Applicability Statement for Secure Health
Transport specification.

This CPS is based on the DirectTrust Certificate Policy (CP) version 2.2.

Updox digital certificates contain three registered policy object identifiers (OIDs), which a
Relying Party may use to decide whether a certificate is trusted for a particular purpose.
These OIDs specify, 1.) the DirectTrust CP version, 2.) the identity proofing Level of
Assurance, and 3.) the Healthcare Category for the Subscriber. The OIDs are located in the
certificatePolicies extension of the Updox certificates.

This document describes how Updox supports compliance with the DirectTrust CP.

The Updox CA certificate specifies the mapping between the DirectTrust CP and the Updox
CPS in the policyMappings extension.

Updox is compliant with the DirectTrust CP 2.0 and accredited by:
e DirectTrust — RA, CA, and HISP programs
e EHNAC - HISP Privacy & Security program

This document is the Updox Direct Certificate Practice Statement (CPS) and is a controlled
document utilizing version control. The version control log is maintained by the Director of
Compliance for Updox.
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The Updox certificates contain the following object identifiers (OIDs) that identify the DirectTrust
Certificate Policy version, the identity verification level of assurance, and the healthcare category:
e DirectTrust CP vs. 2.0 1.3.6.1.4.1.41179.0.2.0
e DirectTrust Identity LoA 3 1.3.6.1.4.1.41179.1.3
e Healthcare Category
o Covered Entity 1.3.6.1.4.1.41179.2.1
o Business Associate 1.3.6.1.4.1.41179.2.2
o Healthcare Entity 1.3.6.1.4.1.41179.2.3
o Patient 1.3.6.1.4.1.41179.2.4
Non-Declared 1.3.6.1.4.1.41179.2.5

PKI Participants are those entities involved in the registration, issuance, use of, or reliance upon
DirectTrust Certificates. The following are descriptions of each Participant:

A certification authority (CA) in this context is an entity that signs certificate signing requests
(CSRs) and issues public key X.509 certificates to Direct Exchange or Direct Project
organizational or individual Subscribers. A CA must create a Certification Practices
Statement that is conformant to the policies of the DirectTrust CP.

A Certification Authority (CA) is an entity that issues Public Key X.509 Certificates and,
through such issuance, attests to the binding between an identity and cryptographic Key Pair
to a Subscriber. Updox operates under this Certification Practices Statement (CPS) that is
reviewed as part of the accreditation process to ensure compliance to the policies of the
DirectTrust CP.

Updox performs the role of CA and is accredited by DirectTrust.

Registration Authorities (RA) are organizations responsible for collecting and proofing a
Subscriber’s identity and any other information provided by Subscriber for inclusion in a
Certificate. RAs collect and verify identity information from Direct Subscribers using
procedures that implement the identity validation policies set forth in this document. The
requirements in the DirectTrust CP apply to all RAs.

Updox performs the role of RA and is accredited by DirectTrust. The registration practices
are documented in this CPS instead of a separate RPS.
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Trusted Agents are individuals who act on behalf of the CA or RA to collect and/or verify
information regarding Subscribers, and where applicable to provide support regarding those
activities to the Subscribers. Trusted Agents SHALL be an Individual who, while not an
employee of the CA or RA, has a direct contractual relationship with the CA or RA, either as:
a) an Individual; or b) an employee of an Organization that has a direct contractual
relationship with the CA or RA that involves performance of collection and/or confirmation of
information regarding Subscribers.

The CA or RA MAY provide the Trusted Agent with material to facilitate the activities being
performed by the Trusted Agent on behalf of the CA or RA, including, but not limited to:
software products, dedicated web pages, electronic or paper forms, instruction manuals, and
training sessions.

All activities of the Trusted Agent SHALL be performed in accordance with DirectTrust CP
2.0 and this CPS.

A Subscriber is an individual, organization or device to whom or to which a Certificate is
issued. Subscribers are named in the Certificate Subject and hold, either directly or through
its designated Custodian (e.g., HISP or other authorized third party), a Private Key that
corresponds to the Public Key listed in the Certificate. Prior to proofing of identity and
issuance of a certificate, a Subscriber is an Applicant.

A Custodian holds and manages the Private Keys associated with a Subscriber’s Certificate.
A Custodian is responsible for assuring that all requirements for activation of the Private Key
are met prior to any activation of the Private Key. A Custodian acts as a Keystore Operator.

Updox is the custodian of the Private Keys for certificates it issues.

A Health Information Service Provider (HISP) is an entity that processes Direct-compliant
messages to and from Direct Addresses, each of which is bound to a Direct-compliant
Certificate. A HISP acts in the capacity of Custodian for the Subscriber for the purposes of
Direct messaging.

Updox performs the role of HISP.

A Sponsor fills the role of a Subscriber for groups, organizations, disabled personnel, and
non-human system components named as Public Key Certificate Subjects. The Sponsor
works with the CA and RA to register the above elements in accordance with Section 3.2.2
and 3.2.3 and is responsible for meeting the obligations of Subscribers as defined throughout
this document.
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A Relying Party uses a Subscriber’s X.509 certificate to verify the integrity of a digitally
signed message, to identify the creator of a message, or to establish confidential
communications with the Subscriber. The Relying Party is responsible for deciding whether
or how to check the validity of the certificate by checking the appropriate certificate status
information (CRL or OCSP).

An Affiliate is an individual or organization legally distinct from the Subscriber who is
permitted by the Subscriber to use the Subscriber's Certificate, provided that the Affiliate is
performing its work, duties, or activities on behalf of the Subscriber when using that
Certificate.

Subscriber Certificates may be issued in conjunction with an organization that has a
relationship with the Subscriber; this is termed organizational affiliation. The organizational
affiliation will be indicated in the Certificate. Affiliated Organizations are responsible for
verifying the affiliation at the time of Certificate application and requesting revocation of the
certificate if the affiliation is no longer valid.

The primary anticipated use for DirectTrust Certificates is for the secure exchange of
electronic information for healthcare purposes. Relying Parties SHOULD evaluate the
application environment and associated risks before deciding whether to accept a Certificate
issued under this CP for any particular purpose.

An Affiliate that is a healthcare provider or healthcare organization SHALL only use the
Certificate of a Subscriber if that Affiliate provides care on behalf of the Subscriber and the
Subscriber is a HIPAA Covered Entity. A Covered Entity SHALL only be an Affiliate of
another Covered Entity and SHALL NOT be an Affiliate of a Business Associate, except
when the Covered Entity is providing services to or on behalf of the Business Associate. For
example, a HIE (Business Associate) SHALL NOT allow use of its own Certificate by a
member healthcare provider or member healthcare organization (Covered Entity).
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Direct messaging certificates are not to be used to send messages for direct marketing,
database marketing, telemarketing, marketing analysis, advertising, pop-up ads, soliciting
business, research, or surveys.

Certificates do not guarantee that the Subject is trustworthy, honest, reputable in its business
dealings, compliant with any laws, or safe to do business with. A Certificate only establishes
that the information in the Certificate was verified as reasonably correct to a known level of
assurance when the Certificate was issued. Certificates issued under this policy may not be
used where prohibited by law.

Updox is responsible for managing and facilitating a consensus process for approval and
administration of this document to ensure alignment with the DirectTrust certificate policy.

Questions regarding this certificate practice statement (CPS) should be sent to:

Updox

Attn: Compliance Director

6555 Longshore Street, Suite 200
Dublin, OH 43017 USA
compliance@updox.com

The Updox management team ensures this CPS is compliant with the corresponding
DirectTrust certificate policy.

Acronym Meaning
BAA Business Associate Agreement
CA Certification Authority
CE Covered Entity
CFR Code of Federal Regulations
CP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
DC Data Center
DN Distinguished Name
DNS Domain Name System
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Acronym Meaning
DTPC DirectTrust Policy Committee
EHNAC Electronic Healthcare Network Accreditation Commission
FHIR Fast Healthcare Interoperability Resources (HL7)
HE Healthcare Entity
HIPAA Health Insurance Portability and Accountability Act
HISP Health Information Services Provider
HSM Hardware Security Module
ID Identity Document
IdM Identity Management
IETF Internet Engineering Task Force
ISSO Information System Security Officer
LoA Level of Assurance
NIST National Institute of Standards Technology
OCSP Online Certificate Status Protocol
oID Object Identifier
ONC Office of the National Coordinator for Health Information Technology
PKI Public Key Infrastructure
RA Registration Authority
RFC Request for Comments
SHA Secure Hash Algorithm
S/IMIME Secure Multipurpose Internet Mail Extensions
TA Trusted Agent
Term Definition

Activation Data Private data, other than cryptographic keys, that are required to
access cryptographic modules (i.e., unlock private keys for signing

or decryption events).

An Address-Bound Certificate is a Certificate that contains a full
Direct Address in the form of an RFC822 email address in the
Certificate subjectAlternativeName extension.

Address-Bound
Certificate

Affiliate An Affiliate is an individual or organization legally distinct from the
Subscriber who is permitted by the Subscriber to use the
Subscriber's Certificate, provided that the Affiliate is performing its
work, duties, or activities on behalf of the Subscriber when using

that Certificate. See section 1.3.5.1.

Affiliated
Organization

An Affiliated Organization is an entity that authorizes organizational
affiliation with the Subscriber of a Certificate.
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Term Definition
Applicant An Applicant is a person or other legal entity that submits an
application and identifying information to the CA or RA for the
purpose of obtaining or renewing a Certificate.
Authenticator A category describing the strength of the authentication process.

Assurance Level
(AAL)

Business Associate

A Business Associate (BA) helps Covered Entities carry out health
care activities and functions under a written business associate
contract or other arrangement with the Business Associate that
establishes specifically what the Business Associate has been
engaged to do and requires the Business Associate to comply with
the requirements to protect the privacy and security of protected
health information. Business Associates in this CP are as defined
under HIPAA at 45 CFR 160.103.

Certificate

A Certificate is a x.509-compliant digital representation of
information that which at least (1) identifies the Certification
Authority issuing it, (2) names or identifies its Subscriber, (3)
contains the Subscriber's Public Key, (4) identifies its operational
period, and (5) is digitally signed by the Certification Authority
issuing it.

Certificate Authority

A Certification Authority (CA) is an entity that issues Public Key
X.509 Certificates and, through such issuance, attests to the
binding between an identity and cryptographic Key Pair to a
Subscriber. See section 1.3.1.

Certificate Policy
(CP)

A Certificate Policy (CP) is a specialized form of administrative
policy tuned to electronic transactions performed during Certificate
management. A Certificate Policy addresses all aspects
associated with the generation, production, distribution,
accounting, compromise recovery and administration of digital
Certificates.

Certificate Practice
Statement (CPS)

A Certification Practices Statement (CPS) is a statement of the
practices that a CA employs in issuing, suspending, revoking, and
renewing Certificates and providing revocation status to Relying
Parties.

Certificate
Revocation List
(CRL)

A Certificate Revocation List (CRL) is a list maintained by a
Certification Authority of the Certificates which it has issued that
are suspended or revoked prior to their stated expiration date.

Code of Federal
Regulations

The Code of Federal Regulations (CFR) are regulations imposed
by U.S. Federal law.
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Term

Definition

Content Commitment

A Content Commitment Certificate is used for verifying digital
signatures which are intended to signal that the signer is
committing in some way to the content being signed. The type of
commitment the certificate can be used to support may be further
constrained by the issuing CA, e.g. through a certificatePolicies
extension entry. The precise type of commitment of the signer e.g.
"reviewed and approved" or "with the intent to be bound" may be
constrained by certificatePolicies extension entries or may be
signaled by the content being signed, e.g. the signed document
itself or some additional signed information. Certificates intended
to be used for Content Commitment will have both the
contentCommitment and digitalSignature keyUsage bits set. Note:
The contentCommitment bit was previously known as the
nonRepudiation bit.

Covered Entity

A Covered Entity (CE) is an individual, organization, or agency that
protects the privacy and security of health information and provides
individuals with certain rights with respect to their health
information. Covered Entities in this CP are as defined under
HIPAA at 45 CFR 160.103.

Cryptographic
Module

The set of hardware, software, firmware, or some combination
thereof that implements cryptographic logic or processes, including
cryptographic algorithms.

Custodial Subscriber
Key Store

A Custodial Subscriber Key Store holds keys for a number of
Subscriber Certificates in one location.

Device

A Device is a non-human Subscriber of a Certificate. Examples of
Devices include but are not limited to routers, firewalls, servers,
imaging systems, consumer diagnostics, cameras, and other
devices capable of securely handling Private Keys and properly
implementing PKI technologies, either directly or through a HISP
when used for Direct messaging.

Device Certificate

A Device Certificate is a Certificate Issued to a Device.

Direct Address

A Direct Address consists of a Health Endpoint Name and a Health
Domain Name concatenated together with the “@” symbol.
Examples: johndoe@direct.sunnyfamilypractice.example.org,
er@direct.hospital.org

Direct Project

An initiative from the Office of the National Coordinator (ONC) for
Health Information Technology that created a set of standards and
services that, with a policy framework, enables simple, routed,
scalable, and secure message transport over the Internet between
known participants.
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Term

Definition

Domain-Bound
Certificate

A Domain-Bound Certificate is a Certificate that contains a Health
Domain Name in the form of a dNSName in the
subjectCommonName and subjectAlternativeName extensions of
the Certificate

Domain Name
System (DNS)

The Domain Name System (DNS) is a hierarchical naming system
built on a distributed database for computers, services, or any
resource connected to the Internet or a private network.

Healthcare Entity

A Healthcare Entity (HE) is an entity involved in healthcare, that
has agreed to protect private and confidential patient information
consistent with the requirements of HIPAA although it is not a
Covered Entity or Business Associate as defined under HIPAA at
45 CFR 160.103

Health Domain Name

A Health Domain Name is a string conforming to the requirements
of RFC 1034. Example: direct.sunnyfamilypractice.example.org. A
Health Domain Name must be a fully qualified domain name and
should be dedicated solely to the purposes of health information
exchange.

Health Endpoint
Name

A Health Endpoint Name is a string conforming to the local-part
requirements of RFC 5322. Health Endpoint Names express real-
world origination points and endpoints of health information
exchange, as vouched for by the organization managing the Health
Domain Name. Example: johndoe (referring to in individual),
sunnyfamilypractice, memoriallab (referring to organizational
inboxes), diseaseregistry (referring to a processing queue).

Health Information
Service Provider
(HISP)

A separate business organization that provides the management of
security and transport as it relates to information exchange using
Direct Project standards on behalf of the sending or receiving
organization or individual. For purposes of this CPS, the HISP is
Updox.

HIPAA

The Health Insurance Portability and Accountability Act of 1996, as
amended.

Identity Assurance
Level (IAL)

A category that conveys the degree of confidence that the
Applicant’s claimed identity is their real identity.

Internet Engineering
Task Force (IETF)

The Internet Engineering Task Force (IETF) is a standards
development organization responsible for the creation and
maintenance of many Internet related technical standards.

Information Systems
Security Officer
(ISSO)

An individual responsible for ensuring control of the Private Key of
a group certificate.
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Term

Definition

Issuer or Issuing
CA

An Issuer CA is a CA issuing Certificates in conformance with this
CP.

Keystore Operator

The entity responsible for the protection of the Private Key (e.g.,
for encryption, decryption, or digital signing) of a Subscriber held in
a Cryptographic Module. A Custodian is a Keystore Operator, and
a Subscriber may be a Keystore Operator.

Level of Level of Assurance (LOA) is the identity proofing level of assurance

Assurance implemented for issuance of a Certificate. LoAs as used in this CP
are intended to correspond to identity proofing levels of assurance
as defined in NIST SP 800-63-2 or NIST SP 800-63-3.

Level of Level of authentication specified via OID within a Certificate and

Authentication

which must be satisfied prior to any activation of the Private Key
associated with the Certificate. Levels of Authentication as used in
this CP are intended to align with the Authenticator Assurance
Levels (AALs) as defined in NIST SP 800-63-3.

National Provider
Identifier (NPI)

A National Provider Identifier (NPI) is a unique 10-digit
identification number issued by the Centers for Medicare and
Medicaid Services (CMS).

Non-Declared
Entity

A Non-Declared Entity is an entity that has not asserted it will
protect personal health information with privacy and security
protections that are equivalent to those required by HIPAA and is
not a Patient / Consumer.

Non-Declared
Entity Certificate

A Non-Declared Entity Certificate is a Certificate issued to a Non-
Declared Entity.

Non-Repudiation

See Content Commitment definition.

Patient

A Patient is an individual using their Direct Address for exchange
other than as a health care professional, Business Associate or
individual associated with a HIPAA covered entity.

Patient A Patient Certificate asserts a Patient OID in an Address

Certificate Certificate issued to a Patient containing a full Direct Address in
the form of an RFC 822 email address in the Certificate
subjectAlternativeName extension. See section 1.2.

Private Key A Private Key is the key of an asymmetric key pair kept secret by

its holder, used to create Digital Signatures or to decrypt data
encrypted with the holder's corresponding Public Key.
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Term Definition
Public Key Public Key is the key of an asymmetric key pair publicly disclosed
by the holder of the corresponding Private Key in the form of a
Certificate. The Public Key is used for validation of a digital
signature and encryption of data.
Public Key Public Key Infrastructure (PKI) is a set of policies, processes,

Infrastructure (PKI)

server platforms, software and workstations used for the purpose
of administering Certificates and Public-Private Key pairs, including
the ability to issue, maintain, and revoke Public Key Certificates.

Registration Authority
(RA)

A Registration Authority is an organization that is responsible for
collecting and proofing a Subscriber’s identity and verifying any
other information provided by Subscriber for inclusion in a
Certificate. See section 1.3.2.

Relying Party

A person or Entity who has received information that includes a
Certificate and a digital signature verifiable with reference to a
Public Key listed in the Certificate and is in a position to rely on
them.

Sponsor

A Sponsor fills the role of a Subscriber for non-human system
components named as Public Key Certificate Subjects. The
Sponsor works with the CA and RA to register the above elements
in accordance with Section 3.2.2 and 3.2.3 and is responsible for
meeting the obligations of Subscribers as defined throughout this
document.

Subscriber

A Subscriber is an entity that either (1) authorized application for
the certificate, or (2) is the subject named or identified in a
certificate issued to that entity. A Subscriber holds, directly or
through its designated HISP (or other Subscriber-authorized third
party), a Private Key that corresponds to the Public Key listed in
the Certificate.

Trust Bundle

A Trust Bundle is a collection of CA Certificates used as trust
anchors by a Relying Party.

Trusted Agent

An entity authorized to act as a representative in confirming the
Subscriber’s identity during the registration process as specified in
Section 1.3.2.1.

Trusted Role

A Trusted Role is held by individuals performing functions that are
fundamental to the integrity of the PKI.

Updox Data Center

The SOC1 (SSAE 16) and SOC2 Type 2 audited data center that
hosts the certificate infrastructure. The data center is compliant
with HIPAA, PCI-DSS, IRS 1075 and Tier IV data center
standards, and backed by 24x7 on-site security.
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Term Definition

Updox Direct Updox-owned and operated HISP which provides the management
of security and transport as it relates to information exchange
using Direct Project standards.

Updox Direct The person who is tasked with responsibility for distribution and
Administrator use of Updox Direct capabilities within their respective
organization.

User A User is an individual authorized by a Subscriber to access or
make use of a Private Key corresponding to a Certificate for the
purpose of originating or accepting delivery of Direct messages.

The Updox repositories that support all RA, CA, and HISP operations are located at its 3" party
data center. These repositories contain the CP/CPS, RP Agreements, Subscriber Agreements,
CA certificates and validation chains, End Entity certificates, CRLs, and CSS data. Remote
access by authorized personnel is via a Virtual Private Network (VPN). Frequency of publication
is in real time.

The Updox certificate repository is available 24 hours a day, 7 days a week with a minimum
of 99% availability overall per year.

The Certificates are hosted in the Updox DNS and discoverable via the URL in the Common
Name field of the end entity certificate.

Updox maintains a Certificate Revocation List (CRL) and exposes its location in the CRL
Distribution Points X.509v3 extension. The certificate revocation list (CRL) is available at:
http://updoxdirect.com/pki/UpdoxAccreditedCRL2.0.crl.

Updox certificates only contain valid Uniform Resource Identifiers (URIs) that are accessible
by relying parties. Updox publishes its CA certificate and any other intermediate or trust
anchor certificates necessary to validate the Issuing CA.
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Updox publishes this CPS at: http://updoxdirect.com/pki/CPS2.0.pdf.

No stipulation.

The CPS is published within 14 days of approval through the Updox consensus process.

Updox protects repository information not intended for public dissemination or modification.

Updox provides unrestricted read-only access to its repositories for legitimate uses.
Unauthorized persons are prevented from creating, deleting, or modifying entries in the
repositories through logical and physical security measures.

Updox certificates use non-null Distinguished Name (DN) forms for the issuer and subject

names.

Address-Bound certificates contain a full Direct Address in the form of a rfc822Name in the
subjectAlternativeName extension of the certificate.

Domain-Bound Certificates contain a Health Domain Name in the form of a dNSName in the
subjectCommonName and subjectAlternativeName extensions of the Certificate.

The Updox CA certificate DN attributes are:

Attribute Value
Country (C) = us
Organization (O) = Updox LLC
Organizational Unit (OU) = | Not used
State or Province (S) = Not used
Locality (L) = Not used
Common Name (CN) = Updox Accredited Direct CA2.0

The Updox end entity DN attributes are:
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Attribute

Value

Country (C) =

us

Organization (O) =

Domain Cert — Subscriber Organization Name
Address Cert — Updox LLC

Organizational Unit (OU) = | Not used
State or Province (S) = Subscriber State
Locality (L) = Not used

Common Name (CN) =

Subscriber Organization Direct Email Domain
Name

E-Mail Address (E) =

Not used — Info is in subjectAltName extension

Names used in certificates uniquely identify the organization or person to which they are
assigned and can be easily understood by humans.

Updox does not issue anonymous certificates. Pseudonymous certificates may be issued as
long as name space uniqueness requirements are met.

No stipulation.

Updox enforces name uniqueness of the certificate subject DN within the Updox CA's X.500

namespace.

Subscribers may not request certificates with any content that infringes the intellectual
property rights of another entity. Updox may reject any application or require revocation of
any certificate that is part of a trademark dispute.

Updox is the Registration Authority for its own Direct messaging CA and HISP services. Updox
issues both domain-bound and address-bound certificates.

Updox generates and holds/manages the Private Key on behalf of the Subscriber; therefore,
no proof of Private Key possession is required.

For certificates that assert an organization affiliation, Updox requires:
¢ Organization name and mailing address
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Documentation of the legal existence of the organization

Health domain/endpoint name

Organization to have the right to use the health domain name

Organization to be a legally distinct entity

Healthcare category (as defined by HIPAA at 45 CFR 160.103) and attestation
o Covered Entity
o Business Associate
o Healthcare Entity

In the certificate the:
e Organization will be specified in the (O) field of the subjectDistinguishedName
e Healthcare category OID will be specified as a certificatePolicy

If a certificate asserts an organization affiliation, the organization must:
e Maintain a list of users that can use the certificate
¢ Request revocation of the certificate if the subject is no longer accurate
¢ Request revocation of unexpired certificates if the organizational affiliation ends

Updox requires remote identity proofing per DirectTrust LoA 3 for an individual acting as an:
1. Individual subscriber or
2. Organizational representative

Identity proofing is not performed on:
¢ Organization Information Security Officers (since Updox holds the private keys)
e Device sponsors (since Updox does not issue Device certificates)
e Patients (since Updox does not issue Patient certificates)

In its role as a Registration Authority, Updox
e Collects and verifies the following information with credit bureaus and applicable
agencies:
o Organization name
Organization address
Organization healthcare category
Organization taxpayer ID number (TIN)
Name of person whose identity is being verified
Home address
Date of birth
Work email address (not verified)
As evidence of their claimed identity, the Applicant provides:
e US Passport, OR
e REALID driver’s license / REALID ID card, OR
e Enhanced driver’s license / Enhanced ID card, OR

O O 0O O O O O O
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e Other acceptable evidence as described in the “Guidance for
Authentication of Individual Identity.”
o Government issued ID
= Social Security Number or
» |ndividual National Provider ID (NPI)
o Financial or utility ID
= Personal telephone number or
» Financial knowledge question responses
e Assigns the Direct domain to ensure uniqueness and right to use
¢ Confirms the subscriber’s ability to receive a telephone call at a number on file
o Records the subscriber’s verbal attestation they are authorized to act on behalf of the
organization (for domain-bound certificates)
e Verifies the legal existence of the organization (using the TIN)
Requires the subscriber to accept the terms of the Updox Direct messaging user
agreement which includes a requirement not to share their Direct messaging account
with external parties and the requirement to notify Updox if the subscriber’s role or
employment changes.

Role based Certificates are considered Group Certificates under this CPS and are verified in
accordance with Section 3.2.3.3.

A Group Certificate is a Certificate where the corresponding Private Key is shared by multiple
entities acting in one capacity. A DirectTrust certificate that is held and managed by Updox
on behalf of a Subscriber organization is an example of a group certificate.

Identity verification of the Subscriber organization and its representative is covered in section
3.2.2 and 3.2.3.1. Since Updox is the custodian of the certificates, the information identified
in section 3.2.3.1 is also recorded for the Updox Information Systems Security Officer.

Additionally,
e The HISP Information Systems Security Officer or equivalent is responsible to ensure
control of the private key.
e Subscribers do not hold or have access to the private key.
o The subjectName DN does not imply that the subject is a single individual.

In the case of a Direct Organizational Certificate, a Direct Address "User" is any human
person that sends or receives a message via the Direct network on behalf of the Subscriber
Organization. ldentity validation for other users is performed by the Subscriber Organization
which is bound through a legally binding contract to perform this function.
Prior to allowing a user access to the Direct network, the Subscriber Organization must:

e Collect the User's full legal name, an address of record, date of birth and an ID

number (and ID type).
e Send the user’'s name to Updox.
¢ Provide the remaining information upon request by Updox
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In addition, the Subscriber Organization must have processes in place that are sufficient to
verify the User’s identity at Level of Authorization 3. The Subscriber Organization may be
able to leverage its existing relationship as an employer or affiliate of a user to meet the
identity verification requirements.

If the identity proofing component is performed by the Subscriber Organization, then Updox
will retain documentation that the Subscriber Organization is bound through a legally binding
contract with or an attestation to the RA to identity proof Users in accordance with the
requirements corresponding to the Level of Authorization of the associated Certificate. This
information MUST be made available by the Subscriber Organization to Updox upon request.

Updox does not issue certificates for devices.

Updox does not include a National Provider Identifier in certificates issued.

Non-verified Subscriber information is not included in the certificate (e.g., work email
address).

Updox, as the RA, verifies the association between an organization requesting an
organization certificate and the individual representing the organization under the procedures
outlined in section 3.2.2.

Updox issues certificates according to the DirectTrust Certificate Policy.

Updox, as the CA, manages certificate re-keys on behalf of the Subscriber for use by the
Updox HISP. The organizational and/or individual identity is based on the initial identity
verification and the existing private key held by Updox.

If a previously issued Updox certificate has been revoked the Subscriber must again go
through the identify verification process described in section 3.2 to obtain a new certificate.
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Requests to revoke a certificate should be submitted via email to support@updox.com. An Updox
representative will contact the requester and the customer, if different, to collect additional
information and verify the validity and appropriateness of the request. Once validated, the
certificate will be immediately revoked. The revoked certificate will be added to the CRL as
notification to relying parties.

This section specifies requirements for the initial application for a Direct Trust certificate. It
pertains to all certificate types issued by Updox (domain-bound and address-bound). Identity
proofing is at LoA 3.

Updox is the RA, CA, and HISP for its Direct messaging service.

All applicants must have an active Updox account. To submit a Direct messaging certificate
application, the applicant completes the identity verification process described in section 3.2.
Upon successful validation, Updox automatically issues the certificate.

A Subscriber is responsible for providing accurate information about their organization and
their self.

Updox ensures the identity of each applicant is verified in accordance with the Direct Trust
CP and this CPS prior to issuing a certificate.

Updox authenticates and protects all communication made during the certificate application
process.

Updox, as the CA and RA, verifies that information in a certificate signing request is accurate and
reflects the information presented by the Subscriber.

The identity validation of Subscribers is performed by Updox as specified in section 3.2.

Updox will approve a certificate application upon:
e Successful validation of the identity as specified in section 3.2
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e Successful validation of the Subscriber application and
e Signed contract for Updox Direct services

Updox will reject a certificate application if:
¢ Identity validation fails

e Certificate signing request is incomplete or inaccurate

¢ Identifying information of any names in the certificate become invalid
Private key is suspected of compromise

e Contract for Updox Direct services has not been signed

e Requested by the Subscriber

¢ Updox has reason to believe the Subscriber Organization is in violation of Direct
agreements

Updox normally issues a certificate immediately but no more than 5 days after completion of
identity validation and verification of all Subscriber information placed in the certificate.

Acting as the CA, Updox ensures that the public key is bound to the correct Subscriber then
creates, issues, and publishes the certificate in a secure manner.

Updox notifies the Subscriber applicant immediately during registration or via email when a
certificate has been issued.

Failure to object to the certificate or its contents, or actual use of the Certificate, constitutes
the Subscriber’s acceptance of the certificate.

Updox publishes certificates as specified in section 2.2.1.

No stipulation.
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Updox maintains the Private Key on behalf of the Subscriber, protects it from unauthorized
access, and uses it only as specified by the certificatePolicies, keyUsage, and extKeyUsage
extensions in the certificate.

Certificates issued by Updox conform to the policies provided by the DirectTrust Certificate
Policy. Relying parties should understand these policies. Updox publishes a certificate
revocation list (CRL) as described in section 2.2.1. Relying parties should process the CRL
on a regular basis and reject certificates found on it.

Updox does not support certificate renewal. Instead, it relies on certificate re-key and posting of
certificate information via the methods described in section 2.2.

N/A See Section 4.6

N/A See Section 4.6

N/A See Section 4.6

N/A See Section 4.6

N/A See Section 4.6

N/A See Section 4.6

N/A See Section 4.6

Re-keying a certificate consists of creating new certificates with a different validity period, public
key (and serial number) and signed with a different key. The remaining attributes remain the
same. Re-key of a certificate does not require a change to the subjectName and does not violate
the requirement for name uniqueness. After certificate re-key, the old certificate is not revoked but
will not be further re-keyed, renewed, or modified.
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4.7.1

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

Circumstance for Certificate Re-key

To avoid interruption in service due to expiry, Updox will make every effort possible to re-key
the certificate before expiration, but re-key may also occur after a certificate expiration.
Updox will also execute a certificate re-key at the request of an authorized party as specified
in section 4.7.2. Updox will not re-key a revoked certificate.

Who May Request Certification of a New Public Key
Updox (as an RA and CA), the Subscriber, or their authorized representative may request
the re-key of a Subscriber certificate.

Processing Certificate Re-keying Requests

Updox, as the CA, approves or rejects certificate re-keying requests. ldentity verification of
the Subscriber will be equivalent to the initial identity verification.

Notification of New Certificate Issuance to Subscriber
See section 4.3.2.

Conduct Constituting Acceptance of a Re-keyed Certificate
See section 4.4.1.

Publication of the Re-keyed Certificate by the CA
See section 4.4.2.

Notification of Certificate Issuance by the CA to Other Entities
See section 4.4.3.

4.8 MODIFICATION
Updox, as the CA, does not support certificate modification instead certificates are re-keyed.

4.8.1

4.8.2

4.8.3

4.8.4

4.8.5

Circumstance for Certificate Modification
N/A See section 4.8

Who may request Certificate Modification
N/A See section 4.8

Processing Certificate Modification Requests
N/A See section 4.8

Notification of New Certificate Issuance to Subscriber
N/A See section 4.8

Conduct Constituting Acceptance of Modified Certificate
N/A See section 4.8
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N/A See section 4.8

N/A See section 4.8

Updox will revoke a certificate due to any of the following circumstances and publish the
status in accordance with section 2.2:
e Private key is suspected of compromise
o Requested by the Subscriber
Updox has reason to believe the Subscriber Organization is in violation of Direct
agreements or the service agreement between the subscriber and Updox ends.

e The identifying information or affiliation components of any name/s in the Certificate
become invalid.

The following can request that a certificate be revoked:
¢ Updox employee as an agent of the RA and CA
e Subscriber or their authorized representative

A certificate revocation request identifies the certificate to be revoked by serial number and
explains the reason for revocation. Updox will ensure the certificate revocation request is not
malicious and will verify that the reason for revocation is valid. If the reason is valid, Updox
will post the revocation on its CRL.

There is no grace period for revocation under the DirectTrust Certificate policy. Subscribers
and authorized PKI entities may request the revocation of a certificate as soon as the need
comes to their attention.

Updox will process all revocation requests within 8 hours of receipt.

The matter of how often new revocation data should be obtained is to be determined by the

Relying Party.
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Updox regenerates the CRL every 18 hours regardless if changes have occurred or not.
Since the CRL is replaced every 18 hrs., there isn’'t a separate “Update” time. The
superseded CRL is removed once the latest CRL is published.

The maximum latency period for posting a CRL is within 4 hours of generation.

N/A

N/A

No other form of revocation is advertised.

Updox uses reasonable efforts to notify known Relying Parties if it discovers, or has reason
to believe, there has been a compromise of Updox’s private key. When a CA certificate is
revoked or Subscriber Certificate is revoked because of compromise or suspected
compromise of a Private Key, a CRL must be issued within 18 hours of notification.

Updox does not support suspension of certificates.

N/A See Section 4.9.13

N/A See Section 4.9.13

N/A See Section 4.9.13

Updox does not support certificate status services beyond a CRL.

N/A See Section 4.10.1
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N/A See Section 4.10.1

N/A See Section 4.10.1

At the end of a subscription, the ability to send and receive Direct messages is removed (the
certificate is left to expire).

Updox does not support key escrow and recovery for certificates.

N/A See Section 4.12

N/A See Section 4.12

Updox hosts all technology necessary for support of this CPS in Updox’s Data Centers (DCs).
The DCs are SOCL1 (SSAE 16) and SOC2 Type 2 audited, HIPAA and PCI compliant.

The DCs undergo external and internal audits against PCI, HIPAA, SOX, JSOX, GLB, NIST 800-
53 based controls, SSAE 16, SOC 2 and many more standards. External Type Il SSAE 16 SOC
1 and SOC 2 reports are prepared each year.

The off-site DCs have been purpose-built to support the continuous operation of hosted
mission critical assets. The facilities have high-density, reinforced concrete walls encasing
the data center core. The design and construction provide assurance that operations are
protected against fire, floods, high winds, power outages, network issues and other hazards.
The buildings are rated to withstand F3 tornados. There isn’t any exterior signage.

The DCs have multiple layers of security, including video surveillance and biometric access
control, to ensure that access is granted only to the appropriate individuals. Access is logged
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and retained. Each data center is protected and operated by an experienced network
operations center (NOC) team.

The DC has a fully redundant, 2(N+1) power, cooling, and network infrastructures. Power is
provided by multiple power feeds from separate sources. Backup power is via multiple UPS
devices and diesel-powered generator systems. The DCs also utilize multiple carrier-neutral,
high-speed internet feeds, delivered over a secure and redundant network.

The DCs employ a cold-aisle containment system, as well as a mix of climate cooling and
mechanical cooling to create reliable and efficient environmental conditions throughout the
facilities.

The DCs are located at geographic safe zones with 8-inch cement exterior walls to protect
against water exposure.

All critical spaces in the data centers utilize a clean agent fire suppression system and are
free of flammable materials. The entire data center structure has a dual-interlock pre-action
sprinkler system. VESDA is utilized in the halls as well as in the return air plenums. Master
fire panel resides in the data center Network Operations Center which is staffed 24x7.
Central office monitoring is in place for all fire alerts.

Updox maintains a redundant architecture for all RA, CA, and HISP activities at two separate
locations: 1) primary data center and 2) back-up data center. Updox does not utilize tape,
disks, or any other type of mobile media.

Hardware and media are disposed of in accordance with HIPAA and industry best practices.
Hard drives are destroyed before disposal, and shredding is used to dispose of documents
and materials containing sensitive information.

A trusted role is one whose incumbent performs functions that can introduce security
problems if not carried out properly, whether accidentally or maliciously. The people
selected to fill these roles must be extraordinarily responsible or the integrity of the CA is
weakened. The functions performed in these roles form the basis of trust for all uses of
the CA. Two approaches are taken to increase the likelihood that these roles can be
successfully carried out. The first ensures that the person filling the role is trustworthy
and properly trained. The second distributes the functions among more than one person,
so that any malicious activity would require collusion.
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Updox has processes for screening and training these individuals as specified in section 5.3.
Updox distributes its CA functions across four roles:

1. Administrator

2. Officer

3. Auditor

4. Operator

Some roles may be combined. The following subsections provide a detailed description of
the responsibilities for each role.

The administrator role is responsible for:

Installation, configuration, and maintenance of the CA
Establishing and maintaining CA system accounts

Configuring certificate profiles or templates and audit parameters
Generating and backing up the CA keys

Administrators do not issue certificates to Subscribers.

The officer role is responsible for issuing certificates:
¢ Registering new Subscribers and requesting issuance of certificates
e Verifying the identity of Subscribers and accuracy of information included in
certificates
e Approving and executing the issuance of certificates
¢ Requesting, approving, and executing the revocation of certificates

The auditor role is responsible for:
¢ Reviewing, maintaining, and archiving audit logs
o Performing or overseeing internal compliance audits to ensure that Updox is operating
in accordance with this CPS and the DirectTrust CP.

The operator role is responsible for:
¢ Routine operation of the CA equipment
e Performing operations such as system backups and recovery

Updox trains at least two employees for each task, but only one employee is required to
execute each task.
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A person occupying a trusted role will be authenticated to the CA system.

Any authorized individual may assume the Operator role. No one individual will assume both
the Officer and the Administrator roles.

All persons filling trusted roles are selected on the basis of loyalty, trustworthiness, and
integrity. Preferred qualifications include bachelor's degree in computer science or similar,
and 2+ years of experience in an information technology field. Persons who are not United
States citizens are required to provide an H1b (hon-immigrant visa).

All employees must provide proper documentation for verification of identity and eligibility to
work in the United States in accordance with the Federal Immigration Reform Act of 1986. A
criminal background check is performed when onboarding a new workforce member.

Persons in a trusted role receive training on the privacy, security, quality, and regulatory
processes and procedures employed by Updox as well as a review of the PKI principles and
operations. On-going training is based on the employee’s role and is a continual part of each
employee’s development.

Retraining is on an as-needed basis (e.g., significant change to CA operations) to ensure
personnel continue to meet the level of proficiency necessary to perform their job
responsibilities competently.

No stipulation.

Any employee found to have performed unauthorized actions may be subject to disciplinary
action, up to and including termination of employment.

Independent contractors are required to sign a non-disclosure agreement (NDA) and contract
that requires compliance to the personnel requirements in this CPS.
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Employees are provided with documentation outlining their job responsibilities.

Audit log files are generated for events related to the RA and CA operations. All security audit
logs are retained and made available during compliance audits.

All security auditing capabilities in the server operating system are enabled. The audit record
includes:

e Type of event

o Date and time the event occurred

e A success or failure indicator, where appropriate

¢ Identity of the entity and/or person that caused the event

The following type of events are automatically recorded:

Change to audit parameters (e.g., frequency, type of events audited)
Attempt to delete or modify audit logs

Attempt to assume a role (successful and unsuccessful)

Change to maximum number of authentication attempts allowed
Maximum number of unsuccessful authentication attempts reached during user login
Unlock of an account locked by unsuccessful authentication

Entry of security-relevant data

Remote data entry of security-relevant messages received
Export/output of confidential/security-relevant information (successful/unsuccessful)
Generation of a key (not mandatory for one-time use keys)

Loading of component private keys

Access to certificate subject private keys

Change to the trusted public keys (add, delete, edit)

Manual entry of secret keys for authentication

Export of private and secret keys

Certificate request (new and re-key)

Certificate issuance

Change to the security configuration of a system component
Change to user account (add, delete, edit)

Change to user permissions

Change to certificate profile

Change to revocation profile

Change to the certificate revocation list profile

Third party time stamp is obtained

Installation of a PKI application

Installation of a hardware security module

System start-up

Logon attempts to PKI application

Attempt to set/modify password
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Backup of internal database

Restore from backup

Re-key of the component

Change to configuration — hardware
Change to configuration — software
Change to configuration — operating system
Change to configuration — patches
Software error condition

Software check integrity failure

Network attack (suspected or confirmed)
Reset of operating system clock

The following type of events are manually recorded:

Appointment of an individual to a Trusted Role

Installation of an operating system

Certificate revocation request

Certificate compromise notification request

Violation to physical security (known or suspected)

Violation of Certificate Policy or Certificate Practices Statement
System crash/hardware failure

Equipment failure

Audit logs are reviewed and monitored regularly to ensure that any irregularities are identified
and handled properly.

Security audit log data is available on the Updox equipment for a minimum of two months.

Only authorized staff have access and can archive the audit logs.

Security audit logs are backed up at least monthly and stored offsite in a secure location.

Automated audit data is always generated and recorded at the application level while Updox
is in operation. SHOULD it become apparent that an automated security audit system has
failed, Updox will cease all operation except for revocation processing until the security audit
capability can be restored.

The subject is not notified of the audit event.
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Periodic vulnerability scans are conducted via 3" party vendors.

Records related to the certificate life cycle detailed in section 4 are archived. This includes:

CA accreditations

CP and CPS versions

Contractual obligations and other agreements regarding CA operations
System and equipment configurations, modifications, and updates
Certificate and revocation requests

Identity Authentication Data

Any documentation related to the receipt or acceptance of a Certificate or token;
Subscriber agreements

Issued certificates

Record of certificate re-keys

CRLs

Any data or applications necessary to verify an archive’s contents,
Compliance auditor reports

Any changes to the CA audit parameters

Any attempts to delete or modify audit logs

Key generation (excluding session keys)

Access to private keys for key recovery purposes

Changes to trusted public keys

Export of private keys

Approval or rejection of a certificate status change request
Appointment of an individual to a trusted role

Destruction of a cryptographic module

Certificate compromise notifications

Remedial action taken as a result of violations of physical security, and
Violations of the DirectTrust CP or Updox CPS

Archives are retained for a minimum of eight years.

Archives are protected according to the same requirements as specified in 5.4.4.

No stipulation.

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced

or transmitted in any form or by any means without the express written consent of Updox.

Page 41 of 57



Archive records are automatically time-stamped using a trusted time service as they are
created.

No stipulation.

No stipulation.

Updox will not issue Subscriber certificates that extend beyond the expiration date of its own CA
certificates and public keys. The CA certificate will be valid one Subscriber certificate validity
period past the last use of the CA private key.

To minimize risk to the PKI through compromise of a CA’s key, the private signing key will be
changed more frequently, and only the new key will be used for certificate signing purposes from
that time. The older, but still valid, certificate will be available to verify old signatures until all of the
Subscriber certificates signed under it have also expired. If the old private key is used to sign
CRLs that contain certificates signed with that key, then the old key will be retained and
protected. Relying parties are notified by the addition or removal of CA certificates in the
DirectTrust Accreditation Bundle.

The Updox self-signed root certificate is valid for no more than 20 years.

Updox will investigate any incident suspected of compromising a certificate or resulting a
disaster to determine the nature and the degree of damage.

If the CA key is suspected of compromise the procedures in Section 5.7.3 will be followed.
Otherwise, the scope of potential damage will be assessed in order to determine if the CA
certificate needs to be rebuilt, if only some certificates need to be revoked, and/or if the CA
certificate key needs to be declared compromised.

If RA/CA equipment or software is damaged, operations will fail over to the backup data
center. If RA/CA data is corrupted or lost, all information will be restored from backup or
rebuilt as needed.

Updox maintains backup copies of system, databases, and private keys in order to rebuild
the RA/CA capabilities in case of software and/or data corruption. Prior to resuming
operations, Updox will ensure that the system’s integrity has been restored.
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If the Updox CA key is compromised, the trusted self-signed certificate must be removed
from each Relying Party application, and a new one distributed via secure out-of-band
mechanisms.

In the case of a disaster in which PKI management capability is damaged and inoperative,
Updox will reestablish operations as quickly as possible per the Contingency Plan policy,
giving priority to the ability to revoke Subscriber’s certificates.

In the case of a disaster whereby both Updox CA installations are physically damaged, and
all copies of the CA signature key are destroyed as a result, Updox will be completely rebuilt
by reestablishing the CA equipment and generating new key pairs. All Subscriber Certificates
will be re-issued. In such events, any Relying Parties who continue to use Certificates signed
with the destroyed Private Key do so at their own risk and the risk of others to whom they
forward data.

In the event of Updox CA termination, certificates signed by Updox will be revoked. In the event
of Updox RA termination, another RA service will be retained. In either event, relying parties will
be notified as needed.

The CA cryptographic keying material used to sign certificates or CRLs is generated by
software that is well protected according to the physical controls in section 6.2.1.

The CA cryptographic keying material generated for Subscriber certificates is created by
software hardware that is well protected according to the physical controls in section 6.2.1.

Private Keys are not distributed to the Subscriber; rather Updox creates, stores, and
manages the key pairs.

Updox holds the Public Keys.

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 43 of 57



The Updox CA root public key is delivered within a self-signed certificate using reasonable
out-of-band medium trusted (e.g., DirectTrust Accredited Bundle) by the relying party.

Updox utilizes the SHA-256 algorithm for all certificate signatures. Key size is at least 2048
bits (RSA).

Updox generates Public Key parameters for signature algorithms and performs parameter
guality checking in accordance with FIPS 186.

Subscriber public keys are bound into certificates for use in signing and encryption of
S/MIME packages as required by the Direct Project specifications. Specifically, Subscriber
certificates assert the following key usage bits:

¢ digitalSignature

¢ keyEncipherment

Updox Subscriber certificates:

assert key usages based on the intended application of the key pair
do not assert the non-repudiation bit (contentCommitment)

assert a Basic Constraint of CA: FALSE

assert an extended key usage bit of emailProtection

are dual-use certificates

The Updox CA root certificate asserts:
e key usage bit: cRLSign
o key usage bit: keyCertSign
e Basic Constraint of CA:TRUE

Cryptographic modules are compliant with FIPS 140 Level 2:

Updox Subscriber Key Stores hold keys for a number of Subscriber certificates in one
location.
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No stipulation.

Private keys are not escrowed.

The private keys are backed up regularly and a copy also stored offsite to facilitate disaster

recovery.

No stipulation.

If transferred, private keys will be maintained in a cryptographic module meeting the
requirements in section 6.2.1 as applicable. Private keys will not exist in the clear outside of
a cryptographic module.

Private Keys are stored in a cryptographic module meeting the requirements in section 6.2.1
as applicable.

Private keys are activated by default when generated.

Updox deactivates private keys when not in use and prevents unauthorized access to its
cryptographic module.

Updox automatically destroys private keys upon expiration and revocation as specified in
section 6.3.2.

See Section 6.2.1.

Public keys are archived as part of the certificate archival process.
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The Updox CA self-signed certificate and the associated private key are used for a maximum
of 20 years. Subscriber public and private keys are used for a maximum of 3 years.

Unlocking private keys shall have an appropriate level of strength for the keys or data to be
protected in addition to other access controls. Updox holds the private keys for the CA and
Subscribers thus the keys are not transmitted.

Access to Private Keys for issuing Certificates is limited to authorized CA staff who are
instructed to memorize and not write down their passwords. Access is recorded and the logs
secured to prevent tampering. User access is suspended when the maximum number of
failed login attempts is exceeded.

Not applicable. Updox does not issue Content Commitment certificates.

Not applicable. Updox does not issue Content Commitment certificates.

Updox configures its CA systems, including any remote workstations, to:
e Authenticate the identity of user before permitting access to the system or applications
Manage the privileges of users and limit users to their assigned roles
Generate and archive audit records for all transactions
Enforce domain integrity boundaries for security critical processes
Support recovery from key or system failure
Updox will authenticate and protect all communications between individuals in Trusted
Roles and its CA system.

No stipulation.

Updox develops in a controlled development environment with modern source code control.
CA hardware and software are dedicated to performing the CA tasks. CA hardware and
software containing private keys are well protected. Hardware and software updates are
tested and installed in a professional and controlled manner.
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Updox requires all changes to be evaluated, documented, and approved before
implementation. A formal configuration management methodology is used for installation and
ongoing maintenance of the Issuer CA system.

No stipulation.

Information transferred from Updox is done through secure networks per the Updox Security
Policy. Updox employs security measures to ensure it is guarded against denial of service and
intrusion attacks which includes firewalls and filtering routers.

Updox system clocks are synchronized with the NIST national time protocol servers (time-a-
g.nist.gov, time-a-wwv.nist.gov, time-a-b.nist.gov, utcnist.colorado.edu). The Updox system
clocks are accurate within five seconds of the NIST time service and synchronization occurs
every 64 to 1024 seconds.

Updox issues Certificates in accordance with approved DirectTrust Certificate Profiles
corresponding to the current and most recently updated CP.

Updox issues X.509 version 3 certificates, indicated by the version field = 2.

Certificates leverage the following extensions in compliance with IETF RFC 5280:

The Key Usage, Extended Key Usage, and Basic Constraints extensions are
populated as specified in section 6.1.7

The CRL Distribution Points extension is populated with a CRL URI as specified in
section 2.2

The Subject Alternative Name extension is populated as specified in section 3.1.1
The Certificate Policies extension is populated as specified in section 7.1.6

The non-repudiation flag is not set in the certificate

End entity certificates use the SHA-256 signature algorithm:
sha256WithRSAEnNcryption: {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-
1(1) 11}

Certificates use the following OID for identifying the subject public key algorithm:
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rsaEncryption: {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 1}

See section 3.1.1.

No stipulation.

As per section 1.2, Updox asserts in the certificatePolicies extension of the certificate an OID
for each of the following:

e DirectTrust Certificate Policy

e Identity proofing Level of Assurance

o Healthcare category of the Subscriber

No stipulation

The Certificate Policy Extension field is populated in certificates as specified in section 1.2.

The certificatePolicies extension is a non-critical extension, however, Relying Parties whose
client software does not process this extension risk using certificates inappropriately.

Updox generates CRLs in accordance with approved CRL profiles. See Section 7.1

Updox issues X.509 version 2 CRLs, as indicated by the version field = 1.

Updox conforms to the CRL and CRL Extensions profile defined in IETF RFA 5280.

The CRL is signed using the sha-256 signature algorithm and identified by the OID:
sha256WithRSAENcryption: {iso(1) member-body(2) us(840) rsadsi(113549)
pkecs(1) pkes-1(1) 11}

The CRL contains a CRL Reason Code entry extension for each entry.

Updox has not deployed an OSCP responder.
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In addition to internal reviews, Updox contracts with the following 3™ party assessors to help ensure the
requirements specified by the Direct Project, this CPS, and the DirectTrust CP are implemented and
enforced.
e EHNAC Accreditation (HISP Privacy & Security wW/HITRUST v2.0)
DirectTrust RA, CA, and HISP Accreditation
ONC Health IT Certification
3" party Security Assessment
Updox 3" party Data Centers undergo SOC1 (SSAE 16) and SOC2 Type 2 audits.
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EHNAC Bi-annual Covers security and HIPAA policies

DirectTrust Bi-annual Covers RA, CA, and HISP functions

ONC Health IT Bi-annual Covers Direct messaging transport and cert discovery
3" party Security | Annual Covers network security

Data Centers Annual SOC1 (SSAE 16) and SOC2 Type 2 audits.

The independent auditor must:
¢ Demonstrate competence in the field of compliance audits
o Be familiar with Public Key infrastructures, certification systems, and Internet security
issues

Updox uses independent auditors that do not have a financial interest with Updox.

The assessment includes but is not limited to the following:
e Site Description

o Network Security

e Physical Security

¢ Commitment to Quality

¢ Risk Management

e Control Activities

e Monitoring

¢ Information and Communication
o HIPAA Policies

If an audit reports a material noncompliance with applicable law or this CPS then Updox will
initiate a formal action plan to remediate the deficiencies.

The results of each audit are reported to the Updox Management Team for review and approval.
DirectTrust is notified of EHNAC accreditation status.
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The fees set forth in the Subscriber Agreement include certificate issuance and renewal fees.

Updox does not charge for access and use of the certificates by Relying Parties. The fees
set forth in the Subscriber Agreement include fees for access to a certificate by a Subscriber.

Updox does not charge a fee for access to revocation or status information using the
methods indicated in section 2.2.

No stipulation.

No stipulation.

Updox maintains commercial general liability insurance of not less than $5,000,000 in
aggregate.

The Subscriber is encouraged to maintain commercially reasonable levels of the following
types of insurance: (i) commercial general liability, (ii) errors and omissions liability, (iii)
worker’'s compensation, and (iv) network security, privacy protection and notification
coverage.

No stipulation.

No stipulation.
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Confidential Information means any information that (a) is clearly marked as confidential, (b)
that by its nature or context should reasonably be understood to be confidential, and (c) the
information specifically set forth in the list below.

e Subscriber applications

o Audit logs for types specified in section 5.4.1

e Updox policies and procedures related to this CPS

o Audit reports and related documentation

Confidential Information will not include any information (i) that is publicly available through
no breach of this CPS, (ii) that is independently developed by Subscriber, Updox, or (iii) that
is rightfully acquired by Subscriber or Updox from a third party who is not in breach of an
agreement to keep such information confidential. Except as expressly permitted by this CPS,
neither Subscriber or Updox will disclose, use, copy, distribute, sell, license, publish,
reproduce or otherwise make available confidential information of others.

Updox and Subscriber will each (i) secure and protect confidential information by using the
same or greater level of care that it uses to protect its own confidential and proprietary
information of like kind, but in no event less than a reasonable degree of care, and (ii) require
that each of their respective employees, agents, attorneys and independent contractors who
have access to such confidential information are bound to at least as restrictive
confidentiality terms as this section 9.3.

Notwithstanding the foregoing, any party may disclose another party’s confidential
information to the extent required by applicable law or regulation or by order of a court or
other governmental entity, in which case, if permitted, such party will notify the other
disclosing party as soon as practicable prior to such party making such required disclosure.

Updox protects the privacy of the information sent through Updox Direct in accordance with
its privacy policy which can be found at http://updox.com/privacy-policy.

See section 9.3.1. Information included in Certificates is NOT deemed private.

Updox. All rights reserved. This document contains confidential and/or proprietary information belonging to Updox which may not be reproduced
or transmitted in any form or by any means without the express written consent of Updox.

Page 52 of 57


http://updox.com/privacy-policy

Private information is stored securely according to this CPS.

Private information may be used by Updox in accordance with this CPS, the Privacy Policy,
the MSA, and applicable Subscriber Agreements.

Notwithstanding the foregoing, Updox may disclose confidential and/or private information to
the extent required by applicable law or regulation or by order of a court or other
governmental entity, in which case, if permitted, Updox will notify the disclosing party as soon
as practicable prior to such party making such required disclosure.

No stipulation.

Updox has and will retain sole and exclusive right, title, and interest, including copyright and all
other rights, in and for the Updox Direct services. Updox hereby reserves all rights not expressly
granted hereunder. Updox will not knowingly violate the intellectual property rights held by others.

Updox warrants that it will perform the functions outlined in this CPS in accordance with
applicable laws and regulations and in a professional manner.

Updox warrants that:
e The information provided within the certificate is true and correct
o It has completed required identity verification as set forth in section 3
o It performs the functions of an RA and CA in a professional manner and in
accordance with applicable laws and regulations, and with this CPS

Subscriber warrants it will:

e Limit users to only employees or affiliates of the organization named in the certificate
subject
e Provide accurate and complete information to Updox
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e Assert identity verification has been completed as set forth in section 3

e Confirm the accuracy of certificate data prior to using the certificate

e Promptly cease using a certificate and notify Updox if (i) any information that was
submitted to Updox becomes misleading or (ii) there is any actual or suspected
misuse or compromise of the private key associated with the certificate

e Use the certificate only for authorized and legal purposes, consistent with this CPS
and Subscriber Agreement

e Promptly cease using the certificate and related Private Key after the certificate’s
expiration

Relying Party warrants that:

e It will only use certificates for the purpose for which they were intended, and for no
other purposes whatsoever, and in compliance with all applicable laws and
regulations, and this CPS

o It will check each certificate for validity and authenticity

o It will promptly notify Updox of any issues or problems with a certificate of which it
becomes aware

¢ Its decision to rely on the information within a certificate is solely its responsibility

No stipulation.

No stipulation.

Updox expressly disclaims all other warranties, both express and implied. Specifically, and
without limitation, Updox does not warrant that the Updox Direct services will be error-free or
uninterrupted or that any defects will be corrected. There are no implied warranties of accuracy,
merchantability and fitness for a particular purpose, non-infringement of proprietary rights or any
other warranty as may otherwise be applicable to the Updox Direct services.

To the maximum extent permitted by law, Updox will not be liable under this CPS for lost
revenues or direct, indirect, special, incidental, consequential, exemplary, or punitive damages,
even if the claimant knew or should have known that such damages were possible and even if
direct damages do not satisfy a remedy.

To the extent permitted by applicable law, the Subscriber agrees to indemnify, defend and hold
Updox harmless from and against all claims brought by a third party against Updox which arise
out of or are related to:

e Subscriber’s breach of its obligations under or the terms of this CPS
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e Its use of Updox Direct, other than those claims arising out of or related to the CA’s
negligence or willful misconduct in providing Updox Direct

Additional indemnities may be found in the Subscriber Agreement.

Upon publication, the CPS is effective immediately and supersedes all prior versions.

Termination of this CPS may occur if approved by the Updox management team.

The requirements of this CPS remain in effect through the validity period for all certificates
issued by Updox.

Notices will be given in commercially reasonable manner, as dictated by the circumstance.

This CPS may be amended by the Updox management team as needed.

Updox will be notified of a change in the CP by DirectTrust posting an updated version of the
CP to the DirectTrust website. Effective date and required dates for compliance are as stated
in Section 1.2.

When DirectTrust deems a change to its Certificate policy is substantive, Updox will make a
corresponding change to the policy OID expressed in the certificates.

If a dispute arises, Updox will first attempt to resolve the issue with the other party. If
unsuccessful, Updox will then attempt to resolve the dispute through DirectTrust before resorting
to adjudication through the court system. Any cause of action or claim against Updox under this
CPS must be commenced within one (1) year after the claim or cause of action arises.
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This CPS is governed by the laws of the United States of America. Unless otherwise specified in
the Subscriber Agreement, this CPS will be governed by and construed in all respects in
accordance with the laws of the State of Ohio, without regard to its conflicts of laws principles.
Each party hereby consents to the exclusive venue and jurisdiction of the courts of Columbus,
Ohio. Updox, Subscriber and Relying Party further agree to the extent permitted by applicable law
to waive any right to trial by jury with respect to any claim, counterclaim or action arising from the
terms of this CPS.

This CPS is subject to applicable federal, state, and local laws, rules, and regulations. Updox,
each Subscriber, and Relying Party will comply with all of these laws, as it relates to their
responsibilities hereunder.

This CPS constitutes the entire agreement related to the subjects herein and supersedes all
prior or contemporaneous agreements, representations and proposals, written or oral, if any,
regarding such subjects.

No certificate issued under this CPS may be assigned without prior written approval of
Updox. Updox may assign its rights and obligations under this CPS in its sole discretion.

If any provision hereof is held to be invalid or unenforceable, the remaining provisions will
remain in full force. All waivers of and consents to any terms of this CPS (or any rights,
powers or remedies under it) must be in writing to be effective. No waiver or consent granted
for one matter will be construed as a waiver or consent for a different matter.

No stipulation.

Updox will not be liable for failure to perform any of its obligations under this CPS if such
failure is caused by an event outside its reasonable control, including but not limited to, an
act of God, war, an act of terrorism, fire, or natural disaster.

No stipulation.
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