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1. Independent Service Auditor's Report 

To the management of Integrated Systems Corporation:

Scope

We have examined Integrated Systems Corporation’s (ISCorp) accompanying description of its Application
Delivery and Colocation Services System titled “Integrated Systems Corporation’s Description of its Application
Delivery and Colocation Services System” throughout the period September 1, 2024, to February 28, 2025
(description) based on the criteria for a description of a service organization’s system in DC section 200, 2018
Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (With Revised
Implementation Guidance – 2022), in AICPA, Description Criteria, (description criteria) and the suitability of the
design and operating effectiveness of controls stated in the description throughout the period September 1,
2024, to February 28, 2025, to provide reasonable assurance that ISCorp’s service commitments and system
requirements were achieved based on the trust services criteria relevant to security and availability (applicable
trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus – 2022), in AICPA, Trust
Services Criteria.

The information included in Section 5, "Other Information Provided by Integrated Systems Corporation," is
presented by management of ISCorp to provide additional information and is not part of the description.
Information about management's responses to the identified control exceptions have not been subjected to the
procedures applied in the examination of the description, the suitability of the design of controls, and the
operating effectiveness of controls to achieve ISCorp’s service commitments and system requirements based
on the applicable trust services criteria stated in the description of the Application Delivery and Colocation
Services System and accordingly, we express no opinion on it.

ISCorp uses subservice organizations for colocation services, network intrusion detection and vulnerability
assessment services. The description indicates that complementary subservice organization controls that are
suitably designed and operating effectively are necessary, along with controls at ISCorp, to achieve ISCorp’s
service commitments and system requirements based on the applicable trust services criteria. The description
presents ISCorp’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of ISCorp’s controls. The description does not disclose the actual
controls at the subservice organizations. Our examination did not include the services provided by the
subservice organizations, and we have not evaluated the suitability of the design or operating effectiveness of
such complementary subservice organization controls.

Baker Tilly Advisory Group, LP and Baker Tilly US, LLP, trading as Baker Tilly, operate under an alternative practice structure and are
members of the global network of Baker Tilly International Ltd., the members of which are separate and independent legal entities. Baker
Tilly US, LLP is a licensed CPA firm that provides assurance services to its clients. Baker Tilly Advisory Group, LP and its subsidiary entities
provide tax and consulting services to their clients and are not licensed CPA firms. © 2025 Baker Tilly Advisory Group, LP
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Service Organization's Responsibilities

ISCorp is responsible for its service commitments and system requirements and for designing, implementing,
and operating effective controls within the system to provide reasonable assurance that ISCorp’s service
commitments and system requirements were achieved. ISCorp has provided the accompanying assertion titled
“Assertion of Integrated Systems Corporation's Management” (assertion) about the description and the
suitability of design and operating effectiveness of controls stated therein. ISCorp is also responsible for
preparing the description and assertion, including the completeness, accuracy, and method of presentation of
the description and assertion; providing the services covered by the description; selecting the applicable trust
services criteria and stating the related controls in the description; and identifying the risks that threaten the
achievement of the service organization’s service commitments and system requirements.

Service Auditor's Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the AICPA. Those standards require that we plan and
perform our examination to obtain reasonable assurance about whether, in all material respects, the description
is presented in accordance with the description criteria and the controls stated therein were suitably designed
and operated effectively to provide reasonable assurance that the service organization’s service commitments
and system requirements were achieved based on the applicable trust services criteria. We believe that the
evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of the description of a service organization’s system and the suitability of the design and
operating effectiveness of controls involves the following:

 Obtaining an understanding of the system and the service organization’s service commitments and
system requirements

 Assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively

 Performing procedures to obtain evidence about whether the description is presented in accordance
with the description criteria

 Performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its service
commitments and system requirements based on the applicable trust services criteria

 Testing the operating effectiveness of controls stated in the description to provide reasonable
assurance that the service organization achieved its service commitments and system requirements
based on the applicable trust services criteria

 Evaluating the overall presentation of the description

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the examination engagement.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
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Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not, therefore,
include every aspect of the system that individual users may consider important to meet their informational
needs. 

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirements are achieved based on the applicable
trust services criteria. Also, the projection to the future of any conclusions about the suitability of the design and
operating effectiveness of controls is subject to the risk that controls may become inadequate because of
changes in conditions or that the degree of compliance with the policies or procedures may deteriorate.

Description of Tests of Controls

The specific controls we tested and the nature, timing, and results of those tests are listed in Section 4 of this
report.

Opinion

In our opinion, in all material respects,

a. The description presents ISCorp’s Application Delivery and Colocation Services System that
was designed and implemented throughout the period September 1, 2024, to February 28,
2025, in accordance with the description criteria.

b. The controls stated in the description were suitably designed throughout the period
September 1, 2024, to February 28, 2025, to provide reasonable assurance that ISCorp’s
service commitments and system requirements would be achieved based on the applicable
trust services criteria, if the controls operated effectively throughout that period and if the
subservice organizations applied the complementary controls assumed in the design of
ISCorp’s controls throughout that period.

c. The controls stated in the description operated effectively throughout the period September 1,
2024, to February 28, 2025, to provide reasonable assurance that ISCorp’s service
commitments and system requirements were achieved based on the applicable trust services
criteria, if complementary subservice organization controls assumed in the design of ISCorp’s
controls operated effectively throughout that period.

Restricted Use

This report, including the description of tests of controls and results thereof in Section 4, is intended solely for
the information and use of ISCorp, user entities of ISCorp’s Application Delivery and Colocation Services
System during some or all of the period September 1, 2024, to February 28, 2025, business partners of ISCorp
subject to risks arising from interactions with ISCorp’s Application Delivery and Colocation Services System,
practitioners providing services to such user entities and business partners, prospective user entities and
business partners, and regulators who have sufficient knowledge and understanding of the following:

 The nature of the service provided by the service organization

 How the service organization’s system interacts with user entities, business partners, subservice
organizations, and other parties
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 Internal control and its limitations

 Complementary subservice organization controls and how these controls interact with the controls at
the service organization to achieve the service organization’s service commitments and
requirements

 User entity responsibilities and how they may affect the user entities' ability to effectively use the
service organization’s services

 The applicable trust services criteria

 The risks that may threaten the achievement of the service organization's service commitments and
system requirements and how controls address those risks

This report is not intended to be, and should not be, used by anyone other than these specified parties.

Milwaukee, Wisconsin
May 21, 2025
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2. Assertion of Integrated Systems Corporation's Management

We have prepared the accompanying description of Integrated Systems Corporation's (ISCorp) Application
Delivery and Colocation Services System titled "Integrated Systems Corporation's Description of its Application
Delivery and Colocation Services System" throughout the period September 1, 2024, to February 28, 2025
(description), based on the criteria for a description of a service organization's system in DC section 200, 2018
Description Criteria for a Description of a Service Organization's System in a SOC 2® Report (With Revised
Implementation Guidance – 2022), in AICPA, Description Criteria (description criteria). The description is
intended to provide report users with information about the Application Delivery and Colocation Services
System that may be useful when assessing the risks arising from interactions with ISCorp's Application Delivery
and Colocation Services System, particularly information about system controls that ISCorp has designed,
implemented, and operated to provide reasonable assurance that its service commitments and system
requirements were achieved based on the trust services criteria relevant to security and availability (applicable
trust services criteria) set forth in TSP section 100, 2017 Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (With Revised Points of Focus - 2022), in AICPA, Trust
Services Criteria. 

ISCorp uses subservice organizations for colocation services, network intrusion detection and vulnerability
assessment services. The description indicates that complementary subservice organization controls that are
suitably designed and operating effectively are necessary, along with controls at ISCorp, to achieve ISCorp’s
service commitments and system requirements based on the applicable trust services criteria. The description
presents ISCorp’s controls, the applicable trust services criteria, and the types of complementary subservice
organization controls assumed in the design of ISCorp’s controls. The description does not disclose the actual
controls at the subservice organizations.

We confirm, to the best of our knowledge and belief, that:

a. The description presents ISCorp’s Application Delivery and Colocation Services System that was
designed and implemented throughout the period September 1, 2024, to February 28, 2025, in
accordance with the description criteria.

b. The controls stated in the description were suitably designed throughout the period September 1,
2024, to February 28, 2025, to provide reasonable assurance that ISCorp’s service commitments
and system requirements would be achieved based on the applicable trust services criteria, if the
controls operated effectively throughout that period and if the subservice organizations applied the
complementary controls assumed in the design of ISCorp’s controls throughout that period.

c. The controls stated in the description operated effectively throughout the period September 1,
2024, to February 28, 2025, to provide reasonable assurance that ISCorp’s service commitments
and system requirements were achieved based on the applicable trust services criteria, if
complementary subservice organization controls assumed in the design of ISCorp’s controls
operated effectively throughout that period.
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3. Integrated Systems Corporation’s Description of its Application 
Delivery and Colocation Services System 

Overview of Company 

Integrated Systems Corporation (ISCorp, the Company) is a privately held company that was founded in 1987 
and later incorporated in 1991. ISCorp officers and management include: 

- Mike Weber – President and Chief Executive Officer 

- Jeff Zillner – Chief Operations Officer (COO) 

- Patrick Barwick – Vice President of Information Technology (IT) & Chief Information Security Officer 
(CISO) 

ISCorp’s corporate headquarters, primary IT operations, and data center are located in Mequon, Wisconsin. 
ISCorp contracts with DataBank Holdings, Ltd. (DataBank) in Dallas, Texas, for colocation services and Bold 
Group, LLC (Bold) for network intrusion detection and vulnerability assessment services. Refer to “Monitoring of 
Subservice Organizations” for additional details on the control activities managed by ISCorp's third-party service 
providers (i.e., subservice organizations).  

ISCorp’s Application Delivery service offerings are built on infrastructure that is securely managed and operated 
by ISCorp and customized to meet the needs of each client. Each Application Delivery solution is engineered to 
address the business and technical needs of the specific application software and the clients it serves. ISCorp 
includes each solution's technology, personnel, and software as a turnkey solution for clients. This may include 
the hardware, software, staff, and infrastructure required to deliver each application. 

ISCorp’s Application Delivery services provide an online cloud data processing platform for ISCorp’s clients’ 
applications. Client environments are designed to be available 24 hours a day, seven days a week, to permit 
access to the application so that they can conduct their regular business activities. For Application Delivery 
services, ISCorp has a managed security infrastructure with multiple layers of physical and logical security 
controls to protect client data hosted at ISCorp. Security controls and monitoring include real-time monitoring 
and alerting, regular vulnerability scanning, anti-virus protection, intrusion detection, log monitoring, and 
distributed denial of service (DDOS) protection.  

In addition to Application Delivery services, ISCorp offers Colocation services to customers who are 
strategically choosing to manage their own systems. Colocation services are housed in the same facilities and 
physical security foundation used for ISCorp’s Application Delivery services. 

Scope of the Description 

For Application Delivery services, this report includes only the IT controls managed by ISCorp related to the 
technical environments supporting independent software vendors (ISVs) and does not include application 
controls or data processing controls, as those are the responsibility of the ISVs.  

For Colocation services, this report includes only the controls managed by ISCorp related to providing a secure 
data center environment for clients to manage their systems. In Colocation services, the logical security and 
management of the systems are the clients’ responsibility. 
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For both Application Delivery and Colocation services, only clients based in the United States are included in 
the scope of this report. 
 
ISCorp uses subservice organizations to assist in the delivery of their Application Delivery and Colocation 
services. The following describes the services provided by the subservice organizations so clients and their 
auditors can have an understanding of the overall control environment that may impact ISCorp’s Application 
Delivery and Colocation services. However, the scope of this report does not extend to control activities of the 
subservice organizations. 

Subservice Organization Service(s) Provided 

DataBank Colocation services 

Bold Network intrusion detection and vulnerability 
assessment services 

Principal Service Commitments and System Requirements 

ISCorp designs processes and procedures for its Application Delivery and Colocation services to meet clearly 
defined service objectives. These objectives are derived from ISCorp's contractual commitments to clients and 
third parties, relevant legal and regulatory requirements, and internal security and operational standards. 
ISCorp’s commitments related to security and availability are documented in service level agreements (SLAs), 
contractual agreements, and official ISCorp policies. These standardized service commitments include, but are 
not limited to, the following:  

 
Security:  

- ISCorp supports client applications through the implementation of ISV-provided or ISV-authorized 
modifications, patches, updates, upgrades, and new releases. (Application Delivery) 

- ISCorp protects client data while in transit with the use of encryption technology. (Application Delivery)  

- ISCorp secures its servers from access by unauthorized individuals protecting against unauthorized 
modifications. (Application Delivery) 

- ISCorp restricts access to the data center via key card and biometric authentication. (Colocation) 

Availability: 

- ISCorp ensures availability to client applications and data in accordance with defined SLAs through the 
implementation of resilient and redundant infrastructure. (Application Delivery)  

- ISCorp performs regular backups, encrypts client data, and delivers data protection services. 
(Application Delivery) 

- ISCorp maintains and tests a comprehensive business continuity plan (BCP) annually to support 
service availability during potential significant business disruptions. (Application Delivery and 
Colocation) 

- ISCorp monitors temperature, humidity, power quality, and water presence, and management is notified 
if specified thresholds are met. (Colocation) 
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Components of the System Used to Provide the Services 

Infrastructure 

Infrastructure (facilities, network, and servers) directly supporting clients and supporting ISCorp’s internal 
operations are located in: 

1. Mequon, Wisconsin: Application Delivery and Colocation services data center owned and operated by 
ISCorp 

2. Dallas, Texas: Colocation data center owned and operated by DataBank 

Clients using ISCorp’s managed backup services have data replicated between the two data centers to help 
ensure recoverability in the event of a facility failure. For clients who contract with ISCorp for disaster recovery 
(DR) services, a customized DR architecture is developed to meet the client's business requirements. Solutions 
include active/passive data centers and active/active multi-site solutions with pre-allocated system resources to 
facilitate the rapid recovery of services at alternate facilities.  

For clients using ISCorp’s Application Delivery services, client data is segregated and restricted so that each 
client only has access to their own data. For multi-tenant applications, data partitioning and/or access rights 
control the access that users of the system have to data. Each application solution is isolated from other hosted 
applications on separate networks, and communication between application zones is controlled by firewalls. 

Clients using ISCorp’s Colocation services have the option of using locked cabinets or private cages. Clients 
with private cages can elect to have their cage controlled with dual-factor biometric (fingerprint plus card key) 
credentials. 

Software 

ISCorp utilizes the Agiloft Service Desk Suite (Agiloft) for client support and change management. Clients have 
access to log tickets into the support system. In addition, software and underlying infrastructure changes are 
accomplished through a documented change management process that uses Agiloft. Changes are authorized 
and approved in accordance with ISCorp’s change management policy. 

People 

ISCorp’s staff and contracted employees are responsible for adhering to control guidelines pertaining to the 
development, maintenance, and support of the Application Delivery and Colocation services infrastructure. 
ISCorp’s control environment is supported by the following functional groups:  

- Executive Management Team – ISCorp’s Executive Management team coordinates all aspects of 
operations, identifies areas requiring controls and implements those controls, performs application 
planning and implementation, reviews network operations, security and telecommunications, and 
oversees DR planning. 

- Human Resources (HR) Team – ISCorp’s HR team conducts background, credit, and security checks 
on candidates before employment. The HR team provides a security education program to employees, 
including contracted employees, as well as performing annual security policy reviews.  

- Financial Management Team – ISCorp’s Financial Management team is responsible for the successful 
operations of the general accounting and financial reporting functions, which include cash 
management, accounts payable, accounts receivable, payroll, financial projects, budgets, and 
projections.  
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- Information and Product Technology Teams – ISCorp’s Information and Product Technology teams 
manage all hardware and system software upgrades, performs application maintenance and database 
administration, and updates system documentation when appropriate. In addition, these teams manage 
daily computer operations including communications, client access to applications, nightly production 
processing, application utilization, and capacity management.  

- Security Team – ISCorp’s Security team identifies, reports, and assesses security risks and helps 
coordinate implementation plans to address them. This team conducts internal reviews, manages risks 
as it affects ISCorp, its staff, and its clients, and develops management action plans from vulnerability 
assessments. This team is also responsible for safety and security planning, and disaster preparedness 
and response.  

- Audit and Governance, Risk, and Compliance (GRC) Team – ISCorp’s Audit and GRC team assesses 
how well the company adheres to internal bylaws, rules and regulations, standards, and the Code of 
Conduct. The team aligns technology with ISCorp’s business goals while managing risks and meeting 
industry and government regulations. The team oversees processing and control guidelines and 
monitors internal controls, data processing activity, SLAs and other relevant regulations.  

- Customer Success Team – ISCorp’s Customer Success team supports clients in all performance-
related aspects of their applications, including research and resolution of identified problems. 

Procedures 

ISCorp has established the following policies and procedures that govern project delivery activities and internal 
operations, which are reviewed at least annually and made available to employees via the Intranet site: 

Governance Information Security IT Operations 

Information Security Framework  
- Information Classification 

HR Policies and Procedures 
- Onboarding and 

Terminations 
- Whistleblower 
- Confidentiality 

Agreements 
- Access Control and 

Acceptance Use 
- Training 

Risk Management 
- Subservice Organization 

Reviews 
- Risk Assessment 

 

Logical and Physical Security 
- Secure Logon 
- User Access 

Management 
- Network Controls and 

Services 
- Environmental Controls 

and Services  
Data Protections 

- End Detection and 
Response 

- Backups and retention 
Incident Management 

- Reporting & Responding 
to Information Security 
Weaknesses and Events 

 

Commitments 
- Policies and Procedures 
- SLAs 

Incident Management 
- BCP/DRP 
- Incident Response Plan 

Change Management  
- System Planning 

Acceptance 
- User Access 

Management 
- Asset Inventory and 

Ownership 
Vendor & Capacity Management  
  

Data 

ISCorp client data is managed, processed, and stored in accordance with the relevant data protection 
requirements, with specific requirements formally established in contracts. All client data is treated as “client 
confidential,” and no “client confidential” data is used except as allowed by each client in delivering the 
Application Delivery services. ISCorp’s clients act as data controllers, while ISCorp serves as a data processor.   
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Relevant Aspects of the Control Environment, Risk Assessment, Information and 
Communication, and Monitoring 

The security and availability categories and applicable trust services criteria were used to evaluate the 
suitability of design and operating effectiveness of controls stated in the description. Security and availability 
criteria and controls are designed, implemented, and operated to help ensure the system is protected against 
unauthorized access (both physical and logical). The controls supporting the applicable trust services related to 
security and availability criteria are included in Section 4 of this report. Although the applicable trust services 
criteria and related controls are included in Section 4, they are an integral part of ISCorp’s description of the 
Application Delivery and Colocation Services System. 

Control Environment 

Governance – Executive Management sets the tone for governance and controls throughout the organization 
and fosters an environment focused on the importance of client data security. 

Policies and Controls – ISCorp maintains information security policies and controls based on the International 
Organization for Standardization/International Electrotechnical Commission (ISO/IEC) 27002:2022 policy 
framework. ISCorp employees and contracted employees are required to follow policies, and disciplinary 
processes, including termination, are in place to enforce policy compliance. 

Workforce Training and Education – The confidentiality of client information is stressed during the new 
employee/contracted employee orientation program and is re-emphasized in the Employee Handbook and 
Contractor Handbook. These handbooks are reviewed annually by the HR team. New and contracted 
employees must sign confidentiality and non-disclosure agreements (NDA) and the agreement to comply with 
information security policies. The HR team retains these signed documents in the employees’/contracted 
employees’ personnel files. Pre-employment background checks are performed for potential employees, 
including contracted employees, as part of the HR hiring process. As part of the onboarding process, ISCorp 
provides training for new hires, including contracted employees, on confidentiality, privacy, and security. 
Annually, ISCorp employees, including contracted employees, undergo formal security, compliance, and data 
privacy training. ISCorp and contracted employees can also attend optional training programs related to specific 
technologies or security topics. ISCorp management also completes employee performance reviews annually. 
Management reviews incentive/performance management policies, including the employee sanction process, in 
the event of a Code of Ethics violation.  

Risk Assessment 

ISCorp considers risk management and risk mitigation to be critical functions integrated into all its activities. 
ISCorp’s information security program adopts a risk management approach to information security. The risk 
management approach provides for the identification, assessment, and appropriate mitigation of vulnerabilities 
and threats that can adversely impact ISCorp or clients’ information assets. 

ISCorp assesses the control environment through the execution of internal reviews of process implementation 
and effectiveness. ISCorp’s Security Committee, comprised of senior management, meets at least annually to 
assess risks and evaluate overall control performance, security trends, emerging threats, and fraud risks. The 
Security Committee may make changes to ISCorp’s risk assessment and security policies or define new 
strategic projects to address emerging security or control concerns. Management reviews and updates policies 
and procedures annually, incorporating new standards and policies as needed to meet changing markets or risk 
profiles. Third-party external vulnerability assessments are performed monthly. IT management reviews the 
results and develops remediation plans to address high-risk vulnerabilities. 

ISCorp has automated error management systems that continuously monitor the computer operations and 
assess system risks. Weekly IT staff meetings are held to review and address emerging risk areas. In addition, 
IT staff and management are required to participate in ongoing security education. 
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Information and Communication 

ISCorp has implemented communication mechanisms so employees understand their roles and responsibilities 
regarding data processing, client service, and the handling of client confidential data. Communications include 
orientation and training for new employees, including contracted employees, and email messages to 
communicate time-sensitive messages and information. All staff and contracted employees must review and 
accept ISCorp’s security policies as a condition of employment. Security policies and other important 
information are available to employees and contractors via ISCorp’s internal knowledgebase. Management 
holds staff meetings bi-weekly to communicate information necessary to employees’ job functions. 

Confidentiality requirements and the responsibilities of clients and third-parties are outlined within contractual 
agreements. ISCorp proactively communicates planned system downtime to clients; Client Services provides 
ongoing communication with the client by providing information regarding changes in processing schedules, 
system enhancements, and any other client-related information. Client Services maintains records on relevant 
client communications and tracks issues. 

Monitoring  

ISCorp’s management monitors the quality of internal control performance by performing self-audits. 

ISCorp management uses reports from a third-party for monitoring systems and conducts internal reviews to 
assess the effectiveness of information security controls and modifies controls as necessary to achieve 
performance objectives. These reports from third-parties include: 

- Intrusion Detection 

- Log Monitoring 

- Systems and Network 
Monitoring 

- Internal and External 
Vulnerability Assessments 

- DDOS Detection/Mitigation 

- External Audits 

- Client Feedback 

Exceptions to normal processing are automatically logged, identified, and analyzed daily to identify and resolve 
any processing issues and to identify areas for infrastructure, security, or control improvement. 

ISCorp requires directors, officers, employees, and contracted employees to observe high standards of 
business and personal ethics in the conduct of their duties and responsibilities. As a result, ISCorp has 
implemented a whistle-blower policy and hotline. The whistle-blower policy is intended to encourage and enable 
employees and others to raise serious internal concerns so ISCorp can address and correct inappropriate 
conduct and actions. It is the responsibility of all board members, officers, and employees to report concerns 
about violations of ISCorp’s Code of Ethics or suspected violations of laws or regulations that govern ISCorp’s 
operations through the whistle-blower hotline. 

Monitoring of Subservice Organizations 

On an annual basis, ISCorp management contacts the subservice organizations and other third-party service 
providers to obtain their SOC 1 and/or SOC 2 reports, or other relevant certifications or reports, if available. For 
obtained reports, ISCorp management reviews the information provided and evaluates the opinion and any 
deficiencies noted to determine the impact on ISCorp and its clients. If user entity responsibilities (UERs) are 
listed within the report, they are mapped to internal processes and controls. Additionally, on an annual basis, 
when not encumbered by travel, local ordinance, or other restrictions, ISCorp management performs an annual 
onsite inspection of the DataBank colocation facility. 

For subservice organizations or third-parties who do not have a SOC report available, ISCorp management 
monitors SLA compliance based on the occurrence of specific outcomes stated within the contract. As contracts 
expire, ISCorp management enters into new SLAs with vendors so the services will continue to be provided.  



 

12 

Information Technology Controls 

Physical Security  

ISCorp has implemented controls to restrict physical access to the Mequon, Wisconsin, data center. For 
Application Delivery services, ISCorp maintains private suites in the Mequon, Wisconsin location and private 
cages in the DataBank colocation in Dallas, Texas. In addition, data center access is limited to those ISCorp 
employees who are required to have access as part of their job duties. 

All visitors sign in and are escorted by authorized ISCorp employees in the Mequon, Wisconsin facility. For 
ISCorp employees and colocation clients with independent access, credentials must be presented at multiple 
control points before access is granted. The entrances are configured as a mantrap where only one of the two 
doors can be opened at one time and doors are controlled with dual-factor biometric (fingerprint plus card key) 
credentials. For Colocation services, clients request access. For Application Delivery services, only authorized 
ISCorp employees have access credentials to the data center doors. Cameras record activity in the data 
centers and the interior and exterior of the facility. 

All entrances to the Mequon, Wisconsin, data center and operations areas are alarmed and monitored by an 
alarm monitoring service. Only authorized ISCorp employees have alarm codes for data center alarm zones. 
The door access control system and alarm system operate independently, providing separate control points for 
gaining access to the data center. Door access and alarm activity are logged. 

ISCorp manages access to the Mequon, Wisconsin data center. For the DataBank colocation facility in Dallas, 
Texas, ISCorp is responsible for authorizing and reviewing access and notifying DataBank when access is no 
longer needed; however, the ability to modify badge access is restricted to DataBank.  

For Application Delivery services, access to any of the data centers is approved by management prior to being 
granted. ISCorp employee data center access is revoked upon termination. On an annual basis, management 
performs a review of individuals with access to the data centers to verify that the correct individuals have 
access and that inappropriate access privileges are identified and removed. 

Environmental Controls 

ISCorp has implemented controls to maintain a controlled environment and monitor environmental conditions 
within the Mequon, Wisconsin data center. Power outages, temperature or humidity fluctuations, fires, and 
water infiltration are detected and addressed immediately. The following environmental equipment is in place at 
the facility: 

- Power Systems 

• Uninterruptible power supply (UPS) backup power for the data center and the operations areas, 
including all support personnel, phone, and desktop computer systems. 

• Backup power generation for the data center and operations center with automated generator 
startup and cut-in. 

- Heating, Ventilation, and Air Conditioning (HVAC)  

• Redundant HVAC systems provide temperature and humidity control to the data center. 

• HVAC systems located in the data center and operations areas receive backup power from 
generators in the event of a power failure. 
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- Fire Detection and Suppression 

• The data center is protected by a Very Early Smoke Detection Apparatus (VESDA) system. 

• The data center and operations areas are protected by a fire detection and alarm system, which 
notifies the fire department in the event of a fire. 

- Water Detection 

• In-floor water sensors within the data center are tied to an alarm system providing immediate 
notification. 

Environmental equipment is maintained according to the following schedule: 

Equipment Type Maintenance Frequency 

UPS Semi-annually to annually 

Generator Quarterly 

HVAC Semi-annually to annually 

Fire Detection and Suppression Annually 

Utility power is monitored continuously, and employees are alerted in the event of a failure. Utility power 
systems are maintained under scheduled maintenance agreements. In addition, regular generator tests are 
completed, including simulated power failure tests. The generator is start-tested and fail-over tested quarterly. 

Temperature, humidity, power quality, and water presence in the data center are monitored continuously and 
alerts are sent to employees if thresholds are exceeded. Fire detection and suppression systems are monitored 
continuously by a fire alarm management company. 

ISCorp undergoes an assessment of cardholder data environment’s compliance with the Payment Card 
Industry Data Security Standard (PCI DSS) which requires merchants and service providers to perform a 
scoping exercise annually to help ensure they understand the people, processes, and technologies that 
comprise their cardholder environment, on which PCI DSS controls must be enforced.  

Logical Security  

For Application Delivery clients, ISCorp’s information security program incorporates a series of controls to 
restrict access to ISCorp infrastructure and computing resources to appropriate individuals; monitoring systems 
are in place to detect and alert ISCorp of unauthorized activity.  

Account rules for password construction, expiration, reuse, and account lockout are in place to help prevent 
unauthorized users from gaining access to ISCorp accounts, data, or systems. In addition, ISCorp employees 
and contracted employees are required to use multi-factor authentication to establish administrative access to 
client production systems.  
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ISCorp utilizes a defined access administration process to provision and revoke access for ISCorp employees 
and contracted employees. ISCorp management performs annual access reviews, including a firewall 
administrator access review and a review of ISCorp users with virtual private network (VPN) access to client 
production environments.  

System event logs are maintained on a centralized server, separate from client production environments. The 
logging software is set to alert the Security team of critical events and provide security reporting for research 
and closure. For Windows-based operating environments, anti-virus software is in place to scan customer 
servers to detect viruses, worms, trojans, or other threats to systems. 

Data Protection and Backup 

ISCorp has implemented controls to help ensure client data is backed up regularly to permit recovery from 
incidents that may result in the loss or corruption of data. Nightly disk and tape backups are conducted to 
provide secure offline storage of data for recovery. Client data is backed up on a daily basis and backup failures 
are tracked through resolution. 

All backups are encrypted. Clients who purchase data replication also have their data replicated to the 
DataBank colocation via an encrypted connection at regular intervals throughout the day. Recoverability tests 
are performed monthly.  

To provide protection of client data, ISCorp has implemented the following: 

- Secure file transfer processes and encryption for client data while in transit.  

- Encryption of emails with other parties that support receiving encrypted emails.  

- Data backups are replicated between sites and are encrypted during transmission. 

- ISCorp utilizes anti-virus and host-based intrusion detection services (IDS) to prevent and detect 
viruses, worms, and trojans. 

Network Security  

For Application Delivery clients, ISCorp utilizes Bold to provide IDS and vulnerability scanning services, 
including real-time alerting and daily reports, which are reviewed by ISCorp.  

Network access to systems and applications is restricted using multiple layers of firewalls, creating a 
demilitarized zone (DMZ) and internal security zones. In addition, networks for different application services are 
isolated from one another. A separate command and control network and a separate network for internal 
workstations are maintained to manage systems that are isolated from production networks handling user 
traffic. A separate test network is maintained for testing new systems or technologies that is isolated from 
production networks. Access control lists are implemented on routers and firewall rules and access lists are 
reviewed at least annually. Access to modify firewall configurations is limited to network administrator job roles.  
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Incident Response  

ISCorp has implemented controls to identify and respond to security incidents in a timely manner and resolve 
any issues.  

Applications, databases, and services on the ISCorp networks are monitored for performance and availability. 
ISCorp has also established a call center and a help desk for clients to report problems. Client-reported 
incidents are recorded, responded to, and closed via a help desk ticket.  

As part of the server setup process, alerts are configured to monitor network infrastructure performance and 
hosted servers and notify IT management of service issues. In the event of a problem, ISCorp’s IT team is 
trained to respond quickly and minimize client impact from identified issues. Service outages are recorded, 
responded to, and closed within the help desk system. In the event of a security-related incident, automatic 
incident escalation processes and a security incident response plan are developed to support the IT team’s 
response activities.  

No security system incidents were identified during the examination period of September 1, 2024, to February 
28, 2025 that either a) were the result of controls that were not suitably designed or b) otherwise resulted in a 
significant failure in the achievement of one or more of the service commitments and system requirements. 

Change Management  

ISCorp has implemented controls over changes to the infrastructure and Application Delivery and Colocation 
Services System; changes are assessed, planned, and appropriate parties are notified of the planned changes. 
The ISCorp change control policy defines requirements by change type, based on the following defined risk and 
impact profiles: 

Change 
Type 

Definition Risk of 
Service 
Level 
Impact 

Scope of 
Service 
Impact 

Overall 
Service 
Risk 

Routine Changes that are made routinely and have a low risk 
of impacting services. Changes are typically simple, 
impact a single system or service, and can be 
performed quickly without impacting services. 

Low Single 
Service 

Low 

Moderate Changes with moderate complexity, risk, and/or 
scope of impact. Changes typically involve more than 
one system or service or a change that has a greater 
chance of service impact. 

Moderate Multiple Any 

Significant Changes that will impact or will have a significant 
chance of impacting services. Changes are typically 
either disruptive, have a large scope of impact, or 
involve other risks. 

Significant Site Any 

Emergency Certain changes must be performed quickly to 
restore services or ensure continued operations. 
These changes may need to temporarily bypass 
standard procedures but must be documented and 
reviewed afterwards. 

Any Any Any 
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Project teams are assembled to plan and implement significant changes. Changes to client operating systems 
are assessed, logged, and require proper source documentation and management approval prior to 
implementation. The technical staff meets weekly to conduct peer reviews and assess the impact of planned 
changes. In addition, sandbox and test systems are used to apply changes to non-production environments in 
preparation for making changes to production.  

Changes categorized as routine or emergency can be approved following implementation; however, moderate 
and significant changes must be approved prior to implementation. Authorized management review of change 
categorization and completion of required activities is required prior to ticket closure. An internal review and 
approval process is completed for significant risk changes. 

Other Items 
There were no significant changes to the Company’s system and controls during the period September 1, 2024, 
to February 28, 2025. 
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Complementary Subservice Organization Controls 

ISCorp’s controls related to its Application Delivery and Colocation Services System cover only a portion of 
internal controls for each user entity of ISCorp. Certain service commitments and system requirements can only 
be achieved if the subservice organization’s controls contemplated in the design of ISCorp’s controls are 
suitably designed and operating effectively along with the related controls at ISCorp. Therefore, each user 
entity’s internal controls must be evaluated in conjunction with ISCorp’s controls and the related tests and 
results described in Section 4 of this report, taking into account the related complementary subservice 
organization controls expected to be implemented at the subservice organizations as described below: 

Subservice 
Organization 

Complementary Subservice Organization Controls Related Trust 
Services Criteria 

Security 

DataBank 

Control procedures are in place to verify the identity and business 
justification for onsite visits by visitors. 

CC6.4 

Control procedures are in place to restrict physical access to 
authorized individuals and monitor access activity. 

CC6.4 

Control procedures are in place related to adding, modifying, and 
removing physical access. 

CC6.4 

Control procedures are in place to adhere to an authorized client 
contact listing to verify physical access requests from clients. 

CC6.4 

Bold 

Control procedures are in place for the identification of security threats 
through the use of IDS. 

CC6.1, CC6.6, CC6.8, 
CC7.1 and CC7.5 

Control procedures are in place to perform quarterly vulnerability 
assessments. 

CC3.2, CC.3.4, 
CC4.1, CC4.2, CC5.1, 
CC5.2, CC6.8, CC7.1, 
CC7.2, CC7.3, CC7.4, 
CC7.5, and CC9.1 

Availability 

DataBank 

Control procedures are in place to detect network availability incidents 
and/or problems and communicate using escalation procedures. 

A1.1 

Control procedures are in place to perform regularly scheduled 
maintenance on environmental equipment. 

A1.2 

Control procedures are in place to perform backups and monitor them 
for successful completion. 

A1.2 

Control procedures are in place to perform a BCP/DRP test on an 
annual basis. 

A1.3 
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User Entity Responsibilities 

Each user entity is responsible for evaluating and implementing its own internal control structure to manage risk 
and help ensure compliance with applicable requirements effectively. The internal controls described in this 
report are managed by ISCorp and only cover a portion of a comprehensive internal control structure. Each 
user entity must address the various aspects of internal control that may be unique to its organization. This 
section highlights those portions of the internal control structure that the user entity is responsible for 
developing and maintaining. 

For Colocation services clients, user entities are responsible for: 

- Determining whether ISCorp’s security infrastructure is appropriate for their needs and for notifying
ISCorp of any requested modifications.

- Establishing and following internal procedures to prevent unauthorized or accidental access to facilities,
information systems, or infrastructure.

- Providing and maintaining a list of authorized personnel, vendors, contractors, as well as providing
technical and administrative contact information.

- Notifying ISCorp of vendors and contractors' on-site visits before their arrival at a data center.

- Notifying ISCorp of terminated employees with access to the ISCorp data centers in a timely manner.

- Verifying that their cages, racks, and cabinets are secured and their equipment is locked prior to leaving
the premises.

In addition to the above responsibilities, for Application Delivery services clients, user entities are responsible 
for: 

- Participating in application testing to confirm functionality and accuracy prior to deployment into the
production environment.

- Adhering to ISCorp’s prohibited use policy to support logical access and system security.

- Configuring application-level logical access controls, including, but not limited to: password policies,
account lockout thresholds, and user roles and permissions.

- Verifying that all transactions have been correctly processed following any service interruption and
subsequent application restart or restoration.

- Collaborating with ISCorp to design failover strategies and solutions when high availability or redundant
systems are required.

- Implementing adequate data backup and retention controls when opting out of ISCorp’s standard
backup services.

- Reviewing ISCorp’s data retention policies to verify alignment with their own organizational
requirements.
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4. Trust Service Category, Criteria, Related Controls, and Test of Controls

Information Provided by Baker Tilly 

This section identifies the applicable trust services criteria along with the related controls specified by ISCorp for the following categories: 

– Security: Information and systems are protected against unauthorized access, unauthorized disclosures of information, and damage to the
systems that could compromise the availability, integrity, confidentiality, and privacy of information or systems and affect the entity’s ability to
meet its objectives.

– Availability: Information and systems are available for operation and use to meet the entity’s objectives.

In addition to the controls specified by ISCorp to provide reasonable assurance that ISCorp’s service commitments and system requirements were 
achieved based on the applicable trust services criteria, this section also contains tests of operating effectiveness that were performed by Baker Tilly for 
the controls specified by ISCorp in order to determine whether ISCorp’s controls were designed and operating with sufficient effectiveness to provide 
reasonable assurance that ISCorp’s service commitments and system requirements were achieved based on the applicable trust services criteria. Baker 
Tilly’s testing procedures were limited to the controls identified within this section of the report and did not extend to controls described in Section 3 but 
not identified within this Section 4. Baker Tilly determined the nature, timing, and extent of the testing performed. 

ISCorp’s internal control represents the collective effect of various factors on establishing or enhancing the effectiveness of the controls specified by 
ISCorp. In planning the nature, timing, and extent of our testing of the controls to provide reasonable assurance that ISCorp’s service commitments and 
system requirements were achieved based on the applicable trust services criteria to achieve the control objectives specified by ISCorp, we considered 
aspects of ISCorp’s control environment, risk assessment process, monitoring activities, and information and communication. 

The following table clarifies certain terms used in this section to describe the nature of the tests performed: 

Type of Test Description 

Inquiry Inquiry of appropriate personnel and corroboration with management 

Observation Observation of the application, performance, or existence of the control 

Inspection Inspection of documents and reports indicating performance of the control 

In addition, as required by paragraph .36 of AT-C section 205, Assertion-Based Examination Engagements (AICPA, Professional Standards), when 
using information produced (or provided) by the service organization, we evaluated whether the information was sufficiently reliable for our purposes by 
obtaining evidence about the accuracy and completeness of such information and evaluating whether the information was sufficiently precise and 
detailed for our purposes.



Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.1 The entity demonstrates a commitment to integrity and ethical values. (COSO Principle 1) 
HR.2 New employees and contracted

employees must sign their respective
versions of the Company Handbook,
which includes a Code of Conduct. Both
the Employee and Contractor Handbooks
are reviewed on an annual basis.

For a sample of a new employees, inspected
acknowledgment documentation to determine whether a
formal acknowledgement was completed.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

Inspected both the Employee and Contractor Handbooks
to determine whether they were reviewed on an annual
basis.

No exceptions noted over the
formal acknowledgement of the
Employee Handbook for a sample
of new employees.

The circumstances that warrant
the formal acknowledgement of
the Contractor Handbook by new
contractors did not occur during
the period covered by the
examination, and therefore, no
testing was performed. 

No exceptions noted over the
review of both the Employee and
Contractor Handbooks.

HR.4 New employees and contracted
employees must complete a background
check prior to employment.

For a sample of new employees, inspected background
check documentation to determine whether background
checks were completed prior to employment.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
completion of a background
check for a sample of new
employees.

The circumstances that warrant
the completion of a background
check by new contracted
employees did not occur during
the period covered by the
examination, and therefore, no
testing was performed.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.1 The entity demonstrates a commitment to integrity and ethical values. (COSO Principle 1)
HR.6 Management monitors workforce

complaints through the whistle-blower
hotline.

Inspected the Company's website to determine whether a
whistle-blower hotline was available to internal and
external users. 

Performed corroborative inquiry and inspected system
documentation to validate that no customer or workforce
complaints were reported during the period covered by the
examination.

No exceptions noted over the
existence of a whistle-blower
hotline. 

The circumstances that warrant
the review of customer or
workforce complaints did not
occur during the period covered
by the examination, therefore, no
testing was performed.

HR.7 The Company has implemented a whistle-
blower hotline that is available to internal
and external users.

Inspected the whistle-blower policy and Company website
to determine whether the Company implemented a
whistle-blower hotline that was available to internal and
external users.

No exceptions noted.

CC1.2 The board of directors demonstrates independence from management and exercises oversight of the development and performance of
internal control. (COSO Principle 2) 

GOV.2 Information Security responsibilities are
defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.

GOV.6 An Information Security Committee is
established, whose membership contains
key members of operations and meets
semi-annually.

Inspected the Information Security Committee Charter to
determine whether a Charter existed. 

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether the Committee included key members
of operations that met semi-annually.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.2 The board of directors demonstrates independence from management and exercises oversight of the development and performance of

internal control. (COSO Principle 2)
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

CC1.3 Management establishes, with board oversight, structures, reporting lines, and appropriate authorities and responsibilities in the pursuit of
objectives. (COSO Principle 3) 

GOV.1 Organizational charts are documented to
illustrate organizational structure and
reporting lines.

Inspected the organizational chart to determine whether
the organizational structure and reporting lines were
documented.

No exceptions noted.

GOV.2 Information Security responsibilities are
defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.

HR.1 New employees are evaluated against the
job posting details, which include
employee roles and responsibilities,
competencies, and experience level, prior
to being hired.

For a sample of new employees, inspected the candidate
evaluation form to determine whether the employee was
evaluated against roles and responsibilities,
competencies, and experience level prior to being hired.

No exceptions noted.

COM.2 SLAs require signoffs from the client and
the Company.

For a sample of new clients, inspected SLAs to determine
whether SLAs were signed by both the client and the
Company.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives. (COSO Principle

4) 
GOV.3 New employees and contracted

employees must acknowledge the
Information Security Policy upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Information Security Policy was acknowledged upon
hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
acknowledgement of the
Information Security Policy for a
sample of new employees.

The circumstances that warrant
the acknowledgment of the
Information Security Policy by
new contracted employees did
not occur during the period
covered by the examination, and
therefore, no testing was
performed.

GOV.4 New employees and contracted
employees are required to complete
security awareness and compliance
training upon hire and on an annual basis
thereafter.

For a sample of new employees, inspected training
certificates to determine whether new employees
completed security awareness and compliance training
upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination. 

For a sample of employees and contracted employees,
inspected training certificates to determine whether
employees and contracted employees completed security
awareness and compliance training on an annual basis.

No exceptions noted over the�
completion of security awareness�
training for a sample of new�
employees.

The circumstances that warrant�
the completion of security�
awareness training by new�
contracted employees did not�
occur during the period covered�
by the examination, and�
therefore, no testing was�
performed. 

Exception noted: For one of 
three�employees and contractors�
tested, security awareness�
training was not completed timely.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives. (COSO Principle

4)
GOV.5 New employees and contracted

employees must sign the Noncompetition
Agreement and NDA upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Noncompetition Agreement and NDA was
acknowledged upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
formal acknowledgement of the
Noncompetition Agreement and
NDA for a sample of new
employees.

The circumstances that warrant
the formal acknowledgement of
the Noncompetition Agreement
and NDA by new contracted
employees did not occur during
the period covered by the
examination, and therefore, no
testing was performed.

HR.1 New employees are evaluated against the
job posting details, which include
employee roles and responsibilities,
competencies, and experience level, prior
to being hired.

For a sample of new employees, inspected the candidate
evaluation form to determine whether the employee was
evaluated against roles and responsibilities,
competencies, and experience level prior to being hired.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives. (COSO Principle

4)
HR.2 New employees and contracted

employees must sign their respective
versions of the Company Handbook,
which includes a Code of Conduct. Both
the Employee and Contractor Handbooks
are reviewed on an annual basis.

For a sample of a new employees, inspected
acknowledgment documentation to determine whether a
formal acknowledgement was completed.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

Inspected both the Employee and Contractor Handbooks
to determine whether they were reviewed on an annual
basis.

No exceptions noted over the
formal acknowledgement of the
Employee Handbook for a sample
of new employees.

The circumstances that warrant
the formal acknowledgement of
the Contractor Handbook by new
contractors did not occur during
the period covered by the
examination, and therefore, no
testing was performed. 

No exceptions noted over the
review of both the Employee and
Contractor Handbooks.

HR.3 Performance appraisals are completed on
an annual basis for employees.

For a sample of employees, inspected performance
review documentation to determine whether performance
appraisals were completed on an annual basis.

No exceptions noted.

HR.4 New employees and contracted
employees must complete a background
check prior to employment.

For a sample of new employees, inspected background
check documentation to determine whether background
checks were completed prior to employment.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
completion of a background
check for a sample of new
employees.

The circumstances that warrant
the completion of a background
check by new contracted
employees did not occur during
the period covered by the
examination, and therefore, no
testing was performed.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.4 The entity demonstrates a commitment to attract, develop, and retain competent individuals in alignment with objectives. (COSO Principle

4)
HR.8 Management establishes measurable

goals criteria, including incentives, other
rewards and sanctions appropriate for
responsibilities at all levels of the
Company. These are reviewed and
approved annually.

Inspected the Company's incentives program to determine
whether management established measurable goals
criteria, including incentives, other rewards and sanctions
appropriate for responsibilities at all levels of the
Company and that the incentives program was reviewed
and approved annually.

No exceptions noted.

HR.9 A supplemental security training program
is in place for employees to help facilitate
and maintain technical competence.

Inspected the training log and supplemental security
training documentation to determine whether a
supplemental security training program was in place for
employees to help facilitate and maintain technical
competence.

No exceptions noted.

CC1.5 The entity holds individuals accountable for their internal control responsibilities in the pursuit of objectives. (COSO Principle 5) 
HR.3 Performance appraisals are completed on

an annual basis for employees.
For a sample of employees, inspected performance
review documentation to determine whether performance
appraisals were completed on an annual basis.

No exceptions noted.

HR.8 Management establishes measurable
goals criteria, including incentives, other
rewards and sanctions appropriate for
responsibilities at all levels of the
Company. These are reviewed and
approved annually.

Inspected the Company's incentives program to determine
whether management established measurable goals
criteria, including incentives, other rewards and sanctions
appropriate for responsibilities at all levels of the
Company and that the incentives program was reviewed
and approved annually.

No exceptions noted.

GOV.2 Information Security responsibilities are
defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.5 The entity holds individuals accountable for their internal control responsibilities in the pursuit of objectives. (COSO Principle 5)
GOV.3 New employees and contracted

employees must acknowledge the
Information Security Policy upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Information Security Policy was acknowledged upon
hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
acknowledgement of the
Information Security Policy for a
sample of new employees.

The circumstances that warrant
the acknowledgment of the
Information Security Policy by
new contracted employees did
not occur during the period
covered by the examination, and
therefore, no testing was
performed.

GOV.4 New employees and contracted
employees are required to complete
security awareness and compliance
training upon hire and on an annual basis
thereafter.

For a sample of new employees, inspected training
certificates to determine whether new employees
completed security awareness and compliance training
upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination. 

For a sample of employees and contracted employees,
inspected training certificates to determine whether
employees and contracted employees completed security
awareness and compliance training on an annual basis.

No exceptions noted over the�
completion of security awareness�
training for a sample of new�
employees.

The circumstances that warrant�
the completion of security�
awareness training by new�
contracted employees did not�
occur during the period covered�
by the examination, and�
therefore, no testing was�
performed. 

Exception noted: For one of 
three�employees and contractors�
tested, security awareness�
training was not completed timely.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Environment 
CC1.5 The entity holds individuals accountable for their internal control responsibilities in the pursuit of objectives. (COSO Principle 5)
GOV.5 New employees and contracted

employees must sign the Noncompetition
Agreement and NDA upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Noncompetition Agreement and NDA was
acknowledged upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
formal acknowledgement of the
Noncompetition Agreement and
NDA for a sample of new
employees.

The circumstances that warrant
the formal acknowledgement of
the Noncompetition Agreement
and NDA by new contracted
employees did not occur during
the period covered by the
examination, and therefore, no
testing was performed.

28



Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Communication and Information 
CC2.1 The entity obtains or generates and uses relevant, quality information to support the functioning of internal control. (COSO Principle 13) 
GOV.2 Information Security responsibilities are

defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.5 Annually, a risk assessment is performed
to identify key information system
processes that support internal control
and achievement of the service
commitments and system requirements.

Inspected risk assessment documentation to determine
whether an annual risk assessment was performed to
identify key information system processes that support
internal control and achievement of the service
commitments and system requirements.

No exceptions noted.

RM.6 Annually, the Information Security
Committee identifies the Company's key
and sensitive data during the risk
assessment, including internal and
external sources of data.

Inspected risk assessment documentation to determine
whether an annual identification of the Company's key and
sensitive data was performed by the Information Security
Committee.

No exceptions noted.

CC2.2 The entity internally communicates information, including objectives and responsibilities for internal control, necessary to support the
functioning of internal control. (COSO Principle 14) 

GOV.1 Organizational charts are documented to
illustrate organizational structure and
reporting lines.

Inspected the organizational chart to determine whether
the organizational structure and reporting lines were
documented.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Communication and Information 
CC2.2 The entity internally communicates information, including objectives and responsibilities for internal control, necessary to support the

functioning of internal control. (COSO Principle 14)
GOV.3 New employees and contracted

employees must acknowledge the
Information Security Policy upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Information Security Policy was acknowledged upon
hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
acknowledgement of the
Information Security Policy for a
sample of new employees.

The circumstances that warrant
the acknowledgment of the
Information Security Policy by
new contracted employees did
not occur during the period
covered by the examination, and
therefore, no testing was
performed.

GOV.4 New employees and contracted
employees are required to complete
security awareness and compliance
training upon hire and on an annual basis
thereafter.

For a sample of new employees, inspected training
certificates to determine whether new employees
completed security awareness and compliance training
upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination. 

For a sample of employees and contracted employees,
inspected training certificates to determine whether
employees and contracted employees completed security
awareness and compliance training on an annual basis.

No exceptions noted over the�
completion of security awareness�
training for a sample of new�
employees.

The circumstances that warrant�
the completion of security�
awareness training by new�
contracted employees did not�
occur during the period covered�
by the examination, and�
therefore, no testing was�
performed. 

Exception noted: For one of 
three�employees and contractors�
tested, security awareness�
training was not completed timely.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Communication and Information 
CC2.2 The entity internally communicates information, including objectives and responsibilities for internal control, necessary to support the

functioning of internal control. (COSO Principle 14)
GOV.5 New employees and contracted

employees must sign the Noncompetition
Agreement and NDA upon hire.

For a sample of new employees, inspected
acknowledgement documentation to determine whether
the Noncompetition Agreement and NDA was
acknowledged upon hire.

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over the
formal acknowledgement of the
Noncompetition Agreement and
NDA for a sample of new
employees.

The circumstances that warrant
the formal acknowledgement of
the Noncompetition Agreement
and NDA by new contracted
employees did not occur during
the period covered by the
examination, and therefore, no
testing was performed.

HR.6 Management monitors workforce
complaints through the whistle-blower
hotline.

Inspected the Company's website to determine whether a
whistle-blower hotline was available to internal and
external users. 

Performed corroborative inquiry and inspected system
documentation to validate that no customer or workforce
complaints were reported during the period covered by the
examination.

No exceptions noted over the
existence of a whistle-blower
hotline. 

The circumstances that warrant
the review of customer or
workforce complaints did not
occur during the period covered
by the examination, therefore, no
testing was performed.

HR.7 The Company has implemented a whistle-
blower hotline that is available to internal
and external users.

Inspected the whistle-blower policy and Company website
to determine whether the Company implemented a
whistle-blower hotline that was available to internal and
external users.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Communication and Information 
CC2.2 The entity internally communicates information, including objectives and responsibilities for internal control, necessary to support the

functioning of internal control. (COSO Principle 14)
COM.1 The following policies and procedures

have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

COM.4 Changes to the Company's commitments
and system requirements are
communicated to internal users, clients,
and subservice organizations.

Performed corroborative inquiry with management to
validate that no changes to the Company's service
commitments and system requirements occurred during
the period covered by the examination.

The circumstances that warrant
the operation of the control did
not occur during the period
covered by the examination and,
therefore, no testing was
performed.

IM.1 The Incident Management Policy outlines
the process for employees and contracted
employees to report incidents.

Inspected the Incident Management Policy to determine
whether there was a defined process for employees and
contracted employees to report incidents.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Communication and Information 
CC2.3 The entity communicates with external parties regarding matters affecting the functioning of internal control. (COSO Principle 15) 
HR.6 Management monitors workforce

complaints through the whistle-blower
hotline.

Inspected the Company's website to determine whether a
whistle-blower hotline was available to internal and
external users. 

Performed corroborative inquiry and inspected system
documentation to validate that no customer or workforce
complaints were reported during the period covered by the
examination.

No exceptions noted over the
existence of a whistle-blower
hotline. 

The circumstances that warrant
the review of customer or
workforce complaints did not
occur during the period covered
by the examination, therefore, no
testing was performed.

HR.7 The Company has implemented a whistle-
blower hotline that is available to internal
and external users.

Inspected the whistle-blower policy and Company website
to determine whether the Company implemented a
whistle-blower hotline that was available to internal and
external users.

No exceptions noted.

COM.3 The Company communicates planned
downtime to clients.

For a sample of planned downtime occurrences,
inspected communication documentation to determine
whether clients were notified of planned downtime.

No exceptions noted.

COM.4 Changes to the Company's commitments
and system requirements are
communicated to internal users, clients,
and subservice organizations.

Performed corroborative inquiry with management to
validate that no changes to the Company's service
commitments and system requirements occurred during
the period covered by the examination.

The circumstances that warrant
the operation of the control did
not occur during the period
covered by the examination and,
therefore, no testing was
performed.

IM.2 Support and incident contact information
is displayed on the Company's external
website.

Inspected the Company's website to determine whether
support and incident contact information was available to
external users.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Risk Assessment 
CC3.1 The entity specifies objectives with sufficient clarity to enable the identification and assessment of risks relating to objectives. (COSO

Principle 6) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.7 Updates or modifications to vendor and
customer contractual terms and
commitments are approved by
management prior to contract approval.
Updates and modifications are
incorporated into the risk assessment and
review process.

Performed corroborative inquiry with management to
determine that there were no updates or modifications to
vendor or customer contractual terms during the period
covered by the examination.

The circumstances that warrant
the operation of the control did
not occur during the period
covered by the examination and,
therefore, no testing was
performed.

RM.8 Business objectives are determined as
part of annual strategic planning activities.
Risk tolerance levels and applicable laws
and regulations are considered as part of
objective-setting. As part of the annual
risk assessment, risks are inventoried and
presented to management. The
assessment includes technology or
regulatory changes and internal and
external risks relevant to the achievement
of those objectives.

Inspected risk assessment documentation to determine
whether risk tolerance levels and applicable laws and
regulations were considered as part of objective-setting
and whether the risk assessment included technology or
regulatory changes and internal and external risks
relevant to the achievement of those objectives.

Inspected Information Security Committee meeting
minutes to determine whether risks were inventoried and
presented to management annually.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Risk Assessment 
CC3.2 The entity identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis for determining how the risks

should be managed. (COSO Principle 7) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

RM.3 Vendor management procedures are in
place to perform annual reviews of
subservice organizations.

For all subservice organizations, inspected review
documentation to determine whether an annual review
was performed.

No exceptions noted.

RM.4 The Company performs an annual
walkthrough of the DataBank colocation
data center.

Inspected onsite review documentation to determine
whether the Company performed an annual walkthrough
of the DataBank colocation data center.

No exceptions noted.

CC3.3 The entity considers the potential for fraud in assessing risks to the achievement of objectives. (COSO Principle 8) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.3 Vendor management procedures are in
place to perform annual reviews of
subservice organizations.

For all subservice organizations, inspected review
documentation to determine whether an annual review
was performed.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Risk Assessment 
CC3.3 The entity considers the potential for fraud in assessing risks to the achievement of objectives. (COSO Principle 8)
RM.4 The Company performs an annual

walkthrough of the DataBank colocation
data center.

Inspected onsite review documentation to determine
whether the Company performed an annual walkthrough
of the DataBank colocation data center.

No exceptions noted.

RM.9 Fraud risks are explicitly considered as
part of the annual risk assessment.

Inspected the annual risk assessment to determine
whether fraud risks were explicitly considered.

No exceptions noted.

HR.6 Management monitors workforce
complaints through the whistle-blower
hotline.

Inspected the Company's website to determine whether a
whistle-blower hotline was available to internal and
external users. 

Performed corroborative inquiry and inspected system
documentation to validate that no customer or workforce
complaints were reported during the period covered by the
examination.

No exceptions noted over the
existence of a whistle-blower
hotline. 

The circumstances that warrant
the review of customer or
workforce complaints did not
occur during the period covered
by the examination, therefore, no
testing was performed.

HR.7 The Company has implemented a whistle-
blower hotline that is available to internal
and external users.

Inspected the whistle-blower policy and Company website
to determine whether the Company implemented a
whistle-blower hotline that was available to internal and
external users.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Risk Assessment 
CC3.4 The entity identifies and assesses changes that could significantly impact the system of internal control. (COSO Principle 9) 
COM.1 The following policies and procedures

have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Risk Assessment 
CC3.4 The entity identifies and assesses changes that could significantly impact the system of internal control. (COSO Principle 9)
RM.8 Business objectives are determined as

part of annual strategic planning activities.
Risk tolerance levels and applicable laws
and regulations are considered as part of
objective-setting. As part of the annual
risk assessment, risks are inventoried and
presented to management. The
assessment includes technology or
regulatory changes and internal and
external risks relevant to the achievement
of those objectives.

Inspected risk assessment documentation to determine
whether risk tolerance levels and applicable laws and
regulations were considered as part of objective-setting
and whether the risk assessment included technology or
regulatory changes and internal and external risks
relevant to the achievement of those objectives.

Inspected Information Security Committee meeting
minutes to determine whether risks were inventoried and
presented to management annually.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Monitoring Activities 
CC4.1 The entity selects, develops, and performs ongoing and/or separate evaluations to ascertain whether the components of internal control

are present and functioning. (COSO Principle 16) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

RM.3 Vendor management procedures are in
place to perform annual reviews of
subservice organizations.

For all subservice organizations, inspected review
documentation to determine whether an annual review
was performed.

No exceptions noted.

RM.4 The Company performs an annual
walkthrough of the DataBank colocation
data center.

Inspected onsite review documentation to determine
whether the Company performed an annual walkthrough
of the DataBank colocation data center.

No exceptions noted.

RM.13 An internal control monitoring and
assessment plan is developed annually.
Monitoring and assessment results are
reported to and reviewed by
management. Corrective action plans are
monitored to help ensure timely
remediation of identified deficiencies.

Inspected risk assessment documentation and Information
Security Committee meeting minutes to determine
whether an internal control monitoring and assessment
plan was developed annually and whether monitoring and
assessment results were reported to and reviewed by
management.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Monitoring Activities 
CC4.2 The entity evaluates and communicates internal control deficiencies in a timely manner to those parties responsible for taking corrective

action, including senior management and the board of directors, as appropriate. (COSO Principle 17) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

RM.8 Business objectives are determined as
part of annual strategic planning activities.
Risk tolerance levels and applicable laws
and regulations are considered as part of
objective-setting. As part of the annual
risk assessment, risks are inventoried and
presented to management. The
assessment includes technology or
regulatory changes and internal and
external risks relevant to the achievement
of those objectives.

Inspected risk assessment documentation to determine
whether risk tolerance levels and applicable laws and
regulations were considered as part of objective-setting
and whether the risk assessment included technology or
regulatory changes and internal and external risks
relevant to the achievement of those objectives.

Inspected Information Security Committee meeting
minutes to determine whether risks were inventoried and
presented to management annually.

No exceptions noted.

RM.13 An internal control monitoring and
assessment plan is developed annually.
Monitoring and assessment results are
reported to and reviewed by
management. Corrective action plans are
monitored to help ensure timely
remediation of identified deficiencies.

Inspected risk assessment documentation and Information
Security Committee meeting minutes to determine
whether an internal control monitoring and assessment
plan was developed annually and whether monitoring and
assessment results were reported to and reviewed by
management.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Activities 
CC5.1 The entity selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable

levels. (COSO Principle 10) 
GOV.2 Information Security responsibilities are

defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.

COM.1 The following policies and procedures
have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Activities 
CC5.1 The entity selects and develops control activities that contribute to the mitigation of risks to the achievement of objectives to acceptable

levels. (COSO Principle 10)
RM.2 A cloud-based vulnerability scanning tool

is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

RM.10 As part of the risk assessment process,
existing control activities that mitigate
risks are identified. Where risks are not
already mitigated to an acceptable level
and additional mitigation is required,
action plans are developed to implement
additional control activities.

Inspected risk assessment documentation to determine
whether existing control activities that mitigate risks were
identified, that management accepted all identified risks,
and that no action plans were required.

No exceptions noted.

RM.11 Management assesses the environment,
complexity, and scope when developing
control activities to mitigate identified
risks. Management considers a mix of
control activities, including manual and
automated controls, preventative and
detective controls, and segregation of
duties when developing new controls.

Inspected risk assessment documentation to determine
whether management assessed the environment,
complexity, and scope when developing control activities
to mitigate the risks, and to determine whether
management considered a mix of control activities,
including manual and automated controls, preventative
and detective controls, and segregation of duties when
developing new controls.

No exceptions noted.

RM.12 The risk management program includes
the use of insurance to minimize the
financial impact of any loss events.

Inspected insurance policies to determine whether the risk
management program included the use of insurance to
minimize the financial impact of any loss events.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.

CM.1 The IT team meets monthly to discuss
planned changes with the stakeholder
team and assess their impact.

For a sample of months, inspected meeting materials to
determine whether the IT team met to discuss planned
changes with the stakeholder team and assess their
impact.

No exceptions noted.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Activities 
CC5.2 The entity also selects and develops general control activities over technology to support the achievement of objectives. (COSO Principle

11) 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

CM.1 The IT team meets monthly to discuss
planned changes with the stakeholder
team and assess their impact.

For a sample of months, inspected meeting materials to
determine whether the IT team met to discuss planned
changes with the stakeholder team and assess their
impact.

No exceptions noted.

GOV.7 The Company has defined procurement
methods for the purchase, development,
and maintenance of information systems,
system components, or information
system services from technology
suppliers.

Inspected the Procurement Policy and Procedures to
determine whether procurement methods for the
purchase, development, and maintenance of information
systems, system components, or information system
services from technology suppliers were defined.

No exceptions noted.

GOV.8 An information technology control
framework is adopted or internally
developed.

Inspected the Information Security Policy to determine
whether the Company adopted an information technology
framework.

No exceptions noted.

CC5.3 The entity deploys control activities through policies that establish what is expected and in procedures that put policies into action. (COSO
Principle 12) 

GOV.1 Organizational charts are documented to
illustrate organizational structure and
reporting lines.

Inspected the organizational chart to determine whether
the organizational structure and reporting lines were
documented.

No exceptions noted.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Activities 
CC5.3 The entity deploys control activities through policies that establish what is expected and in procedures that put policies into action. (COSO

Principle 12)
GOV.2 Information Security responsibilities are

defined within the Information Security
Program Charter and Information Security
Policy.

Inspected the Information Security Program Charter and
the Information Security Policy to determine whether
security responsibilities were defined.

No exceptions noted.

HR.1 New employees are evaluated against the
job posting details, which include
employee roles and responsibilities,
competencies, and experience level, prior
to being hired.

For a sample of new employees, inspected the candidate
evaluation form to determine whether the employee was
evaluated against roles and responsibilities,
competencies, and experience level prior to being hired.

No exceptions noted.

COM.1 The following policies and procedures
have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

COM.2 SLAs require signoffs from the client and
the Company.

For a sample of new clients, inspected SLAs to determine
whether SLAs were signed by both the client and the
Company.

No exceptions noted.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Control Activities 
CC5.3 The entity deploys control activities through policies that establish what is expected and in procedures that put policies into action. (COSO

Principle 12)
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.1 The entity implements logical access security software, infrastructure, and architectures over protected information assets to protect them

from security events to meet the entity's objectives. 
LS.2 Password parameters are configured to

enforce settings related to minimum
length, complexity, expiration, re-use, and
lockouts that comply with documented
password standards.

For each in-scope system, inspected password
configurations to determine whether password
requirements aligned with the documented password
standards.

No exceptions noted.

LS.3 Client subnets are segregated in the
environment and require MFA to gain
access to non-public networks and
systems.

Inspected MFA configurations to determine whether
access to non-public networks and systems required
MFA. 

Inspected the system generated listing of client subnets
and architectural diagrams to determine whether client
subnets were segregated.

No exceptions noted.

LS.6 Administrator access to customer
production environments is reviewed
annually by management to verify access
is restricted to authorized employees.
Denied access is removed.

Inspected access review documentation to determine
whether an annual review was completed to verify access
was restricted to authorized employees and that no
unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.7 Access to modify firewall configurations is
reviewed annually by management to
verify access is restricted to authorized
employees. Denied access is removed.

Inspected firewall access review documentation to
determine whether an annual review was completed to
verify access was restricted to authorized employees and
that no unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.1 The entity implements logical access security software, infrastructure, and architectures over protected information assets to protect them

from security events to meet the entity's objectives. 
LS.8 New firewall rules are approved prior to

implementation.
For a sample of new firewall rules, inspected change
tickets to determine whether changes were approved prior
to implementation.

No exceptions noted.

DP.1 Client information is exchanged using a
secure SFTP application.

Inspected SFTP server configurations to determine
whether encryption was enabled for data in transit.

No exceptions noted.

CC6.2 Prior to issuing system credentials and granting system access, the entity registers and authorizes new internal and external users whose
access is administered by the entity. For those users whose access is administered by the entity, user system credentials are removed
when user access is no longer authorized. 

LS.1 An annual review of ISCorp users with
VPN access to client production
environments is performed. Denied
access is removed.

Inspected access review documentation to determine
whether an annual review of users with VPN access to
client production environments was performed and that no
unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.4 New employee and contracted employee
logical access is approved by the COO or
CISO prior to provisioning.

For a sample of new employees, inspected access
request documentation to determine whether access was
approved by the COO or CISO prior to provisioning. 

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over
provisioning access to new
employees.

The circumstances that warrant
the provisioning of logical access
for new contracted employees did
not occur during the period
covered by the examination, and
therefore, no testing was
performed.
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Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.2 Prior to issuing system credentials and granting system access, the entity registers and authorizes new internal and external users whose

access is administered by the entity. For those users whose access is administered by the entity, user system credentials are removed
when user access is no longer authorized. 

LS.5 User logical access rights are removed
within one business day of termination.

For a sample of terminated employees and contractors,
inspected access removal documentation to determine
whether user logical access rights were removed within
one business day of termination.

Exception noted: For one of two�
terminated employees and�
contractors tested, access was�
not removed within one business�
day of termination.

LS.6 Administrator access to customer
production environments is reviewed
annually by management to verify access
is restricted to authorized employees.
Denied access is removed.

Inspected access review documentation to determine
whether an annual review was completed to verify access
was restricted to authorized employees and that no
unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.7 Access to modify firewall configurations is
reviewed annually by management to
verify access is restricted to authorized
employees. Denied access is removed.

Inspected firewall access review documentation to
determine whether an annual review was completed to
verify access was restricted to authorized employees and
that no unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

48



Trust Services Criteria / 
Controls Specified by Integrated Systems
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Logical and Physical Access Controls 
CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, and other protected information assets based on roles,

responsibilities, or the system design and changes, giving consideration to the concepts of least privilege and segregation of duties, to
meet the entity’s objectives. 

LS.1 An annual review of ISCorp users with
VPN access to client production
environments is performed. Denied
access is removed.

Inspected access review documentation to determine
whether an annual review of users with VPN access to
client production environments was performed and that no
unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.4 New employee and contracted employee
logical access is approved by the COO or
CISO prior to provisioning.

For a sample of new employees, inspected access
request documentation to determine whether access was
approved by the COO or CISO prior to provisioning. 

Inspected a system generated listing of new contractors to
validate that there were no new in-scope contractors
during the period covered by the examination.

No exceptions noted over
provisioning access to new
employees.

The circumstances that warrant
the provisioning of logical access
for new contracted employees did
not occur during the period
covered by the examination, and
therefore, no testing was
performed.

LS.5 User logical access rights are removed
within one business day of termination.

For a sample of terminated employees and contractors,
inspected access removal documentation to determine
whether user logical access rights were removed within
one business day of termination.

Exception noted: For one of two�
terminated employees and�
contractors tested, access was�
not removed within one business�
day of termination.
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Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.3 The entity authorizes, modifies, or removes access to data, software, functions, and other protected information assets based on roles,

responsibilities, or the system design and changes, giving consideration to the concepts of least privilege and segregation of duties, to
meet the entity’s objectives. 

LS.6 Administrator access to customer
production environments is reviewed
annually by management to verify access
is restricted to authorized employees.
Denied access is removed.

Inspected access review documentation to determine
whether an annual review was completed to verify access
was restricted to authorized employees and that no
unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.7 Access to modify firewall configurations is
reviewed annually by management to
verify access is restricted to authorized
employees. Denied access is removed.

Inspected firewall access review documentation to
determine whether an annual review was completed to
verify access was restricted to authorized employees and
that no unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

CC6.4 The entity restricts physical access to facilities and protected information assets (for example, data center facilities, back-up media
storage, and other sensitive locations) to authorized personnel to meet the entity’s objectives. 

PS.1 Data center access is reviewed by
management on an annual basis. Denied
access is removed.

For both in-scope data centers, inspected annual access
review documentation to determine whether data center
access was reviewed by management and that no
unauthorized access was identified.

No exceptions noted over the
annual data center access
review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.
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Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.4 The entity restricts physical access to facilities and protected information assets (for example, data center facilities, back-up media

storage, and other sensitive locations) to authorized personnel to meet the entity’s objectives. 
PS.2 Entry to the data center is restricted via

key card and biometric authentication.
Observed the Mequon, WI data center entrances to
determine whether data center access was restricted via
key card and biometric authentication.

No exceptions noted.

PS.3 Visitors must sign-in, provide government-
issued identification, and be escorted by
an employee throughout the facilities.

Inspected the visitor sign-in log and performed a live
observation of the sign-in process at the Mequon, WI
facility to determine whether visitors signed in and
provided government-issued identification, and were
escorted by an employee throughout the facilities.

No exceptions noted.

PS.4 Employee data center access is approved
by management.

For a sample of new employee data center access
requests, inspected access approval documentation to
determine whether employee data center access was
approved by management.

No exceptions noted.

PS.5 Employee data center access is revoked
within one business day of termination.

For the one terminated employee with data center access
during the period covered by the examination, inspected
access removal documentation to determine whether data
center access was revoked within one business day of
termination.

No exceptions noted.
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Logical and Physical Access Controls 
CC6.5 The entity discontinues logical and physical protections over physical assets only after the ability to read or recover data and software

from those assets has been diminished and is no longer required to meet the entity’s objectives.    
COM.1 The following policies and procedures

have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

DP.3 Physical storage media (hard drives, USB
devices, etc.) is destroyed by a third-
party.

For the one instance of media pickup during the period
covered by the examination, inspected the certificate of
destruction to determine whether the physical storage
media was destroyed by a third-party.

No exceptions noted.

CC6.6 The entity implements logical access security measures to protect against threats from sources outside its system boundaries.  
LS.3 Client subnets are segregated in the

environment and require MFA to gain
access to non-public networks and
systems.

Inspected MFA configurations to determine whether
access to non-public networks and systems required
MFA. 

Inspected the system generated listing of client subnets
and architectural diagrams to determine whether client
subnets were segregated.

No exceptions noted.

52



Trust Services Criteria / 
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Corporation Tests Performed by Baker Tilly Results of Tests
Logical and Physical Access Controls 
CC6.6 The entity implements logical access security measures to protect against threats from sources outside its system boundaries.  
LS.7 Access to modify firewall configurations is

reviewed annually by management to
verify access is restricted to authorized
employees. Denied access is removed.

Inspected firewall access review documentation to
determine whether an annual review was completed to
verify access was restricted to authorized employees and
that no unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

LS.8 New firewall rules are approved prior to
implementation.

For a sample of new firewall rules, inspected change
tickets to determine whether changes were approved prior
to implementation.

No exceptions noted.

DP.1 Client information is exchanged using a
secure SFTP application.

Inspected SFTP server configurations to determine
whether encryption was enabled for data in transit.

No exceptions noted.

CC6.7 The entity restricts the transmission, movement, and removal of information to authorized internal and external users and processes, and
protects it during transmission, movement, or removal to meet the entity’s objectives.   

LS.7 Access to modify firewall configurations is
reviewed annually by management to
verify access is restricted to authorized
employees. Denied access is removed.

Inspected firewall access review documentation to
determine whether an annual review was completed to
verify access was restricted to authorized employees and
that no unauthorized access was identified.

No exceptions noted over the
annual access review.

The circumstances that warrant
the removal of unauthorized
access did not occur during the
period covered by the
examination and, therefore, no
testing was performed.

DP.1 Client information is exchanged using a
secure SFTP application.

Inspected SFTP server configurations to determine
whether encryption was enabled for data in transit.

No exceptions noted.

DP.2 Data replicated to the DR site is
encrypted during transmission.

Inspected configuration documentation to determine
whether data replicated to the DR site was encrypted
during transmission.

No exceptions noted.
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Logical and Physical Access Controls 
CC6.7 The entity restricts the transmission, movement, and removal of information to authorized internal and external users and processes, and

protects it during transmission, movement, or removal to meet the entity’s objectives.   
DP.3 Physical storage media (hard drives, USB

devices, etc.) is destroyed by a third-
party.

For the one instance of media pickup during the period
covered by the examination, inspected the certificate of
destruction to determine whether the physical storage
media was destroyed by a third-party.

No exceptions noted.

CC6.8 The entity implements controls to prevent or detect and act upon the introduction of unauthorized or malicious software to meet the
entity’s objectives. 

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

DP.4 Anti-virus software is in place for new
workstations and configured to receive
automatic updates. Anti-virus software is
available to scan new Windows
production servers.

For a sample of new workstations and client's Windows
servers, inspected anti-virus software configurations to
determine whether anti-virus software was installed,
configured to update automatically, and available to
perform scans.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.
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Systems Operations 
CC7.1 To meet its objectives, the entity uses detection and monitoring procedures to identify (1) changes to configurations that result in the

introduction of new vulnerabilities, and (2) susceptibilities to newly discovered vulnerabilities. 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.

CM.3 As part of the server setup process, setup
checklists are used to validate that
customer servers are set up according to
pre-defined security guidelines.

For a sample of new client servers, inspected setup
checklists to determine whether client servers were set up
according to pre-defined security guidelines.

No exceptions noted.

CC7.2 The entity monitors system components and the operation of those components for anomalies that are indicative of malicious acts, natural
disasters, and errors affecting the entity's ability to meet its objectives; anomalies are analyzed to determine whether they represent
security events. 

IM.1 The Incident Management Policy outlines
the process for employees and contracted
employees to report incidents.

Inspected the Incident Management Policy to determine
whether there was a defined process for employees and
contracted employees to report incidents.

No exceptions noted.

IM.2 Support and incident contact information
is displayed on the Company's external
website.

Inspected the Company's website to determine whether
support and incident contact information was available to
external users.

No exceptions noted.
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Systems Operations 
CC7.2 The entity monitors system components and the operation of those components for anomalies that are indicative of malicious acts, natural

disasters, and errors affecting the entity's ability to meet its objectives; anomalies are analyzed to determine whether they represent
security events. 

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

PS.6 Temperature, humidity, power quality, and
water presence are monitored and alerts
are configured to notify management at
specified thresholds.

Inspected alert configurations within the environmental
monitoring systems and a sample alert to determine
whether the systems were configured to notify
management at specified thresholds.

No exceptions noted.

CC7.3 The entity evaluates security events to determine whether they could or have resulted in a failure of the entity to meet its objectives
(security incidents) and, if so, takes actions to prevent or address such failures. 

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.
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Systems Operations 
CC7.3 The entity evaluates security events to determine whether they could or have resulted in a failure of the entity to meet its objectives

(security incidents) and, if so, takes actions to prevent or address such failures.
RM.2 A cloud-based vulnerability scanning tool

is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

IM.1 The Incident Management Policy outlines
the process for employees and contracted
employees to report incidents.

Inspected the Incident Management Policy to determine
whether there was a defined process for employees and
contracted employees to report incidents.

No exceptions noted.

IM.2 Support and incident contact information
is displayed on the Company's external
website.

Inspected the Company's website to determine whether
support and incident contact information was available to
external users.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.

CC7.4 The entity responds to identified security incidents by executing a defined incident response program to understand, contain, remediate,
and communicate security incidents, as appropriate.  

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

IM.1 The Incident Management Policy outlines
the process for employees and contracted
employees to report incidents.

Inspected the Incident Management Policy to determine
whether there was a defined process for employees and
contracted employees to report incidents.

No exceptions noted.
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Systems Operations 
CC7.4 The entity responds to identified security incidents by executing a defined incident response program to understand, contain, remediate,

and communicate security incidents, as appropriate.  
IM.2 Support and incident contact information

is displayed on the Company's external
website.

Inspected the Company's website to determine whether
support and incident contact information was available to
external users.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.

IM.4 Annual testing of the incident response
plan is performed.

Inspected the annual incident response plan testing
documentation and after-action report to determine
whether testing of the incident response plan was
performed.

No exceptions noted.

IM.5 Applicable internal and external parties
are notified if the Company has identified
a breach that impacted their data.

Performed corroborative inquiry with management to
determine that no breaches impacting internal and
external party data were identified by the Company during
the period covered by the examination.

The circumstances that warrant
the operation of the control did
not occur during the period
covered by the examination and,
therefore, no testing was
performed.

CC7.5 The entity identifies, develops, and implements activities to recover from identified security incidents. 
DP.2 Data replicated to the DR site is

encrypted during transmission.
Inspected configuration documentation to determine
whether data replicated to the DR site was encrypted
during transmission.

No exceptions noted.

RM.1 The Information Security Committee
meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.
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Systems Operations 
CC7.5 The entity identifies, develops, and implements activities to recover from identified security incidents. 
RM.2 A cloud-based vulnerability scanning tool

is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

IM.1 The Incident Management Policy outlines
the process for employees and contracted
employees to report incidents.

Inspected the Incident Management Policy to determine
whether there was a defined process for employees and
contracted employees to report incidents.

No exceptions noted.

IM.3 Security alerts are responded to by IT
management and formally tracked
through closure.

For a sample of security alerts, inspected incident tickets
to determine whether the alerts were formally tracked
through closure.

No exceptions noted.

IM.4 Annual testing of the incident response
plan is performed.

Inspected the annual incident response plan testing
documentation and after-action report to determine
whether testing of the incident response plan was
performed.

No exceptions noted.

IM.5 Applicable internal and external parties
are notified if the Company has identified
a breach that impacted their data.

Performed corroborative inquiry with management to
determine that no breaches impacting internal and
external party data were identified by the Company during
the period covered by the examination.

The circumstances that warrant
the operation of the control did
not occur during the period
covered by the examination and,
therefore, no testing was
performed.
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Change Management 
CC8.1 The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and implements changes to infrastructure,

data, software, and procedures to meet its objectives.  
COM.1 The following policies and procedures

have been developed and are reviewed
annually:
- Information Security
- Information Security Awareness,
Education, and Training
- Acceptable Use of Assets and Other
Associated Information Assets
- Classification of Information
- Access Control
- Physical Security Perimeter
- Equipment Maintenance
- Confidentiality or Non-Disclosure
Agreements
- Secure Development
- Change Management
- Storage Media

Inspected all policies and procedures to determine
whether policies and procedures were developed and
reviewed annually.

No exceptions noted.

CM.1 The IT team meets monthly to discuss
planned changes with the stakeholder
team and assess their impact.

For a sample of months, inspected meeting materials to
determine whether the IT team met to discuss planned
changes with the stakeholder team and assess their
impact.

No exceptions noted.

CM.2 The Change Management Policy defines
requirements by change type. Authorized
management review of change
categorization and completion of required
activities is required prior to ticket closure.

Inspected the Change Management Policy to determine
whether requirements were defined by change type. 

Inspected the change management workflow
configurations to determine whether authorized members
of management were required to review the categorization
and completion of required activities prior to ticket closure.

No exceptions noted.
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Change Management 
CC8.1 The entity authorizes, designs, develops or acquires, configures, documents, tests, approves, and implements changes to infrastructure,

data, software, and procedures to meet its objectives.  
CM.3 As part of the server setup process, setup

checklists are used to validate that
customer servers are set up according to
pre-defined security guidelines.

For a sample of new client servers, inspected setup
checklists to determine whether client servers were set up
according to pre-defined security guidelines.

No exceptions noted.

CM.4 The centralized console is configured to
deploy and install operating system
patches to endpoints in accordance with
patching schedules.

Inspected the centralized patching console configurations
to determine whether operating system patches were
deployed and installed to endpoints in accordance with
patching schedules.

No exceptions noted.

CM.5 Emergency changes are approved after
implementation.

For a sample of emergency changes, inspected tickets
and supporting documentation to determine whether
emergency changes were approved after implementation.

No exceptions noted.
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Risk Mitigation 
CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business disruptions. 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.2 A cloud-based vulnerability scanning tool
is deployed on external-facing
infrastructure to perform real-time
scanning.

Inspected the configuration of the vulnerability scanning
tool to determine whether real-time vulnerability scanning
was configured on external-facing infrastructure.

No exceptions noted.

RM.3 Vendor management procedures are in
place to perform annual reviews of
subservice organizations.

For all subservice organizations, inspected review
documentation to determine whether an annual review
was performed.

No exceptions noted.

RM.8 Business objectives are determined as
part of annual strategic planning activities.
Risk tolerance levels and applicable laws
and regulations are considered as part of
objective-setting. As part of the annual
risk assessment, risks are inventoried and
presented to management. The
assessment includes technology or
regulatory changes and internal and
external risks relevant to the achievement
of those objectives.

Inspected risk assessment documentation to determine
whether risk tolerance levels and applicable laws and
regulations were considered as part of objective-setting
and whether the risk assessment included technology or
regulatory changes and internal and external risks
relevant to the achievement of those objectives.

Inspected Information Security Committee meeting
minutes to determine whether risks were inventoried and
presented to management annually.

No exceptions noted.

RM.12 The risk management program includes
the use of insurance to minimize the
financial impact of any loss events.

Inspected insurance policies to determine whether the risk
management program included the use of insurance to
minimize the financial impact of any loss events.

No exceptions noted.
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Risk Mitigation 
CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business disruptions. 
RM.13 An internal control monitoring and

assessment plan is developed annually.
Monitoring and assessment results are
reported to and reviewed by
management. Corrective action plans are
monitored to help ensure timely
remediation of identified deficiencies.

Inspected risk assessment documentation and Information
Security Committee meeting minutes to determine
whether an internal control monitoring and assessment
plan was developed annually and whether monitoring and
assessment results were reported to and reviewed by
management.

No exceptions noted.

CC9.2 The entity assesses and manages risks associated with vendors and business partners. 
RM.1 The Information Security Committee

meets annually to perform a risk
assessment. Risk mitigation activities and
key IT projects are monitored through
semi-annual Information Security
Committee meetings.

Inspected risk assessment documentation to determine
whether the Information Security Committee performed an
annual risk assessment.

For a sample of semi-annual Information Security
Committee meetings, inspected meeting minutes to
determine whether risk assessment results were
discussed and mitigation activities were tracked.

No exceptions noted.

RM.3 Vendor management procedures are in
place to perform annual reviews of
subservice organizations.

For all subservice organizations, inspected review
documentation to determine whether an annual review
was performed.

No exceptions noted.

RM.4 The Company performs an annual
walkthrough of the DataBank colocation
data center.

Inspected onsite review documentation to determine
whether the Company performed an annual walkthrough
of the DataBank colocation data center.

No exceptions noted.
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Risk Mitigation 
CC9.2 The entity assesses and manages risks associated with vendors and business partners. 
RM.8 Business objectives are determined as

part of annual strategic planning activities.
Risk tolerance levels and applicable laws
and regulations are considered as part of
objective-setting. As part of the annual
risk assessment, risks are inventoried and
presented to management. The
assessment includes technology or
regulatory changes and internal and
external risks relevant to the achievement
of those objectives.

Inspected risk assessment documentation to determine
whether risk tolerance levels and applicable laws and
regulations were considered as part of objective-setting
and whether the risk assessment included technology or
regulatory changes and internal and external risks
relevant to the achievement of those objectives.

Inspected Information Security Committee meeting
minutes to determine whether risks were inventoried and
presented to management annually.

No exceptions noted.

Additional Criteria for Availability 
A1.1 The entity maintains, monitors, and evaluates current processing capacity and use of system components (infrastructure, data, and

software) to manage capacity demand and to enable the implementation of additional capacity to help meet its objectives. 
BR.3 Alerts are configured to monitor the

performance of network infrastructure and
hosted servers and notify IT management
of service issues.

For a sample of new servers, inspected configurations to
determine whether alerts were configured to monitor the
performance of network infrastructure and hosted servers
and notify IT management of service issues.

No exceptions noted.

BR.4 Unplanned service outages are recorded,
responded to, and closed within the
helpdesk system.

For a sample of unplanned service outages, inspected
helpdesk tickets to determine whether outages were
recorded, responded to, and closed within the helpdesk
system.

No exceptions noted.

BR.10 As part of the server setup process, the
logging software is configured to alert the
IT team of critical events.

For a sample of new servers, inspected the logging
software configurations to determine whether the logging
software was set to alert the IT team of critical events.

No exceptions noted.

BR.11 The Company has established a baseline
for capacity management and reviews it
annually to evaluate risks pertaining to
capacity restraints.

Inspected the capacity management baseline and review
documentation to determine whether a baseline was
established and reviewed annually.

No exceptions noted.
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Additional Criteria for Availability 
A1.2 The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and monitors environmental protections,

software, data back-up processes, and recovery infrastructure to meet its objectives.  
BR.1 New client data is backed up and alerts

are sent to management if errors occur.
Errors are tracked through resolution.

For a sample of new servers, inspected backup
configurations to determine whether backups were
configured and alerts were sent to management if errors
occurred.

For a sample of backup failures, inspected backup failure
remediation documentation to determine whether errors
were tracked through resolution.

No exceptions noted.

BR.2 The Company has a DR/BCP in place.
DR testing is performed on an annual
basis.

Inspected the DR/BCP to determine whether the
Company had a plan in place. 

Inspected the annual DR test documentation to determine
whether the Company tested its plan.

No exceptions noted.

BR.3 Alerts are configured to monitor the
performance of network infrastructure and
hosted servers and notify IT management
of service issues.

For a sample of new servers, inspected configurations to
determine whether alerts were configured to monitor the
performance of network infrastructure and hosted servers
and notify IT management of service issues.

No exceptions noted.

BR.6 Generators are installed to prevent power
disruptions. A generator is start tested
and fail-over tested on a quarterly basis.

Observed the generators to determine whether generators
were installed to prevent power disruptions. 

For a sample of quarters, inspected test results to
determine whether generators were start and fail-over
tested.

No exceptions noted.

BR.7 Air conditioners, UPS, generators, and
fire suppression and/or detection systems
undergo maintenance at least annually.

Inspected maintenance reports to determine whether air
conditioners, UPS, generators, and fire suppression
and/or detection systems underwent maintenance at least
annually.

No exceptions noted.

BR.8 Recoverability tests are performed on a
monthly basis.

For a sample of months, inspected restoration test
documentation to determine whether recoverability tests
were performed.

No exceptions noted.
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Trust Services Criteria / 
Controls Specified by Integrated Systems

Corporation Tests Performed by Baker Tilly Results of Tests
Additional Criteria for Availability 
A1.2 The entity authorizes, designs, develops or acquires, implements, operates, approves, maintains, and monitors environmental protections,

software, data back-up processes, and recovery infrastructure to meet its objectives.  
PS.6 Temperature, humidity, power quality, and

water presence are monitored and alerts
are configured to notify management at
specified thresholds.

Inspected alert configurations within the environmental
monitoring systems and a sample alert to determine
whether the systems were configured to notify
management at specified thresholds.

No exceptions noted.

A1.3 The entity tests recovery plan procedures supporting system recovery to meet its objectives.  
BR.2 The Company has a DR/BCP in place.

DR testing is performed on an annual
basis.

Inspected the DR/BCP to determine whether the
Company had a plan in place. 

Inspected the annual DR test documentation to determine
whether the Company tested its plan.

No exceptions noted.

BR.6 Generators are installed to prevent power
disruptions. A generator is start tested
and fail-over tested on a quarterly basis.

Observed the generators to determine whether generators
were installed to prevent power disruptions. 

For a sample of quarters, inspected test results to
determine whether generators were start and fail-over
tested.

No exceptions noted.

BR.8 Recoverability tests are performed on a
monthly basis.

For a sample of months, inspected restoration test
documentation to determine whether recoverability tests
were performed.

No exceptions noted.
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5. Other Information Provided by Integrated Systems Corporation

Information included in Section 5 is presented by management of ISCorp to provide management's responses to the identified control exceptions and is 
not part of the description. Information included within Section 5 has not been subjected to the procedures applied in the examination of the description 
and of the suitability of the design and operating effectiveness of the controls to achieve ISCorp’s service commitments and system requirements based 
on the criteria relevant to security and availability. 

Control # Controls specified by ISCorp Results of Tests ISCorp Management Response 

GOV.4 Employees and contracted 
employees are required to 
complete security awareness 
and compliance training upon 
hire and on an annual basis 
thereafter. 

No exceptions noted over the 
completion of security awareness 
training for a sample of new 
employees. 

The circumstances that warrant 
the completion of security 
awareness training by new 
contracted employees did not 
occur during the period covered by 
the examination, and therefore, no 
testing was performed. 

Exception noted: For one of three 
employees and contractors tested, 
security awareness training was 
not completed timely. 

This exception resulted from an administrative oversight. 
Specifically, the individual was inadvertently removed from the 
active user list during the offboarding process for terminated 
contractors. Due to this removal, the security training system, 
which relies on automated synchronization for user enrollment, 
did not reassign training to this individual. Immediate action was 
taken on discovery, and training occurred promptly. 

To prevent recurrence, ISCorp has implemented the following 
corrective actions: 

• Process Improvement: A secondary validation step has
been established to ensure that all active employees
and contractors are consistently synchronized within the
security training platform, maintaining an accurate and
up-to-date user inventory.

• Regular Monitoring: Designated personnel are now
responsible for conducting periodic audits of training
enrollment and completion status for all active users.

• Enhanced Documentation: All exceptions identified
during training audits will be documented, along with
corrective actions taken, to maintain transparency and
accountability.
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Control # Controls specified by ISCorp Results of Tests ISCorp Management Response 

LS.5 User logical access rights are 
removed within one business 
day of termination. 

Exception noted: For one of 
two terminated employees and 
contractors tested, access was not 
removed within one business day 
of termination. 

The process for removing user logical access rights was 
followed. However, the exception occurred due to a lack of 
documented evidence for the access disablement step. Despite 
this documentation gap, ISCorp has confirmed that the 
individual did not access any systems after their account was 
disabled. It is also important to note that this individual was 
employed by a contractor of ISCorp and was only removed from 
the team that directly supports ISCorp. 

To prevent recurrence, ISCorp has undertaken the following 
actions: 

• Enhanced Documentation Procedures: ISCorp has
strengthened procedures to ensure that all access
disablement actions are clearly documented and that
evidence is retained for audit purposes.

• Verification Controls: The access removal process now
includes an additional verification step, where a
designated team member confirms that disablement is
completed, documented, and securely stored.

• Periodic Reviews: ISCorp will conduct regular access
reviews to ensure that disablement evidence is
maintained consistently for all terminated employees
and contractors.
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